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Ensuring the robustness of machine learning classifiers against adversarial perturba-
tions is paramount for their reliable deployment in security-sensitive applications. This
dissertation introduces a series of novel frameworks to enhance certified robustness and
uncover fundamental vulnerabilities in black-box settings. First, we present UniCR
(Universally Approximated Certified Robustness), a groundbreaking framework that
provides a universal robustness certification for any classifier against any ¢, pertur-
bations using noise from any continuous probability distribution. UniCR automates
robustness certification, offering both theoretical guarantees and empirical validation
on optimal noise distributions used in randomized smoothing. Building upon this foun-
dation, we introduce UCAN (Universally Amplifying Randomized Smoothing for Cer-
tified Robustness with Anisotropic Noise), which extends randomized smoothing tech-
niques by leveraging anisotropic noise to amplify certified robustness. This approach
generalizes existing smoothing techniques across different threat models, demonstrat-

ing substantial improvements in certified accuracy across benchmark datasets. Next,
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we propose Certifiable Black-Box Attacks with Randomized Adversarial Examples,
introducing a new paradigm of black-box attacks with provable guarantees. Unlike tra-
ditional empirical black-box attacks, certifiable black-box attacks guarantee the attack
success probability (ASP) of adversarial examples before querying the target model.
This attack paradigm reveals critical vulnerabilities in state-of-the-art defenses, provid-
ing a framework to construct an infinite space of adversarial examples with high ASP,
bypassing detection mechanisms with provable confidence. We establish a theoretical
foundation for ensuring ASP using randomized adversarial examples, propose novel
optimization techniques to generate imperceptible attacks, and comprehensively evalu-
ate their effectiveness on multiple datasets, benchmarking against 16 SOTA black-box
attacks and various defenses in vision and speech domains. Finally, we systemati-
cally address the growing security challenges in large language models (LLMs), which
have become foundational in real-world Al applications. We present a holistic sys-
tematization of knowledge (SoK) on prompt security, encompassing a unified multi-
level taxonomy of attacks, defenses, and vulnerabilities, along with formalized threat
models and open-source tools for standardized, reproducible evaluation. We introduce
JAILBREAKDB—the largest curated corpus of jailbreak and benign prompts—and
provide a comprehensive benchmark and leaderboard for state-of-the-art LLM security
research. Our findings unify previously fragmented research efforts, lay the foundation
for rigorous evaluation of LLLM robustness, and facilitate the development of robust,

trustworthy language models for deployment in high-stakes environments.
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Chapter 1

Introduction

The rapid advancement of machine learning (ML) has fundamentally transformed nu-
merous domains, ranging from computer vision and natural language processing to
healthcare and autonomous systems. As ML models, particularly deep neural networks,
are increasingly deployed in real-world, safety-critical applications, their robustness
and trustworthiness have become paramount concerns. Despite achieving remarkable
predictive performance, these models remain alarmingly vulnerable to adversarial per-
turbations—malicious, often imperceptible modifications to input data that can cause
drastic changes in model predictions. Such vulnerabilities have raised critical questions
about the reliability and safety of deploying ML models in high-stakes scenarios.

To address these challenges, the research community has invested substantial
effort into developing certified defenses, which seek to provide formal, provable guar-
antees on the robustness of machine learning models against carefully bounded adver-
sarial attacks. Among these, randomized smoothing has emerged as a leading approach,
owing to its strong theoretical foundation and its applicability to a wide range of mod-

els. Randomized smoothing constructs a smoothed classifier by adding noise to the



input and defining the output as the most probable class under the induced distribu-
tion. This method enables one to derive a certified radius—the largest perturbation
(measured in an £, norm) within which the model’s prediction is provably invariant.
However, despite their theoretical appeal, existing certified defenses are fundamen-
tally limited by their lack of universality and flexibility. Most state-of-the-art methods
are tied to specific combinations of noise distributions and norm constraints, such as
Gaussian noise for ¢, perturbations or Laplace noise for £; perturbations. These ap-
proaches require case-by-case theoretical analyses and fail to generalize across models,
input types, and attack scenarios. For instance, the certified radius derived by Cohen
et al. [1] is restricted to Gaussian noise and £,-norm perturbations, while others [2, 3]
have attempted to extend the theory to a limited set of other norms and distributions.
Nevertheless, these methods still fall short of providing a truly universal and automated
certification procedure applicable to arbitrary classifiers, continuous noise distributions,
and perturbation norms.

Moreover, as ML systems are deployed at scale, the limitations of existing frame-
works become even more pronounced. The requirement for manual, case-specific anal-
ysis and the lack of optimizable, analysis-free certification pipelines hinder the adoption
of certified robustness in practice. Furthermore, while randomized smoothing theoret-
ically enables robust classification, the tightness and optimality of the certified radius
depend critically on the choice of noise distribution. Yet, the identification or valida-

tion of optimal noise distributions for given models and threat models remains largely



unexplored, leaving practitioners with suboptimal robustness guarantees in real-world
settings.

In parallel, the emergence of large language models (LLMs) has introduced a
new frontier of security concerns. LLMs have rapidly become foundational compo-
nents in various Al-driven systems, but their deployment has been marred by unique
vulnerabilities such as prompt injection, jailbreak attacks, and model misuse. Despite
the severity of these risks, there is a lack of systematic understanding and standardized
benchmarks for evaluating LLM security, leaving both researchers and practitioners
ill-equipped to measure and defend against these threats.

Motivated by these challenges, this thesis seeks to establish a principled and com-
prehensive foundation for certifying trustworthy machine learning in both vision and
language domains. First, we present UniCR (Universally Approximated Certified Ro-
bustness) [4], a groundbreaking framework that, for the first time, provides universal
robustness certification for any classifier against any £, perturbations using noise from
any continuous probability distribution. UniCR automates the certification process, de-
livering both theoretical guarantees and empirical validation on the optimality of noise
distributions used in randomized smoothing. Building upon this foundation, we intro-
duce UCAN (Universally Amplifying Randomized Smoothing for Certified Robustness
with Anisotropic Noise) [5], which generalizes randomized smoothing techniques by
leveraging anisotropic noise to amplify certified robustness. This approach unifies and

extends existing smoothing techniques across different threat models, and demonstrates



substantial improvements in certified accuracy across benchmark datasets.

In addition to advancing the frontier of certified defense, we propose a new
paradigm of certifiable black-box attacks with randomized adversarial examples [6].
Unlike traditional empirical black-box attacks that require iterative querying or rely
on transferability from surrogate models, our certifiable black-box attack paradigm
provides provable guarantees on attack success probability before querying the target
model. This fundamentally challenges the conventional understanding of black-box
security, revealing critical vulnerabilities in current state-of-the-art defenses, and pro-
viding a framework to construct an infinite space of adversarial examples with high
success probability that can bypass detection mechanisms with provable confidence.
Our work establishes the theoretical foundation for attack success probability under
randomized adversarial examples, introduces novel optimization techniques for gener-
ating imperceptible attacks, and thoroughly evaluates their effectiveness against a wide
array of models and defenses, spanning CIFAR10/100, ImageNet, and LibriSpeech
benchmarks.

Finally, we systematically address the growing security challenges in large lan-
guage models. Recognizing the urgent need for standardized, reproducible, and com-
prehensive evaluation, we present a holistic systematization of knowledge on LLM
prompt security. This includes a unified multi-level taxonomy of attacks, defenses,
and vulnerabilities, the formalization of threat models, and the development of open-

source tools and resources for benchmarking. Notably, we introduce JAILBREAKDB,



the largest curated corpus of jailbreak and benign prompts, and establish the first com-
prehensive benchmark and leaderboard for LLM security research. Our systematization
not only unifies previously fragmented research efforts but also lays the groundwork for
rigorous, community-driven evaluation and robust model development.

Collectively, the contributions of this thesis illuminate fundamental limitations
in existing adversarial defenses, demonstrate the necessity and feasibility of robust cer-
tification frameworks, and uncover new attack strategies that challenge the prevailing
assumptions of both black-box and LLM security. Through a combination of theoret-
ical innovation, algorithmic development, and empirical validation, this work aims to
lay a unified and practical foundation for certifying and evaluating trustworthy ma-
chine learning systems, ultimately supporting their safe and reliable deployment in

high-stakes real-world applications.



Chapter 2

UniCR: Universally Approximated Certified Robustness via

Randomized Smoothing

We study certified robustness of machine learning classifiers against adversarial pertur-
bations. In particular, we propose the first universally approximated certified robust-
ness (UniCR) framework, which can approximate the robustness certification of any
input on any classifier against any €, perturbations with noise generated by any con-
tinuous probability distribution. Compared with the state-of-the-art certified defenses,
UniCR provides many significant benefits: (1) the first universal robustness certifica-
tion framework for the above 4 “any’’s; (2) automatic robustness certification that avoids
case-by-case analysis, (3) tightness validation of certified robustness, and (4) optimality
validation of noise distributions used by randomized smoothing. We conduct extensive
experiments to validate the above benefits of UniCR and the advantages of UniCR over

state-of-the-art certified defenses against £, perturbations.



2.1 Introduction

Machine learning (ML) classifiers are vulnerable to adversarial perturbations [7, 8, 9,
10, 11]). Certified defenses [4, 12, 13, 14, 15, 16, 17, 18, 19, 20] were recently pro-
posed to ensure provable robustness against adversarial perturbations. Typically, cer-
tified defenses aim to derive a certified radius such that an arbitrary ¢, (e.g., £, {, or
) perturbation, when added to a testing input, cannot fool the classifier, if the £,-norm
value of the perturbation is within the radius. Among all certified defenses, randomized
smoothing [1, 21, 22] based certified defense has achieved the state-of-the-art certified
radius and can be applied to any classifier. Specifically, given a testing input and any
classifier, randomized smoothing first defines a noise distribution and adds sampled
noises to the testing input; then builds a smoothed classifier based on the noisy inputs,
and finally derives certified radius for the smoothed classified, e.g., using the Neyman-
Pearson Lemma [1].

However, existing randomized smoothing based (and actually all) certified de-
fenses only focus on specific settings and cannot universally certify a classifier against
any €, perturbation or any noise distribution. For example, the certified radius de-
rived by Cohen et al. [1] is tied to the Gaussian noise and ¢, perturbation. Recent
works [3, 18, 23] propose methods to certify the robustness for multiple norms/noises,
e.g., Yang et al. [3] propose the level set and differential method to derive the certified
radii for multiple noise distributions. However, the certified radius derivation for differ-

ent norms is still subject to case-by-case theoretical analyses. These methods, although



Table 2.1: Comparison with highly-related works.

Classifier Smoothing Noise Perturbations Tightness Optimizable Analysis-free
Lecuyer et al. [22] Any Gaussian/Laplace Any £,,p e R* Loose No No
Cohen et al. [1] Any Gaussian 12 Strictly Tight No No
Teng et al. [24] Any Laplace 4 Strictly Tight No No
Dvijotham et al. [25] Any f-divergence-constrained ~ Any £, p € R* Loose No No
Croce et al. [18] ReLU-based No Any ¢, for p >=1 Loose No No
Yang et al. [3] Any Multiple types Any £, p e R* Strictly Tight No No
Zhang et al. [23] Any £,,-term-constrained 01,02, s Strictly Tight No Yes
Ours (UniCR) Any Any continuous PDF Any £, p e R* Approx. Tight Yes Yes

achieving somewhat generalized certified robustness, are still lack of universality (See
Table 2.1 for the summary).

In this paper, we develop the first Universally Approximated Certified Robust
ness (UniCR) framework based on randomized smoothing. Our framework can auto-
mate the robustness certification for any input on any classifier against any ¢, pertur-
bation with noises generated by any continuous probability density function (PDF). As
shown in Figure 3.1, our UniCR framework provides four unique significant benefits to
make certified robustness more universal, practical and easy-to-use with the above four

“any”’s. Our key contributions are as follows:

1. Universal Certification. UniCR is the first universal robustness certification

framework for the 4 “any’s.

2. Automatic Certification. UniCR provides an automatic robustness certification

for all cases. It is easy-to-launch and avoids case-by-case analysis.
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Fig. 2.1: Our Universally Approximated Certified Robustness (UniCR) framework.

3. Tightness Validation of Certified Radius. It is also the first framework that can
validate the tightness of the derived certified radius in existing certification meth-
ods [1, 21, 22] or future methods based on any continuous noise PDF. In Section
2.2.3, we validate the tightness of the state-of-the-art certification methods (e.g.,

see Figure 2.4).

4. Optimality Validation of Noise PDFs. UniCR can also automatically tune the
parameters in noise PDFs to strengthen the robustness certification against any
¢, perturbations. For instance, On CIFAR10 and ImageNet datasets, UniCR im-
proves as high as 38.78% overall performance over the state-of-the-art certified
defenses against all £, perturbations. In Section 2.3, we show that Gaussian noise
and Laplace noise are not the optimal randomization distribution against the £,

and ¢, perturbation, respectively.
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2.2 Universally Approximated Certified Robustness

In this section, we propose the theoretical foundation for universally certifying a testing

input against any ¢, perturbations with noise from any continuous PDF.

2.2.1 Universal Certified Robustness

Consider a general classification problem that classifies input data in R¢ to a class
belonging to a set of classes Y. Given an input x € R?, an any (base) classifier f that
maps x to a class in Y, and a random noise € from any continuous PDF u,. We define

a smoothed classifier g as the most probable class over the noise-perturbed input:

g(x) = arg mayx P(f(x+e€)=c) 2.1

Then, we show that the input has a certified accurate prediction against any /, perturba-

tion and its certified radius is given by the following theorem.

Theorem 1. (Universal Certified Robustness) Let f : R® — Y be any deterministic
or random classifier, and let € be drawn from an arbitrary continuous PDF u,. Denote
g as the smoothed classifier in Equation (2.1), the most probable and second probable
classes for predicting a testing input x via g as ca,cp € M, respectively. If the lower
bound of the class ca’s prediction probability ps € [0, 1], and the upper bound of the

class cp’s prediction probability pg € [0, 1] satisfy:

IP’(f(x+e):cA)ZQZp_BeriaXIP’(f(x+e):c) (2.2)
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Then, we guarantee that g(x + 6) = cy4 for all ||6]|, < R, where R is called the certified
radius and it is the minimum € ,-norm of all the adversarial perturbations 6 that satisfies

the robustness boundary conditions as below:

Ux(x —0) Hx(x —6)

IP( () < 1) = pa, P(m > 1g) = PB,
Hx(X) _ Hx(X)
P(m <tx) = P(’u—x(x 7o) > 1) 2.3)

where t4 and tg are auxiliary parameters to satisfy the above conditions.

Proof. See the detailed proof in Appendix B.1. O

Robustness Boundary. Theorem 11.1 provides a novel insight that meeting certain
conditions is equivalent to deriving the certified robustness. The conditions in Equation
(2.3) construct a boundary in the perturbation 6 space, which is defined as the “ro-
bustness boundary”. Within this robustness boundary, the prediction outputted by the
smoothed classifier g is certified to be consistent and correct. The robustness bound-
ary, rather than the certified radius, is actually more general to measure the certified
robustness since the space constructed by each certified radius (against any specific £,
perturbation) is only a subset of the space inside the robustness boundary. Figure 2.2
illustrates the relationship between certified radius and the robustness boundary against
{1, £, and ¢, perturbations.

Notice that, given any continuous noise PDF, the corresponding robustness bound-
ary for all the £,-norms would naturally exist. Each maximum ¢, ball is a subspace of

the robustness boundary, and gives the certified radius for that specific £,-norm. Thus,
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robustness boundary

Fig. 2.2: An illustration to Theorem 11.1. The conditions in Theorem 11.1 construct
a “Robustness Boundary” in ¢ space. In case of a perturbation inside the
robustness boundary, the smoothed prediction can be certifiably correct. From
left to right, the figures show that the minimum ||6]|;, [|0]]> and |||/ on the
robustness boundary are exactly the certified radius R in ¢;, ¢, and {.,-norm,

respectively.

all the certified radii can be universally derived, and Theorem 11.1 provides a theoret-
ical foundation to certify any input against any ¢, perturbations with any continuous
noise PDF.

All ¢, Perturbations. Although we mainly introduce UniCR against ¢, £, and (s
perturbations, our UniCR is not limited to these three norms. We emphasize that any
p € R* (See Appendix D.5) can be used and our UniCR can derive the correspond-
ing certified radius since our robustness boundary gives a general boundary in the ¢

perturbation space.
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2.2.2 Approximating Tight Certified Robustness

The tight certified radius can be derived by finding a perturbation ¢ on the robustness
boundary that has a minimum [|0]|, (for any p € R*). However, it is challenging to
either find a perturbation ¢ that is exactly on the robustness boundary, or find the mini-
mum [|9]|,. Here, we design an alternative two-phase optimization scheme to accurately
approximate the tight certification in practice. In particular, Phase I is to suffice the
conditions such that ¢ is on the robustness boundary, and Phase II is to minimize the
{p-norm.

We perform Phase I by the “scalar optimization”, where any perturbation ¢ will
be A-scaled to the robustness boundary (see (D in Figure 2.3). We perform Phase II
by the “direction optimization”, where the direction of ¢ will be optimized towards a
minimum |46, (see @ in Figure 2.3). In the two-phase optimization, the direction
optimization will be iteratively executed until finding the minimum ||46]|,, where the
perturbation 6 will be scaled to the robustness boundary beforehand in every iteration.

Thus, the intractable optimization problem in Equation 2.3 can be converted to:

R = |4]|,,,

s.t. ¢ € argminl|Ad]|,, A = argminlK],
B Pl

xx— 49 o(x = 26 _
P(IL < [A) = D4, ]P’(IL > tB) = Dz,
ﬂx(x) — ﬂx(x)
_p sy p )
= IP’(ﬂx(x+ ) < 14) P(ux(x+/15) > 1p). (2.4)

The scalar optimization in Equation (2.4) aims to find the scale factor A that scales a

perturbation ¢ to the boundary so that |K| approaches 0. With the scalar A for ensuring
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Fig. 2.3: An illustration to estimating the certified radius. The scalar optimization (D)
and direction optimization (@) effectively find the minimum [|6]|, within the

robustness boundary, which is the certified radius R.

that the scaled ¢ is nearly on the boundary, the direction optimization optimizes the
perturbation ¢’s direction to find the certified radius R = ||46]|,. We also present the
theoretical analysis on the certification confidence and the optimization convergence in

Appendix B.4 and B.5, respectively.

2.2.3 Deriving Certified Radius within Robustness Boundary

In this section, we will introduce how to universally and automatically derive the cer-
tified radius against any £, perturbations within the robustness boundary constructed
by any noise PDF. In particular, we will present practical algorithms for solving the
two-phase optimization problem to approximate the certified radius, empirically val-
idate that our UniCR approximates the tight certified radius derived by recent works
[1, 3, 24], and finally discuss how to apply UniCR to validate the radius of existing

certified defenses.
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2.2.4 Calculating Certified Radius in Practice

Following the existing randomized smoothing based defenses [1, 24], we first use the
Monte Carlo method to estimate the probability bounds (ps and pp). Then, we use
them in our two-phase optimization scheme to derive the certified radius.

Estimating Probability Bounds. The two-phase optimization needs to estimate the
probabilities bounds p, and pp and compute two auxiliary parameters 74 and 75 (re-
quired by the certified robustness based on the Neyman-Pearson Lemma in Appendix
A). Identical to existing works [1, 24], the probabilities bounds p4 and pp are com-
monly estimated by the Monte Carlo method [1]. Given the estimated p, and pj as
well as any given noise PDF and a perturbation ¢, we also use the Monte Carlo method
to estimate the cumulative density function (CDF) of fraction u,(x — A6)/u.(x). Then,
we can compute the auxiliary parameters 74 and 5. Specifically, the auxiliary param-
eters t4 and t3 can be computed by t4 = CI)‘I(&) and t3 = ®!(pp), where 7! is the
inverse CDF of the fraction u,(x — 10)/u,(x). The procedures for computing ¢, and 7
are detailed in Algorithm 1 in Appendix C.

Scalar Optimization. Finding a perturbation ¢ that is exactly on the robustness bound-
ary is computationally challenging. Thus, we alternatively scale the ¢ to approach the
boundary. We use the binary search algorithm to find a scale factor that minimizes
|K| (the distance between 6 and the robustness boundary). The algorithm and detailed
description are presented in Appendix C.2.

Direction Optimization. We use the Particle Swarm Optimization (PSO) method [26]
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to find ¢ that minimizes the £,-norm after scaling to the robustness boundary. In each
iteration of PSO, the particle’s position represents ¢, and the cost function is fpsp(0) =
|46]|,, where the scalar A is found by the scalar optimization. The PSO aims to find
the position ¢ that can minimize the cost function. To pursue convergence, we choose
some initial positions in symmetry for different £,-norms. Empirical results show that
the radius obtained by PSO with these initial positions can accurately approximate the
tight certified radius. We show how to set the initial positions in Appendix C.3.

In our experiments, the certification (deriving the certified radius) can be effi-
ciently completed on MNIST [27], CIFAR10 [28] and ImageNet [29] datasets (less
than 10 seconds per image), as shown in Appendix D.4.

Certified Radius Comparison with State-of-The-Arts. We compare the certified
radius obtained by our two-phase optimization method and that by the state-of-the-
arts [1, 3, 24] and the comparison results are shown in Figure 2.4. Note that the certi-
fied radius is a function of p4 (the prediction probability of the top-1 class). The ps-R
curve can well depict the certified radius R w.r.t. p,. We observe that our p4-R curve
highly approximates the tight theoretical curves in existing works, e.g., the Gaussian
noise against ¢, and ¢, perturbations [1, 3], Laplace noise against ¢; perturbations [24],
as well as General Normal noise and General Exponential noise derived by Yang et al.

[3]’s method.
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Fig. 2.4: p,-R curve comparison of our method and state-of-the-art methods (i.e., Teng

et al. [24], Cohen et al. [1], Lecuyer et al. [22], and Yang et al. [3]). We

observe that the certified radius obtained by our UniCR is close to that ob-

tained by the state-of-the-art. These results demonstrate that our UniCR can

approximate the tight certification for any input in any £, norm with any con-

tinuous noise distribution. We also evaluate our UniCR’s defense accuracy

against a diverse set of attacks, including universal attacks [30], white-box

attacks [31, 32], and black-box attacks [10, 33], and against ¢}, {», and

perturbations. The experimental results show that UniCR is as robust as the

state-of-the-art methods (100% defense accuracy) against all the types of real

attacks. The detailed experimental settings and results are presented in Ap-

pendix D.2.
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Tightness Validation of Certified Radius. Since our UniCR accurately approximates
the tight certified radius, it can be used as an auxiliary tool to validate whether an
obtained certified radius is tight or not. For example, the certified radius derived by
PixelDP [22]! is loose, because [22]’s p4-R curve in Figure 2.4(b) is far below ours.
Also, Yang et al. [3] derives a low bound certified radius for Pareto Noise (Figure
2.4(d))— It shows that this certified radius is not tight either since it is below ours. For
those theoretical radii that are slightly above our radii, they are likely to be tight.
Moreover, due to the high university, our UniCR can even derive the certified
radii for complicated noise PDFs, e.g., mixture distribution in which the certified radii
are difficult to be theoretically derived. In Section 2.3.2, we show some examples of
deriving radii using UniCR on a wide variety of noise distributions in Figure 2.6-2.8.

In most examples, the certified radii have not been studied before.

2.2.5 Optimizing Noise PDF for Certified Robustness

UniCR can derive the certified radius using any continuous noise PDF for randomized
smoothing. This provides the flexibility to optimize a noise PDF for enlarging the cer-
tified radius. In this section, we will optimize the noisy PDF in our UniCR framework

for obtaining better certified robustness.

! PixelDP [22] adopts differential privacy [34], e.g., Gaussian mechanism to generate noises for each

pixel such that certified robustness can be achieved for images.
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Fig. 2.5: An illustration to noise PDF optimization (take ¢,-norm perturbation as an
example). The noise distribution is tuned from u, to u,, which enlarges the

robustness boundary. Thus, UniCR can find a larger certified radius R’.

2.2.6 Noise PDF Optimization

All the existing randomized smoothing methods [1, 3, 23, 24] use the same noise for
training the smoothed classifier and certifying the robustness of testing inputs. The mo-
tivation is that: the training can improve the lower bound of the prediction probability
over the the same noise as the certification. Here, the question we ask is: Must we nec-
essarily use the same noise PDF to train the smoothed classifier and derive the certified
robustness? Our answer is No.

We study the master optimization problem that uses UniCR as a function to max-
imize the certified radius by tuning the noise PDF (different randomization), as shown
in Figure 2.5. To defend against certain £, perturbations for a classifier, we consider
the noise PDF as a variable (Remember that UniCR can provide a certified radius for

each noise PDF), and study the following two master optimization problems with two



20

different strategies:

1. Classifier-Input Noise Optimization (“C-OPT”): finding the optimal noise PDF
and injecting the same noise from this noise PDF into both the training data to

train a classifier and testing input to build a smoothed classifier.

2. Input Noise Optimization (“I-OPT”): Training a classifier with the standard noise
(e.g., Gaussian noise), while finding the optimal noise PDF for the testing input

and injecting noise from this PDF into the testing input only.

2.277 C-OPT and I-OPT

Before optimizing the certified robustness, we need to define metrics for them. First,
since [-OPT only optimizes the noise PDF when certifying each testing input, a “bet-
ter” randomization in [-OPT can be directly indicated by a larger certified radius for
a specific input. Second, since C-OPT optimizes the noise PDF for the entire dataset
in both training and robustness certification, a new metric for the performance on the
entire dataset need to be defined.

Existing works [3, 23] draw several certified accuracy vs. certified radius curves
computed by noise with different variances (See Figure 10 in Appendix D.1). These
curves represent the certified accuracy at a range of certified radii, where the certified
accuracy at radius R is defined as the percent of the testing samples with a derived
certified radius larger than R (and correctly predicted by the smoothed classifier). To

simply measure the overall performance, we use the area under the curve as an overall
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metric to the certified robustness, namely “robustness score”. Then, we design the C-
OPT method based on this metric. Specifically, the robustness score Ry, is formally
defined as below:

—+00
Rscore = f max(Accy(R))dR, o € X, 2.5)
0 o

where Acc,(R) is the certified accuracy at radius R computed by the noises with vari-
ance o, and X is a set of candidate o

Notice that our UniCR can automatically approximate the certified radius and
compute the robustness score w.r.t. different noise PDFs, thus we can tune the noise
PDF towards a better robustness score. From the perspective of optimization, denoting
the noise PDF as y, the C-OPT and the I-OPT problems are defined as max, R,.o for
a classifier and max, R for an input, respectively.
Algorithms for Noise PDF Optimization. We use grid-search in C-OPT to search the
best parameters of the noise PDF. We use Hill-Climbing algorithms in I-OPT to find the
best parameters of the noise PDF around the noise distribution used in training while
maintaining the certified accuracy.
Optimality Validation of Noise PDF. Finding an optimal noise PDF against a specific
¢, perturbation is important. Although Gaussian distribution can be used for defending
against ¢, perturbations with tight certified radius, there is no evidence showing that
Gaussian distribution is the optimal distribution against ¢, perturbations. Our UniCR
can also somewhat validate the optimality of using different noise PDFs against dif-

ferent £, perturbations. For instance, Cohen et al. [1]’s certified radius is tight for
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Gaussian noise against ¢, perturbations (see Figure 2.4(b)). However, it is validated as

not-optimal distribution against £, perturbations in our experiments (see Table 2.2).

2.3 Experiments

In this section, we thoroughly evaluate our UniCR framework, and benchmark with
state-of-the-art certified defenses. First, we evaluate the universality of UniCR by ap-
proximating the certified radii w.r.t. the probability p, using a variety of noise PDFs
against ¢, {, and £, perturbations. Second, we validate the certified radii in existing
works (results have been discussed and shown in Section 2.2.3). Third, we evaluate our
noise PDF optimization on three real-world datasets. Finally, we compare our best cer-

tified accuracy on CIFAR10 [28] and ImageNet [29] with the state-of-the-art methods.

2.3.1 Experimental Setting

Datasets. We evaluate our performance on MNIST [27], CIFAR10 [28] and ImageNet
[29], which are common datasets to evaluate the certified robustness.

Metrics. We use certified accuracy[1] and the robustness score (Equation (5)) to eval-
uate the performance of proposed methods.

Experimental Environment. All the experiments were performed on the NSF Chameleon
Cluster [35] with Intel(R) Xeon(R) Gold 6126 2.60GHz CPUs, 192G RAM, and NVIDIA

Quadro RTX 6000 GPUs.
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2.3.2 Universality Evaluation

As randomized smoothing derives certified robustness for any input and any classifier,
our evaluation targets “any noise PDF” and “any ¢, perubations”.

The certified radii of some noise PDFs, e.g., Gaussian noise against ¢, pertur-
bations [1], Laplace noise against ¢; perturbations [24], Pareto noise against ¢; pertur-
bations [3], have been derived. These distributions have been verified by our UniCR
framework in Figure 2.4, where our certified radii highly approximate these theoretical
radii. However, there are numerous noise PDFs of which the certified radii have not
been theoretically studied, or they are difficult to derive. It is important to derive the
certified radii of these distributions in order to find the optimal PDF against each of the
¢, perturbations. Therefore, we use our UniCR to approximately compute the certified
radii of numerous distributions (including some mixture distributions, see Table 7 in
Appendix D.3), some of which have not been studied before. Specifically, we evaluate
different noise PDFs with the same variance, i.e., o = E..,[ $||€||§] = 1. For those
PDFs with multiple parameters, we set 5 as 1.5, 1.0 and 0.5 for General Normal, Pareto,
and mixture distributions, respectively. Following Cohen et al. [1], and Yang et al. [3],
we consider the binary case (Theorem 3) and only compute the certified radius when
pa € (0.5,1.0].

In Figure 2.6-2.8, we plot the R-p, curves for the noise distributions listed in
Table 7 in Appendix D.3 against £}, £, and £, perturbations. Specifically, we present the

{, radius scaled by X255 to be consistent with the existing works [23]. We observe that
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for all £, perturbations, the Gaussian noise generates the largest certified radius for most
of the p, values. All the noise distribution has very close R-p4 curves except the Cauthy
distribution. We also notice that when p, is low against ¢, and ¢, perturbations, our
UniCR cannot find the certified radius for the Laplace-based distributions, e.g., Laplace
distribution, and Gaussian-Laplace mixture distribution. This matches the findings on
injecting Laplace noises for certified robustness in Yang et al. [3]—The certified radii
for Laplace noise against ¢, and £, perturbations are difficult to derive.

We also conduct experiments to illustrate UniCR’s universality in deriving ¢,
norm certified radius for any real number p > 0 in Appendix D.5. Besides, we also
conduct fine-grained evaluations on General Normal, Laplace-Gaussian Mixture, and
Exponential Mixture noises with various 8 parameters (See Figure 13 in Appendix D.6),

and we can draw similar observations from such results.

2.3.3 Optimizing Certified Radius with C-OPT

We next show how C-OPT uses UniCR to improve the certification against any ¢, per-

turbations. Recall that tight certified radii against £; and ¢, perturbations can be derived
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Table 2.2: Classifier-input noise optimization (C-OPT). We show the Robustness Score
w.r.t. different S settings of General Normal distribution (o ¢™*/%"). The o
is set to 1.0 for all distributions by adjusting the @ parameter in General

Normal.

B 0.25 0.50 0.75 1.00 1.25 1.50 1.75 2.00 225 2.50 2.75 3 4.00 5.00

vs. £y 1.8999 2.6136 2.8354 2.7448 2.5461 24254 23434 22615 22211 2.1730 2.1081 2.0679 19610 1.8925
vs. £, 0.0000 0.0003 1.0373 1.5954 1.9255 2.0882 2.1746 2.1983 22081 2.1771 2.1184 2.0655 1.8857 1.7296

vs. { 0.0000 0.0109 0.0420 0.0641 0.0771 0.0839 0.0871 0.0879 0.0880 0.0870 0.0847 0.0825 0.0758 0.0693

by the Laplace [24] and Gaussian [1] noises, respectively. However, there does not exist
any theoretical study showing that Laplace and Gaussian noises are the optimal noises
against ¢, and ¢, perturbations, respectively. [3, 23] have identified that there exists
other better noise for ¢; and ¢, perturbations. Therefore, we use our C-OPT to explore
the optimal distribution for each £, perturbation. Since the commonly used noise, e.g.,
Laplace and Gaussian noises, are only special cases of the General Normal Distribution
(cc e/ we will find the optimal parameters a and  that generate the best noises for
maximizing certified radius against each ¢, perturbation.

In the experiments, we use the grid search method to search the best parameters.
We choose 8 as the main parameter, and a will be set to satisfy oo = 1. Specifically, we
evaluate C-OPT on the MNIST dataset, where we train a model on the training set for
each round of the grid search and certify 1,000 images in the test set. Specifically, for
each pair of parameters a and 8 in the grid search, we train a Multiple Layer Perception

on MNIST with the smoothing noise. Then, we compute the robustness score over a set
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of o = [0.12,0.25,0.50, 1.00]. When approximating the certified radius with UniCR,
we set the sampling number as 1, 000 in the Monte Carlo method. The results are shown
in Table 2.2.

We observe that the best 8 for £;-norm is 0.75 in the grid search. It indicates
that the Laplace noise (8 = 1) is not the optimal noise against £; perturbations. A
slightly smaller 8 can provide a better trade-off between the certified radius and accu-
racy (measured by the robustness score). When 8 < 1.0, the radius is observed to be
larger than the radius derived with Laplace noise at p4 ~ 1 (see Figure 13(a)). Since p,
on MNIST is always high, the noise distribution with 5 = 0.75 will give a larger radius
at most cases. Furthermore, we observe that the best performance against ¢, and ¢, are
given by § = 2.25, showing that the Gaussian noise is not the optimal noise against ¢,

and ¢, perturbations, either.

2.3.4 Optimizing Certified Radius with I-OPT

The optimal noises for different inputs are different. We customize the noise for each
input using the I-OPT. Specifically, we adapt the hyper-parameters in the noise PDF
to find the optimal noise distribution for each input (the classifier is smoothed by a
standard method such as Cohen’s [1]).

We perform I-OPT for noise PDF optimization with a Gaussian-trained ResNet50
classifier (o0 = 1) on ImageNet. We compare our derived radius with the theoretical

radius in [1, 3]. We use the General Normal distribution to generate the noise for
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Table 2.3: Average Certified Radius with Input Noise Optimization (I-OPT) against ¢,

¢, and {,, perturbations on ImageNet.

Top ¢; radius 20% 40% 60% 80% 100%
Yang’s Gaussian [3] 2.44 2.10 1.59 1.19 0.95
Ours with I-OPT 2.36 2.11 1.64 1.23 0.98
Top ¢, radius 20% 40% 60% 80% 100%
Cohen’s Gaussian [1] 243 2.10 1.58 1.19 0.95
Ours with I-OPT 2.36 2.11 1.64 1.23 0.98
Top o radius x255 20% 40% 60% 80% 100%
Yang’s Gaussian [3] 1.60 1.38 1.04 0.78 0.63
Ours with I-OPT 1.75 1.54 1.20 0.90 0.72

input certification since it provides a new parameter dimension for tuning, and tune the
parameters @ and S in e*/ o’ The Gaussian distribution is only a specific case of the
General Normal distribution with 8 = 2. In the two baselines [1, 3], they set o = 1
and B8 = 2, respectively. In the I-OPT, we initialize the noise with the same setting,
but optimize the noise for each input. The Monte Carlo sample is set to 1,000 for
ImageNet.

Table 2.3 presents the average values of the top 20%-100% certified radius (the
higher the better). It shows that our I-OPT significantly improves the certified radius
over the tight certified radius since it provides a personalized noise optimization to each

input.
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2.3.5 Best Performance Comparison

In this section, we compare our best performance with the state-of-the-art certified de-
fense methods on the CIFAR10 and ImageNet datasets. Following the setting in [1], we
use a ResNet110 [36] classifier for the CIFAR10 dataset and a ResNet50 [36] classifier
for the ImageNet dataset. We evaluate the certification performance with the noise PDF
of a range of variances 0. The o is set to vary in [0.12,0.25, 0.5, 1.0] for CIFAR10 and
[0.25,0.5, 1.0] for ImageNet. We also present the Robustness Score based on this set of
variances. We use the General Normal distribution and perform the I-OPT. The distri-
bution is initialized with the same setting in the baselines, e.g., 8 = 1 (or 2) for Laplace
(Gaussian) baseline. We benchmark it with the Laplace noise [24] on CIFAR10 when
against £, perturbations; and the Gaussian noise [1, 3] on both CIFAR10 and ImageNet
against all ¢, perturbations. For both our method and baselines, we use 1,000 and
4,000 Monte Carlo samples on ImageNet and CIFAR10, respectively, due to different
scales, and the certified accuracy is computed over the certified radius of 500 images
randomly chosen in the test set for both CIFAR10 and ImageNet.

The results are shown in Table 2.4 and 2.5. Both on CIFAR10 and ImageNet,
we observe a significant improvement on the certified accuracy and robustness score.
Specifically, on CIFAR10, our robustness score outperforms the state-of-the-arts by
25.34%, 32.44% and 38.78% against ¢, {, and £, perturbations, respectively. On
ImageNet, our robustness score outperforms the state-of-the-arts by 8.75%, 4.55% and

14.81% against £y, £, and ¢, perturbations, respectively.
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Table 2.4: Certified accuracy and robustness score against ¢;, £, and £, perturbations

on CIFAR10. Ours: General Normal with I-OPT.

¢y radius 0.50 1.00 1.50 2.00 2.50 Rscore
Teng’s Laplace [24] 39.2 17.2 10.0 6.0 2.8 0.5606
Ours 45.8 22.4 14.8 8.2 3.6 0.7027

{5 radius 0.50 1.00 1.50 2.00 2.50 Rscore
Cohen’s Gaussian [1] 38.6 17.4 8.6 34 1.6 0.5392
Ours 48.4 26.8 16.6 6.8 2.0 0.7141

o radius 7= 7%= 7= > e Rscore
Yang’s Gaussian [3] 43.6 21.8 10.8 5.6 2.6 0.0098
Ours 53.4 30.4 21.2 13.2 5.6 0.0136

Table 2.5: Certified accuracy and robustness score against ¢}, ¢, and ., perturbations

on ImageNet (Teng’s Laplace [24] is not available). Ours: General Normal

with I-OPT.

{1 radius 0.50 1.00 1.50 2.00 2.50 Rscore
Yang’s Gaussian [3] 58.8 45.6 34.6 27.0 0.0 1.0469
Ours 63.4 49.6 36.8 29.6 6.6 1.1385

{> radius 0.50 1.00 1.50 2.00 2.50 Rscore
Cohen’s Gaussian [1] 58.8 442 34.0 27.0 0.0 1.0463
Ours 62.6 49.0 36.6 28.6 2.0 1.0939

oo radius % %sig % % % Ricore
Yang’s Gaussian [3] 63.6 524 39.8 34.2 28.0 0.0027

Ours 69.2 574 47.2 38.2 33.0 0.0031
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2.4 Related Work

Certified Defenses. Existing certified defenses methods can be classified into lever-
aging Satisfiability Modulo Theories [13, 14, 37, 38], mixed integer-linear program-
ming [15, 39, 40], linear programming [12, 41], semidefinite programming [17, 42],
dual optimization [43, 44], global/local Lipschitz constant methods [16, 45, 46, 47, 48],
abstract interpretation [19, 49, 50], and layer-wise certification [19, 50, 51, 52, 53], etc.
However, none of these methods is able to scale to large models (e.g., deep neural net-
works) or is limited to specific type of network architecture, e.g., ReLU based networks.
Randomized smoothing was recently proposed certified defenses [1, 21, 22] that is scal-
able to large models and applicable to arbitrary classifiers. Lecuyer et al. [22] proposed
the first randomized smoothing-based certified defense via differential privacy [34]. Li
et al. [21] proposed a stronger guarantee for Gaussian noise using information theory.
The first tight robustness guarantee against /,-norm perturbation for Gaussian noise was
developed by Cohen et al. [1]. After that, a series follow-up works have been proposed
for other £,-norms, e.g., £;-norm [24], {o-norm [54], etc. However, all these methods
are limited to guarantee the robustness against only a specific £,-norm perturbation.

Universal Certified Defenses. More recently, several works [3, 23] aim to provide
more universal certified robustness schemes for all £,-norms. Yang et al. [3] proposed
a level set method and a differential method to derive the upper bound and lower bound
of the certified radius, while the derivation is relying on the case-by-case theoretical

analysis. Zhang et al. [23] proposed a black-box optimization scheme that automati-
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cally computes the certified radius, but the solvable distribution is limited to £,-norm-
constrained. Our UniCR framework can automate the robustness certification for any
classifier against any /,-norm perturbation with any noise PDF.

Certified Defenses with Optimized Noise PDFs/Distributions. Yang et al. [3] pro-
posed to use the Wulff Crystal theory [55] to find optimal noise distributions. Zhang et
al. [23] claimed that the optimal noise should have a more central-concentrated distri-
bution from the optimization perspective. However, no existing works provide quanti-
tative solutions to find optimal noise distributions. We propose the C-Opt and I-Opt
schemes to quantitatively optimize the noisy PDF in our UniCR framework and pro-
vide better certified robustness. Table 2.1 summarizes the differences in all the closely-

related works.

2.5 Conclusion

Randomize smoothing has achieved great success in certifying the adversarial robust-
ness. However, the state-of-the-art methods lack universality to certify robustness. We
propose the first randomized smoothing-based universal certified robustness approxi-
mation framework against any ¢, perturbations with any continuous noise PDF. Exten-
sive evaluations on multiple image datasets demonstrate the effectiveness of our UniCR
framework and its advantages over the state-of-the-art certified defenses against any ¢,

perturbations.



Chapter 3

Towards Strong Certified Defense with Universal Asymmetric

Randomization

Randomized smoothing has become essential for achieving certified adversarial robust-
ness in machine learning models. However, current methods primarily use isotropic
noise distributions that are uniform across all data dimensions, such as image pixels,
limiting the effectiveness of robustness certification by ignoring the heterogeneity of in-
puts and data dimensions. To address this limitation, we propose UCAN: a novel tech-
nique that Universally Certifies adversarial robustness with Anisotropic Noise. UCAN
is designed to enhance any existing randomized smoothing method, transforming it
from symmetric (isotropic) to asymmetric (anisotropic) noise distributions, thereby of-
fering a more tailored defense against adversarial attacks. Our theoretical framework is
versatile, supporting a wide array of noise distributions for certified robustness in dif-
ferent £,-norms and applicable to any arbitrary classifier by guaranteeing the classifier’s
prediction over perturbed inputs with provable robustness bounds through tailored noise

injection. Additionally, we develop a novel framework equipped with three exemplary

32
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noise parameter generators (NPGs) to optimally fine-tune the anisotropic noise param-
eters for different data dimensions, allowing for pursuing different levels of robustness
enhancements in practical settings. Furthermore, we introduce a generalized metric to
accurately measure the certified robustness of both isotropic and anisotropic random-
ized smoothing, addressing the inadequacy of the traditional “certified radius” in the
anisotropic context. Empirical evaluations underscore the significant leap in UCAN’s
performance over existing state-of-the-art methods, demonstrating up to 182.6% im-
provement in certified accuracy at large certified radii on MNIST, CIFAR10, and Ima-

geNet datasets.

3.1 Introduction

Deep learning models have demonstrated remarkable performance across a wide range
of applications. However, they are notoriously vulnerable to adversarial perturba-
tions—carefully crafted minor modifications to inputs can lead to severe misclassifi-
cation or misrecognition [8, 56]. These adversarial examples pose significant threats in
real-world scenarios, such as autonomous driving [57], medical diagnosis [58], and face
recognition systems [59], where even small prediction errors can result in catastrophic
consequences.

To mitigate these vulnerabilities, robust defense mechanisms with certified guar-
antees are highly desirable. While empirical defense methods, including adversarial

training [7, 60], perturbation destruction [61, 62], and feature regularization [63, 64],
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have shown promise, they often fall short against adaptive and stronger adversaries
[31, 65, 66]. These methods typically cannot provide formal guarantees of robustness,
as their defenses can be broken by more sophisticated attacks.

In contrast, certified robustness methods [1, 12, 22] offer provable guarantees by
ensuring that no adversarial perturbation within a specified boundary—typically de-
fined by an £,-norm ball (e.g., ¢, {,, or {,)—can alter the model’s prediction. Among
these, randomized smoothing has emerged as a state-of-the-art (SOTA) technique due
to its universal applicability to any arbitrary classifier [1, 22, 24]. By injecting noise to
data during both the training and inference phases, randomized smoothing transforms
any classifier into a smoothed classifier with certified robustness guarantees.

Despite its success, existing randomized smoothing methods predominantly rely
on isotropic noise distributions, where the same noise parameters are uniformly applied
across all data dimensions (e.g., all pixels in an image). This uniform approach over-
looks the inherent heterogeneity of different data dimensions, potentially limiting the
effectiveness of robustness certification. For instance, using identical noise for all pixels
might not be optimal, as certain pixels may be more critical to the model’s decision-
making process than others. Consequently, the accuracy of the smoothed classifier on
both perturbed and clean inputs may be compromised, and the certified radius based
on the £,-norm ball might not fully capture the true robustness potential. In reality, the
{,-norm ball serves as a sufficient but not necessary condition for certification, as some

regions outside the £,-norm ball can still maintain robustness.
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To address these limitations, we introduce UCAN: a novel technique that Universally

Certifies adversarial robustness with Anisotropic Noise. UCAN significantly enhances

any existing randomized smoothing method by transitioning from symmetric (isotropic)

to asymmetric (anisotropic) noise distributions. This tailored noise injection allows for

more effective and adaptive defenses against adversarial attacks by assigning differ-

ent noise parameters to various data dimensions based on their specific characteristics,

importance, and vulnerability.

1)

2)

1)

Developing UCAN involves overcoming two primary and complex challenges:

Universal Certification Guarantee: Establishing a robust theoretical foundation
that universally supports various anisotropic noise distributions. This framework
must ensure strict and sound certified robustness guarantees when different means

and variances are assigned to different data dimensions.

Optimal Noise Parameterization: Designing mechanisms to derive appropri-
ate means and variances for generating anisotropic noise tailored to various data
dimensions. This ensures maximal certification performance without compro-

mising robustness.

To tackle these challenges, UCAN offers the following key contributions:

Universal Certification Theory for Anisotropic Noise. We present a universal
theory for certifying the robustness of randomized smoothing with any anisotropic

noise distribution. This theory seamlessly transforms existing certifications based
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on isotropic noise into those with anisotropic noise, supporting various £,-norm
perturbations (e.g., £, £, {~) and ensuring sound certified robustness across dif-

ferent noise distributions.

2) Customizable Anisotropic Noise Parameter Generators (NPGs). We design
three distinct NPGs, including two novel neural network-based methods, to effi-
ciently generate the element-wise hyper-parameters (mean and variance) of the
anisotropic noise distributions for all data dimensions (e.g., image pixels). These
NPGs provide different efficiency-optimality trade-offs, significantly amplifying

the certification performance while ensuring certified robustness.

3) Significantly Boosted Certification Performance. Empirical evaluations on
benchmark datasets (MNIST, CIFAR10, and ImageNet) demonstrate that UCAN
drastically outperforms SOTA randomized smoothing-based certified robustness
methods. Specifically, UCAN achieves up to 182.6% improvement in certified

accuracy at large certified radii compared to existing methods.

In summary, UCAN represents a significant advancement in certified robustness
by introducing anisotropic noise into randomized smoothing. This approach not only
enhances theoretical robustness guarantees but also provides practical mechanisms for
optimizing noise parameters, leading to substantial improvements in certification across
various datasets.

The remainder of this paper is organized as follows. Section 3.2 introduces
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the preliminaries, including the threat model and the isotropic randomized smoothing
method for anisotropic certified robustness. Section 3.3 presents the proposed universal
theory and metrics for robustness region. Section 3.4 details the three different methods
for customizing anisotropic noise to enhance certification performance. Section 3.5 dis-
cusses and proves the soundness of the certification-wise anisotropic noise. Section 3.6
provides experimental results demonstrating UCAN’s superior performance. Finally,

Sections 3.7 and 3.8 discuss related work and conclude the paper, respectively.

3.2 Preliminary

In this section, we provide a brief overview of randomized smoothing with isotropic
noise for certified robustness, which forms the foundation for our proposed UCAN

framework.

3.2.1 Randomized Smoothing and Certified Robustness

Randomized smoothing is a technique that constructs a smoothed classifier from an ar-
bitrary base classifier by adding random noise to the inputs. The smoothed classifier
inherits certain robustness properties, allowing for certified guarantees against adver-
sarial perturbations within a specific norm ball.

Consider a classification task where inputs x € R are mapped to labels in a
finite set of classes C. Given any base classifier f : R — C, randomized smoothing

defines a smoothed classifier g that, for any input x, outputs the class most likely to be
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predicted by f when noise is added to x. Specifically, let e € R be noise drawn from
an arbitrary isotropic probability distribution ¢ (e.g., N(0, 1)), and define the random

variable X = x + €. The smoothed classifier g is then defined as:

g(x) = argmax P(f(X) = c) (3.1

3.2.2 Certified Robustness via Isotropic Randomized Smoothing

Randomized smoothing provides a way to certify the robustness of the smoothed classi-
fier g against adversarial perturbations measured in terms of the £,-norm. The core idea
is that if the smoothed classifier predicts a class ¢, with high probability, and all other
classes have significantly lower probabilities, then small perturbations to the input will
not change the predicted class. We summarize existing results on certified robustness

via randomized smoothing with isotropic noise in the following unified theorem.

Theorem 2 (Certified Robustness via Randomized Smoothing with Isotropic Noise).
Let f : R? — C be any (possibly randomized) base classifier, and let ¢ be an isotropic
probability distribution used to generate noise € € R?. Define the smoothed classifier g
as in Equation (3.1). For a specific input x € R, let X = x + €, and suppose that there

exists a class c, € C and bounds p,, pg € [0, 1] such that:

PUX) = ca) 2 pa 2 ps 2 max P(f(X) = c) (3.2)

Then, for any perturbation § € RY where ||]| » < R(pa, pp), the smoothed classi-
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fier g will consistently predict class ca at x + 6, i.e., g(x + 6) = ca. Here, || - ||, denotes
the €,-norm (with p = 1,2, 00), and R(pa, pp) is the certified radius, which depends on

the noise distribution ¢ and the norm {,,.

The certified radius R( Pa; Ps) quantifies the robustness of the smoothed classifier
g around the input x. It ensures that any adversarial perturbation ¢ with [|0]|, < R( Pa; PB)
cannot change the predicted class. The exact form of R varies depending on the noise
distribution ¢ and the norm ¢,. For example, when ¢ is an isotropic Gaussian distri-
bution with standard deviation o, and the ¢, norm is considered, the certified radius is

given by [1]:

R =2 (07 (pa) - ©”'(7p)) (3.3)

where @~! is the inverse cumulative distribution function (CDF) of the standard

normal distribution.

3.2.3 Limitations of Isotropic Noise in Randomized Smoothing

While randomized smoothing with isotropic noise provides a powerful tool for certified
robustness, it applies the same noise distribution uniformly across all data dimensions.
This isotropic approach may not fully exploit the potential robustness, as it ignores the
heterogeneity and varying importance of different input features. Certain dimensions
(e.g., pixels in an image) may be more sensitive or critical to the classification task, and

treating them uniformly can limit the defense performance.
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Certification with Isotropic Noise Certification with Anisotropic Noise

Fig. 3.1: Anisotropic noise vs isotropic noise. The decision regions of f are denoted
in different colors. The dashed lines are the level sets of the noise distribu-
tion. The left figure shows the RS with isotropic Gaussian noise N(0, 2°I)
in [1] whereas the right figure shows the RS with anisotropic Gaussian noise
N, %), where £ = Adiag(o=, 03, ...,05). Certification can be improved by
enlarging the gap between p4 and pg.

To address these limitations, our work extends randomized smoothing to anisotropic
noise distributions, where different noise parameters can be assigned to different data
dimensions. This extension poses significant challenges in developing universal theo-
retical guarantees and in designing efficient methods to optimize the noise parameters.
In the following sections, we present our proposed UCAN framework, which over-

comes these challenges to enhance certified robustness.
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3.3 UCAN: Theorem and Metrics for Certified Region

In this section, we establish a universal theory for the certification via randomized
smoothing with anisotropic noise. Given any isotropic randomized smoothing meth-
ods, our method can universally transform them to anisotropic randomized smoothing

for enhanced certified robustness.

3.3.1 General Anisotropic Noise

Given an arbitrary isotropic noise €, we define the corresponding anisotropic noise €
as:

€ =€X+u (3.4)

where £ € R% is an invertible covariance matrix, and g € R? is the mean offset
vector. The covariance matrix X introduces dependencies between different dimensions
of the noise, capturing potential correlations, while ¢ allows for mean shifts in the noise
distribution. See Figure 3.8 for examples.

Then, certified robustness with anisotropic noise can be ensured per Theorem 3.

Theorem 3 (Asymmetric Randomized Smoothing via Universal Transformation).
Let f : RY — C be any deterministic or randomized function. Suppose that for the
multivariate random variable with isotropic noise X = x + € in Theorem 2, the certified

radius function is R(-). Then, for the corresponding anisotropic input Y = x + € X + u,
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if there exist ¢, € C and p_A’,p_B' € [0, 1] such that:
P(f(Y)=c}) = pa’ 25 eriaXP(f(Y) =0) (3.5)
C CA

then for the anisotropic smoothed classifier g'(x + ¢') = argmax..c P (f(Y +¢’) = ¢),

we can guarantee g'(x + 6') = ¢, for all perturbations ¢’ € R? such that:
=75, < R (pa".5) (3.6)
provided that X is invertible.

Proof. See the detailed proof in Appendix 7.7. O

The general anisotropic noise with covariance allows for capturing correlations
between different dimensions of the input data. However, adopting this generalized
anisotropic noise introduces certain practical limitations: 1) Invertibility of X: Our
theory requires the covariance matrix X to be invertible. If X is not invertible, a small
regularization term can be added to its diagonal to ensure invertibility and retain the
validity of our certification guarantees. 2) Computational Complexity: Optimizing
or learning a full covariance matrix £ € R% is computationally intensive, especially
for high-dimensional data (e.g., images with d = 150,528 for ImageNet). The memory
and computational requirements scale quadratically with the input dimension, making
it impractical for large-scale applications.

Given these limitations, in practice, one might consider structured covariance

matrices that balance expressiveness with computational efficiency, such as low-rank
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Table 3.1: Certified radii (binary-case) for randomized smoothing with independent
isotropic and anisotropic noise. d is the dimension size. ®~! is the inverse
CDF of Gaussian distribution. A is the scalar parameter of the isotropic

noise. o is the anisotropic scale multiplier.

Distribution PDF Adv. Isotropic Guarantee ¢, Radius for Iso. RS Anisotropic Guarantee ¢, Radius for Ani. RS
Gaussian [1] o el [4) 161l < A@~'(pa)) AQ (pa)) l6@all, <A@ (pa")) min{} A~ (pa))
Gaussian [3] o el 2 lIoll <A@~ (pa)) A (pa)) 6@l <A@~ (pa’)) min{o} (O™ (pa))

bo Nolle <A@ (pa)/Vd AP (pa))/Vd 5@ 0l < AP (pa)/ Vd  min{oA(@(pa))/ Vd

Laplace [24] o eIl l lI6]l; < —Alog(2(1 —&)) —Alog(2(1 —pi)) [0 @0l < -1log(2(1 —&’)) —minf{o}Alog(2(1 —ﬂ))
Exp. £s [3] oc ¢l 2 I8l < 2dA(ps - 3) 2dA(ps -5 5@ oll < 2dA(pa’ - 3 2min{o}dA(ps - 5)
le l6lleo < Alog(m%&)) Alog(@) 6@ clle < Alog(@) min{(r]/llog(z”%w)
Uniform £, [67] o« I(lzlle <) & ISl < 24(ps = 5) 24(pa —3) @ olli < 2A(pa’ = 5) 2min{c}A(ps - 5)

lo Mollo <220 = J3-p) 220 -3-pn)  I6@cle <221 -3-py)  2min{o)d(1 - 3 - pa)

PowerLaw (w31 «pbs 6 ol < - Hp, 1 6@ cll < 2(ps 1) min{o) 2 (ps ~ 1)

a-d a-d a—d

approximations, block-diagonal matrices, or sparse covariance matrices. In this paper,
we focus on the independent anisotropic noise where noise parameters are independent

along dimensions.

Special Case: Diagonal Covariance Matrix. The case where X is a diagonal matrix
corresponds to anisotropic noise with independent dimensions (i.e., no covariance be-
tween dimensions). Let ¥ = diag(oy,03,...,04), where o; > 0 for all i. In this case,
! = diag ((ril, Uiz, e é)

Corollary 3.1 (Asymmetric Randomized Smoothing with Independent Anisotropic

Noise). Under the same conditions as Theorem 3 if £ = diag(oy,0>,...,04), then the
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certified robustness guarantee becomes:
I8" @orll, < R(pa’s P5) (3.7)

where o = [071,0,...,04]7, @ denotes element-wise division, and & € R? is the

perturbation in the anisotropic space.

Proof. Since X is diagonal, its inverse is also diagonal with entries 1/0;. Therefore, we
have:

s

)= 6" @ ol (3.8)
Substituting this into Equation (3.6) yields the desired result. O

Theorem 3 provides a robustness guarantee with anisotropic noise, building on
traditional isotropic RS theories. Equation (3.6) from this theorem is both explicit and
widely applicable, significantly enhancing existing RS frameworks’ performance. In
Table 3.1, we outline some representative isotropic RS methods and their extension
to anisotropic noise via Theorem 3. Our method can also be readily adapted to other
RS methods like those in [4, 23] that lack explicit radius certifications, applying it
directly to their numerical results. Details on the binary classifier version are discussed
in Appendix 7.8.

In Figure 3.1, we clearly illustrate the significant benefits that the anisotropic
noise can bring to randomized smoothing. In Theorem 3, we observe that the mean
offset i does not affect the derivation of the certified robustness with anisotropic noise

(Equation (3.6)). Thus, it is likely that the gap between probabilities ;ﬁ’ and pg’ can
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Fig. 3.2: An example illustration of the full certified region (green) and the certified

radius (blue), where 0| < 0.

be improved by a properly chosen mean offset of the anisotropic noise (without af-
fecting the robustness guarantee). Additionally, with the heterogeneous variance, the
anisotropic noise can better fit the different dimensions of the input without causing

over-distortion.

Corollary 3.2. For the anisotropic input Y in Theorem 3, if Equation (3.5) is satisfied,

then g’'(x + ¢') = argmax.ec P(f(Y + ") = ¢) = ¢, for all ||6’]|, < R’ such that
R’ = min{o}R (3.9)

where R is the certified radius of randomized smoothing via isotropic noise, and min{-}

denotes the minimum entry.

Proof. The guarantee in Theorem 3 holds for [[¢’ @0, < R. Since [|0’ @0 ||, < ||=5=

mm{o‘} ”p’

if || == R, the guarantee still holds. This requires [|0||, < min{o}R. O

mm{dl ”P =



46
3.3.2 Certified Region and Two Metrics

In Corollary 3.2, we derive the certified radii R’ for asymmetric randomized smoothing
in the formation of £,-ball, i.e., ||0’|, < R’. While the certified radius reflects the
maximum size of the tolerated perturbation within the £,-ball. However, especially
under asymmetric circumstances, the certified region can be highly asymmetric, and the
{p-ball (which is symmetric) may only represent a subset of the full robustness region,
which is given by (Zf(i—i)p)% < R(p_A’,p_B'), as illustrated in Figure 3.2. Therefore, to
provide a more comprehensive and complementary assessment, we adopt an additional

metric to measure the overall size of the certified region.

Radius and ALM for Certified Region. In addition to the ¢, radius, we also adopt the
Alternative Lebesgue Measure (ALM'") for measuring the certified region. Specifically,
we consider the certified region under the anisotropic guarantee as a d-dimensional
super-ellipsoid, as defined in Definition 1. It is worth noting that the £,-norm ball is a
sufficient but not necessary condition for certified robustness: while robustness within
the £, ball is guaranteed, certain points outside this ball may also remain robust due to
the true shape of the certified region. The super-ellipsoid formulation can represent this

broader space.

Definition 1 (d-dimensional Generalized Super-ellipsoid of 0). The d-dimensional

generalized super-ellipsoid ball of 9 is deﬁned as

S(d,p) ={(61,02,.

<1,p>0) (3.10)

! This metric is mathematically equivalent to the “proxy radius” in [68].



47

Theorem 4 (Lebesgue Measure of the Robust Perturbation Set S (d, p)). Define
S(d, p) per Definition 1, then the Lebesgue measure of the robust perturbation set is

given by
QRU(L+ ) TIL, o

Vs(d, p) =
s(d, p) 1"(1+%)

3.11)

where T is the Euler gamma function defined in Definition 4 in Appendix 7.9.

Proof. See the detail proof in Appendix 7.10. O

Recall that we aim to find an auxiliary metric that can measure the volume of
this super-ellipsoid, so we derive the Lebesgue Measure of this super-ellipsoid as in
Theorem 4 since the Lebesgue Measure quantifies the “volume” of high-dimensional
space, and then we simplify it by removing the constants w.r.t. the dimension and p, as

well as transforming it to the radius scale. To this end, the ALM can be simplified as:

—_—
1 e o o el e e e mm e —————— N mmmmmmm == 1
I I

1 1 ! 1

" 1 1 !
1 1 : ) ! 1 1
| | Noise || Input f 1 1 MLP | ! CNNs
| N ! h ! :
[ e -]
! I ! 1 MLP ! 1 CNNs 1
| Neepe——— e e e e e e e e e = ) m e e - e ———— - 4
Noise Customization Pattern-wise Dataset-wise Certification-wise

Fig. 3.3: Left: the framework for customizing anisotropic noise. Right: three example

noise parameter generators (NPGs).

It serves as an additional measure for evaluating the robustness region. This is
particularly useful because the €, radius (as a more strict metric) cannot fully cap-

ture the robustness region in certain dimensions due to its inherent symmetry, as illus-
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trated in Figure 3.2. In summary, the £, radius serves as a conservative, worst-direction
certificate—being controlled by the smallest anisotropic scale min; o;—whereas the
ALM provides an auxiliary, volume-oriented characterization of the full certified re-

gion through the geometric mean ( ]—[f’: | O'i)l/ ¢

. It is worth noting that ALM subsumes
the certified radius: in any dimension, the certified radius corresponds to the small-
est semi-axis length of the certified region, while ALM (as the geometric mean of all
semi-axes times R) is always greater than or equal to this value, and coincides with
it in the isotropic case. Therefore, ALM serves as an auxiliary metric for the size of

certified region instead of a formal guarantee. See Appendix 7.9 for detailed analysis

and discussions for ALM.

3.4 Customizing Anisotropic Noise

Theorem 3 formally guarantees robustness when heterogeneous noise parameters are
assigned across different data dimensions. However, finding more optimal heteroge-
neous noise parameters rather than randomly assigning them remains a challenge. To
this end, in UCAN, we design a unified framework to customize anisotropic noise for
randomized smoothing (left in Figure 3.3), which includes three noise parameter gen-
erators (NPGs) with different scales of trainable parameters (right in Figure 3.3) and
optimality levels.

Here, the “optimality” refers to the degree to which each NPG can optimize the

noise parameters to maximize certified robustness (measured by either certified radius
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or ALM), while maintaining prediction accuracy.

o Pattern-wise Anisotropic Noise (Low optimality): Uses pre-defined patterns for
noise variances, offering basic but non-adaptive and relatively lower optimal ro-

bustness.

e Dataset-wise Anisotropic Noise (Moderate optimality): Learns a global set of
noise parameters optimized for the entire dataset, enabling some adaptation for

different input data but still derived at the dataset level.

o Certification-wise Anisotropic Noise (High optimality): Generates noise parame-
ters specifically tailored to each individual input at the certification time, achieving

the most fine-grained and input-specific robustness optimization.

The optimality levels reflect a fundamental trade-off: higher-optimality approaches
allow more precise and effective maximization of certified robustness, but require in-
creased computational resources for training and/or inference. These three NPGs are
representative examples—other designs are possible depending on application needs.
In any case, the covariance matrix should be kept invertible (e.g., by adding a small
positive constant to the diagonal if necessary). Implementation details and specific

algorithms can be found in Appendix 3.4.4.
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Fig. 3.4: Spatial distributions for noise variances (pattern-wise).

3.4.1 Pattern-wise Anisotropic Noise

The motivation for pattern-wise anisotropic noise in NPG is based on the understand-
ing that different data regions affect predictions differently [69]. Typically, an image’s
center contains more critical visual information, requiring lower variance to preserve
clarity, whereas the borders may accommodate higher variance without significantly
impacting predictions. Thus, this NPG utilizes fixed spatial patterns for anisotropic
noise.

Consider a function o(a, b) representing the variance distribution across an im-
age, where (a, b) are the coordinates with the center at (0, 0). The variance is intuitively
smaller at the center than at the borders due to varying feature importance. We propose

three distinct spatial distribution types:

o(a.b) = @b} +1. p=1,2,00 (3.12)

where ||(a, D)||, denotes the £,-norm distance between (a,b) and (0,0), « is a
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constant parameter tuning the overall magnitude of the variance, ¢ denotes the variance
of a center pixel since 07(0,0) = ¢, and ¢ > O such that o(a,b) > 0. Figure 3.4 shows
three example spatial distributions when p = 1,2, co, where « = 1 and ¢ = 1. The noise
mean is set as 0 to avoid unnecessary deviation in the images.

Pattern-wise anisotropic noise modifies predictions based on spatial contributions
(e.g., pixels). Yet, without fine-tuning, this approach may impair performance, partic-
ularly with datasets’ diverse characteristics. Then we propose an automated method to

fine-tune the variance spatial distribution of anisotropic noise for each dataset.

3.4.2 Dataset-wise Anisotropic Noise

The NPG employs a constant-input neural network generator [70] to learn asymmet-
ric variances during noise-based robust training (see Figure 3.3 right). The generator
outputs tensors for anisotropic o~ and y, where yu; and o; represent the mean offset and
variance multiplier per pixel, respectively. Anisotropic noise € = €' o + u is will be

generated from base isotropic noise € and added to the input for randomized smoothing.

Architecture. We adopt the generator architecture (a multi-layer perception) in Gen-
erative Adversarial Network (GAN) [71] to design a novel neural network generator.
Different from GAN, this NPG does not depend on the input data but depends on the
entire dataset. Therefore, we fixed the input as constants. Following [71], the NPG
consists of 5 linear layers, and the first 4 of them are followed by activation layers. The

output will be then transformed by a hyperbolic tangent function with an amplification
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factor v, i.e., ytanh(-). This amplified hyperbolic tangent layer limits the value of the
variances since an infinite value in the noise parameters will crash the training. It is
worth noting that for other tasks in Natural Language Processing or Audio Processing,
other NPG structures, e.g., transformer, NNs, or even heuristic algorithms can be also

designed to fit the targeted tasks.

Loss Function. The NPG and classifier can be trained together for optimal synergy.
Designing an appropriate loss function is crucial for guiding NPG to desired conver-
gence, targeting enhanced certified robustness via the ALM or certified radius. We aim
to maximize either /[ oR or min{o}R, leading to two loss function variants that focus
on increasing V/[] o (equivalent to mean{c} in log scale) or min{c}, respectively. As
the certified radius R is influenced by prediction accuracy against noise, enhancing this
accuracy also boosts R, aligning with the smoothed classifier’s training objectives.
N
L0, 0y) = —meanjmin{(6,)} + >y log fix(x + €T o(6y) + (), 0y, 6) (.13)

—_— =
Variance Loss

Smoothing Loss

where the variance loss can be mean{c(6,)} or min{c(6,)} for improving ALM
or certified radius, respectively. 6, and 6, denote the model parameters of the classifier
and parameter generator, respectively, k denotes the prediction class, N represents the
total number of classes, y; denotes the label of input x, and j; is the prediction of y;.
The training of the NPG for u is also guided by the smoothing loss to improve the

prediction over the dataset.
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3.4.3 Certification-wise Anisotropic Noise

While dataset-wise anisotropic noise fine-tunes parameters during training for improved
robustness, it doesn’t fully account for the heterogeneity among different input samples.
The certification also varies by input, being valid only for the certified input and the cor-
responding radius. Thus, we propose a certification-wise NPG that generates tailored
anisotropic noise for each sample, considering heterogeneity across both inputs and
data dimensions. Unlike dataset-wise noise, the parameter generators for ¢ and o in
certification-wise NPG are cascaded, not parallel (see right in Figure 3.3). The mean
parameter generator first processes the input x to produce a u map, followed by the
variance generator using x + u to generate a o map. Then the smoothed classifier is

based on the generated u and o through the classification.

p/o

. Features |:| Convolution w/ LReLU I Amplified Tanh Layer

Fig. 3.5: Architecture of parameter generator for certification-wise anisotropic noise.

Architecture and Loss Function. This NPG learns the mapping from the image to the
u and o maps, which is similar to the function of neural networks in image transfor-
mation tasks. Hence, inspired by the techniques used in image super-resolution [72],

we also adopt the “dense blocks” [73] as the main architecture to design the NPG (see
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Figure 3.5). It consists of 4 convolutional layers followed by leaky-ReLLU [74]. Similar
to the generator in dataset-wise anisotropic noise, the output is rectified by the am-
plified hyperbolic tangent function to stabilize the overall training process. Note that
our parameter generator is a relatively small network (5 layers), thus it can be plugged
in before any classifier for generating the certification-wise anisotropic noise without
consuming too many computing resources (see Section 3.6.5 for a detailed discussion
on running time). For both u and o, we train a corresponding parameter generator
for each using the same architecture. The loss function is similar to that used for the

dataset-wise anisotropic noise, but the NPG takes x as input and outputs ¢ and o

3.4.4 Practical Algorithms

Following Cohen et al. [1], we also use the Monte Carlo algorithm to bound the predic-
tion probabilities of smoothed classifier and compute the ALM (certified region). Dif-
ferent from Cohen et al. [1], our noise distributions are either pre-assigned (as pattern-
wise) or produced by the parameter generator (either dataset-wise or certification-wise).
Our algorithms for certification and prediction using different noise generation meth-
ods are summarized in Algorithm 1 and 2 (w.l.0.g., taking the binary classifier as an
example).

For simplicity of notations, the generation of anisotropic ¢ and o are summarized
by the noise generation method(s) M. In the case of pattern-wise anisotropic noise,

M outputs pre-assigned fixed variance and zero-means; in case of dataset-wise and
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Algorithm 1 UCAN-Certification

Given: Base classifier f, anisotropic noise generation method M, input (e.g., image) x,

number of Monte Carlo samples ny and n, confidence 1 — «
I: gy, oM
2: counts_select «CLASSIFYSAMPLES( f, X, U, 07, ng)
3: ¢4 « top index in counts_select
4: counts < CLASSIFYSAMPLES(f, X, i, 0, i)
5: p_A’ «— LowerCoNFBouNnD(counts[ca],n, 1 — @)
6: if ps’ > 5 then
7 return prediction ¢4 and certified radius min{o}R/ALM +/[]; oR
8: else

9: return ABSTAIN

certification-wise anisotropic noise, M adopts the parameter generators to generate the
mean and variance maps. In the certification (Algorithm 1), we select the top-1 class ¢,
by the CrLassIFySAMPLES function, in which the base classifier outputs the prediction on
the noisy input sampled from the noise distribution. Once the top-1 class is determined,
classification will be executed on more samples and the LowerConrBounp function
will output the lower bound of the probability p,” computed by the Binomial test. If
pa’ > %, we output the prediction class and the ALM (measuring the certified region).
Otherwise, it outputs ABSTAIN. In the prediction (Algorithm 2), we also generate the

noise and then compute the prediction counts over the noisy inputs. If the Binomial test

succeeds, then it outputs the prediction class. Otherwise, it returns ABSTAIN.
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Algorithm 2 UCAN-Prediction

Given: Base classifier f, anisotropic noise generation method M, input (e.g., image) x,

number of Monte Carlo samples n, confidence 1 — @
I: gy, oM
2: counts < CLASSIFYSAMPLES(f, X, i, 0, n)
3: ¢y « top index in counts
4: ny « counts[ca]
5: if BINoMIALPVALUE(714, 11, 0.5) < a then
6: return prediction ¢4
7: else

8: return ABSTAIN

3.5 Soundness Analysis of Certification-Wise Anisotropic Randomized

Smoothing

In this section, we address the potential soundness pitfall in existing input-dependent
randomized smoothing methods and demonstrate how our certification-wise approach
provides enhanced robustness guarantees. Specifically, we provide formal definitions,
theorems, and detailed proofs to establish the soundness of our method. Additionally,
we carefully explain why randomized smoothing inherently depends on the clean input

for reliable certification.
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3.5.1 Potential Soundness Pitfall in Existing Input-Dependent Randomized

Smoothing Methods

Recent attempts to enhance randomized smoothing have introduced input-dependent
noise parameters that vary with both the input x and potential adversarial perturbations
0 [68, 75]. In these methods, the noise parameters u(x, o) and o(x,d) are functions
of both the clean input and the perturbation, leading to noise distributions that change
based on the adversary’s actions.

While such approaches aim to tailor the noise to each input and perturbation, it
introduce potential concerns in the certified robustness guarantee. Specifically, when
certifying a sample x, the noise is generated as €(x), depending on x. However, when
applying the guarantee to a potentially perturbed sample x + ¢, the noise changes to
€(x+0), which likely follows a different distribution from e(x). Randomized smoothing
requires that the prediction on the certified input x and the perturbed input x+¢ be based
on the same smoothed classifier with the same noise distribution [1]. Therefore, this
input-dependent noise may affect the soundness of randomized smoothing. As noted
in [68, 75], an additional component (e.g., fixing the distribution or adopting memory-
based certification) has been utilized to maintain valid guarantees by sacrificing the

system performance, as the “price paid for soundness”.
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3.5.2 Certification-wise Anisotropic Randomized Smoothing

Different from [68, 75], in our certification-wise anisotropic randomized smoothing
method, the noise parameters u(x) and o(x) depend solely on the clean input x and
remain the same when applied to any potential perturbed samples during certification.
This design ensures that the smoothed classifier remains consistent across all pertur-
bations applied to x, inherently preserving the soundness of the certified robustness
guarantee.

After generating the fine-tuned noise on the clean input x (to be certified), our
method constructs a robustness region that conceptually ensures robustness for x against
any perturbation ¢ within the certified radius, rather than actually injecting noise into
the perturbed inputs. It is worth noting that the theorems in this paper universally work
for isotropic and anisotropic noise independent of the noise generation method, which
is sound for any randomized smoothing method. Furthermore, the “pattern-wise” and
“dataset-wise” noise in Section 3.4 have no potential concerns regarding this soundness

problem.

3.5.3 Certified Robustness Guarantee on Certification-wise Noise

We now formally establish the soundness of our method by proving that the certified

robustness guarantee holds under our certification-wise anisotropic noise.

Theorem 5 (Certified Robustness of Certification-Wise Anisotropic Randomized Smooth-

ing). Let f : RY — C be any deterministic or randomized base classifier. Suppose
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that for the random variable X = x + €, where € is drawn from an isotropic distri-
bution, the certified radius function is R(-). Define the anisotropic random variable
Y = x + € o(x) + u(x), where o-(x) € R? and u(x) € R? are functions of x only. If there

exist cy € C and bounds Pas ps € 10, 1] such that:
R(f(Y)=CA)ZP_A_P_BZY£3§R(f(Y)=C) (3.14)

then, for any perturbation 6 € RY satisfying:

I6@ (), < R(pa: P5) (3.15)

the smoothed classifier g will consistently predict class ca at x + 9, i.e., g(x + 0) = ca.

Here, @ denotes element-wise division, and || - ||, denotes the €, norm.

3.5.4 Proof of Theorem 5

Proof. Let X = x + €, where € € R follows an isotropic noise distribution. Define the
anisotropic random variable ¥ = x + €' o(x) + u(x).

Define a transformation £, : R? — R? specific to input x:
h(z) = 2" o (x) + p(x) (3.16)

where the multiplication and addition are element-wise.
Given any deterministic or randomized function f : R¢ — C, consider the com-

posed classifier f' = f o h,, mapping z — f(h,(2)).
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Under the transformation, the condition on the class probabilities becomes:

Pe (f'(X) = ca) = Pe (f(h(X)) = ca)
=Pe (f(Y) =ca) 2 pa

nlaxIP’E(f’(X) =c)= n}&aX]P)e(f(Y) =c)<Dps

(3.17)

(3.18)

(3.19)

Thus, the probability bounds required for certification are satisfied by f’ under isotropic

noise e.

From the standard randomized smoothing theory (e.g., Theorem 2), since the

transformed classifier f” satisfies the probability bounds with respect to the isotropic

noise €, we have that for any perturbation ¢’ € R satisfying o'll, < R(&, Ps), the

prediction of f” remains constant:

argmaCXIP’E (f'(x+8 +e)=c)=ca

(3.20)

Now, consider a perturbation § € R? in the original input space such that &' =

0 @ o(x). Then, the perturbed input after transformation is:
he(x+06) = (x+06) o (x) + u(x)
=x"o(x)+ 6 o(x) + u(x)
= h(x) + 6 o(x)
Substituting back, we have:
g(x + 6) = arg max P.(f(x+6+ € o(x)+ u(x) =c)

= arg max P, (f (h(x) + 6" o(x) + € (x)) = ¢)

(3.21)

(3.22)

(3.23)

(3.24)

(3.25)
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Since §To(x) + € o(x) = (6 + €)To(x), we have:

g(x + 6) = arg max P, (f (h(x) + (6 + €)To(x)) = ¢) (3.26)
= eurgmeg(IP’E (f(x+8 +¢€)=c) (3.27)

By the robustness of f” under isotropic noise (Equation (3.20)), we have g(x+6) =
ca whenever |||, = [l6 @ o(x)|, < R(&,p_B).

Therefore, the smoothed classifier g maintains its prediction ¢, within the certi-
fied region defined by the anisotropic noise parameters, establishing the soundness of

our method. O

3.5.5 Why Randomized Smoothing Depends on the Clean Input

Randomized smoothing inherently depends on the clean input x because the certifica-
tion process aims to guarantee the classifier’s robustness for that specific input. The
certified radius R(pa, pp) is computed based on the class probabilities at x, which are
estimated using noise added to x. Consequently, the smoothed classifier g and the cor-
responding robustness guarantee are tied to the clean input.

In our method, the noise parameters o-(x) and u(x) are functions of x, further em-
phasizing this dependency. By designing the noise to be input-specific but independent
of perturbations, we ensure that the certification process accurately reflects the classi-
fier’s behavior around the clean input, providing a meaningful and sound robustness

guarantee.
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3.6 Experiments

We present a comprehensive evaluation of UCAN in this section. Specifically, in Sec-
tion 3.6.1, UCAN’s performance with three anisotropic noise types is tested against
isotropic noise baselines. Section 3.6.2 assesses UCAN’s universality regarding noise
distributions and resistance to various ¢, perturbations. In Section 3.6.3, we compare
UCAN’s top performance with state-of-the-art randomized smoothing methods. Sec-
tion 3.6.4 and 3.6.5 present the visualization and the efficiency. Additional experiments

are detailed in Appendix 7.11.

Metrics. Existing randomized smoothing methods often adopt the approximate certi-
fied test set accuracy from [1], defined as the proportion of the test set correctly certified
above a radius R. Besides, we also report certified accuracy based on the ALM, rep-
resenting the fraction of the test set certified correctly with at least ALM. Formally,
for asymmetric RS, we define Acc(min{o}R) = #Z?’ZI 1,y iss)=yip» ¥ I0ll, < min{o}R
and Acc(ALM) = ﬁzyzl Ly ivor=yins Y ll0ll, < VI1oiR. In isotropic RS, these metrics
converge to Acc(R).

To fairly position our methods, when compared to the SOTA methods, we present

the certified accuracy w.r.t. the certified radius and optionally w.r.t. ALM.

Experimental Settings. All the experiments are performed on three datasets: MNIST
[27], CIFAR10, [28] and ImageNet [29]. Following [1], we obtain the certified accuracy

on the entire test set in CIFAR10 and MNIST while randomly picking 500 samples in
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the test set of ImageNet; we set @ = 0.001 and the numbers of Monte Carlo samples
ny = 100 and n = 100,000. We use the original size of the images in MNIST and
CIFARI1O, i.e., 28 x 28 and 3 x 32 x 32, respectively. For the ImageNet dataset, we
resize the images to 3 x 224 x 224. In the training, we train the base classifier and
the parameter generator (if needed) with all the training set in three datasets. For the
MNIST dataset, we use a simple two-layer CNN as the base classifier. For the CIFAR10
and ImageNet datasets, we use the ResNet110 and ResNet50 [36] as the base classifier,
respectively. Dataset-wise NPG uses a 5-layer MLP, and certification-wise NPG uses a
4-layer CNN, both trained with Adam optimizer (learning rate 1 x 1072, batch size 128,

200 epochs). Noise parameters are constrained to be positive.

Experimental Environment. All the experiments were performed on the NSF Chameleon
Cluster [35] with Intel(R) Xeon(R) Gold 6230 CPU @ 2.10GHz, 128G RAM, and Tesla

V100 SXM2 32GB.

3.6.1 Anisotropic vs Isotropic Noise in Randomized Smoothing

We first evaluate randomized smoothing with anisotropic noise generated by the three
example NPGs. W.l.o.g., we adopt the most common setting as default: Gaussian distri-
bution against ¢, perturbations, compare with the isotropic Gaussian baseline [1] (with
zero-mean), which derives the tight certified radius (under multi-class setting) against
{, perturbations. Other distributions against different £, perturbations (universality of

UCAN) are evaluated in Section 3.6.2 and 3.6.3.
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Fig. 3.6: RS with anisotropic noise vs. baseline [1] with isotropic noise (Gaussian for

¢,) — UCAN gives significantly better certified accuracy and larger certified

radius/ALM.

Parameter Setting. For a fair comparison, we follow [1] to set the variance 4 = 1

for isotropic Gaussian noise to benchmark with our methods. For our pattern-wise

method, since the variance varies in different dimensions, we re-scale o(a, b) such that

mean{o} ~ 1.0. For the dataset-wise noise, we empirically select the vy to achieve the
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best trade-off on each dataset. For the certification-wise noise, the amplified factor y in

the parameter generator is set as 1.0 for all datasets.

Experimental Results. The results on MNIST and CIFARI10 are presented in Figure
3.6, and other results on ImageNet datasets are deferred to Appendix 7.11. First, as
shown in Figure 3.4, the certified accuracy of certification-wise anisotropic noise dom-
inates all the noise customization methods across various settings. This indicates that
optimizing anisotropic noise for each certification (of a specific input) can universally
boost the performance w.r.t. the certified radius and the ALM since it achieves the best
optimality on each certification (both the mean and variance can be optimized accord-
ing to the input that will be certified). Second, dataset-wise anisotropic noise offers a
modest improvement in certified accuracy w.r.t. the certified radius but significantly
boosts certified accuracy w.r.t. the ALM. The reason is that the training of dataset-wise
NPG can achieve a better trade-off between the prediction accuracy and the mean{o}
since NPG can learn to assign small variance to the key data dimensions to improve
the prediction while maintaining the mean{o} by increasing the variance in other data
dimensions. However, it is hard to improve the trade-off between the prediction accu-
racy and the min{o} since decreasing min{o} drops the certified radius while improving
the prediction (see some examples for the dataset-wise anisotropic noise in Appendix
3.6.4). Similarly, the pattern-wise anisotropic noise only improves the certified accu-
racy w.r.t. certified radius slightly (even reduces the performance on CIFAR10), but

we also observe a better trade-off between the certified accuracy w.r.t. ALM. Finally,
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we also observe that the dataset-wise anisotropic noise can significantly improve the
ALM on MNIST (as much as ALM = 6). These improvements stem from our method’s
ability to optimize noise parameters at different levels of optimality. Unlike fixed noise
patterns, certification-wise anisotropic noise adapts both mean and variance to each
input’s characteristics, leading to better prediction accuracy while maintaining robust-
ness guarantees. The significant ALM improvements (up to 6x on MNIST) result from
our optimization targeting the overall certified volume rather than just the worst-case

radius.

3.6.2 Universality (Noise Distributions for £, Perturbations)

In this section, we evaluate the universality of UCAN with the certification-wise anisotropic
noise over different noise distributions against different £, perturbations. Specifically,
we evaluate the randomized smoothing methods with noise listed in Table 3.1, and fol-
low [3] to set the scalar parameter A of different noise distributions with variance 1. For
the anisotropic noise, we follow the aforementioned parameter settings for pattern-wise,
dataset-wise, and certification-wise anisotropic noise. We present the results against ¢,
and £, perturbations due to the lack of existing RS theories for non-Gaussian noise
against £, perturbations.

In Figure 3.7, for all settings, UCAN can universally amplify the certified robust-
ness of isotropic RS. It also shows that the anisotropic Laplace noise and the anisotropic

Gaussian noise achieve the best trade-offs between certified accuracy and certified ra-
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Fig. 3.7: UCAN (certification-wise anisotropic) vs. isotropic randomized smoothing:

different noise PDFs against various ¢, perturbations on CIFAR10.

dius/ALM against ¢, perturbation and ¢, perturbation, respectively. This universal im-

provement across different £, norms and noise distributions validates our linear trans-

formation theory, which can seamlessly convert any isotropic randomized smoothing

method to its anisotropic counterpart. The consistent performance gains demonstrate

that our approach captures fundamental properties of optimal noise distribution regard-
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less of £, norms and noise types. More experiments with various NPG can be found in

Appendix 7.11.

3.6.3 Best Performance Comparison vs. SOTA Methods

We also compare our best performance (certification with certification-wise anisotropic
noise) with the best performance of 15 SOTA methods. Here we present the certified
accuracy w.r.t. both ALM and ¢, radius. Note that the ALM and radius are equivalent
for SOTA methods with isotropic noise.

Following the same settings in such existing randomized smoothing methods [1,
76,77, 78], we focus on the Gaussian noise against ¢, perturbations to benchmark with
them. Results are shown in Table 3.3, 3.4, and 3.5. We also present the improvement
of our method over the best baseline in percentage.

On all three datasets, UCAN significantly boosts the certified accuracy. For in-
stance, it achieves the improvement of 142.5%, 182.6%, and 121.1% over the best base-
line on MNIST, CIFAR10, and ImageNet, respectively. UCAN also achieves the best
trade-off between certified accuracy and radius/ALM (two complementary metrics): 1)
UCAN presents both larger radius/ALM and higher certified accuracy in general, and
2) On large radius/ALM, UCAN can still achieve high certified accuracy. We also ob-
serve that our certified accuracy is smaller than the SOTA performances at some low
radius/ALM on MNIST and ImageNet, this is because of the lower training perfor-

mance of the classifier. The substantial improvements (up to 182.6%) at larger radii
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demonstrate our method’s strength in maintaining high certified accuracy where tra-
ditional methods degrade rapidly. This advantage stems from the combination of the
linear transformation approach and the certification-wise noise, which preserves the
statistical properties of the original smoothing while enabling dimension-specific noise
adaptation. The larger the certified region required, the more pronounced our method’s
benefits become, as anisotropic noise can better accommodate the heterogeneity across

input dimensions.

Beyond ¢, Norm. We also compare our certification-wise method’s performance against
¢, and £,y perturbation with existing baselines 2 (see Table 3.2). Across both norms,
UCAN consistently improves certified accuracy (CA) over isotropic RS. For ¢, anisotropic
Gaussian yields the highest CA at small-medium radii (e.g., 72% at R=1.5 vs. 55%
in [3]), while anisotropic Laplace dominates at larger radii (e.g., 61% at R=2.0 vs.
<25% in baselines), whereas anisotropic Uniform peaks early then collapses (0% be-
yond R=2.0). For £, anisotropic Gaussian is uniformly best (e.g., 73% at 6/255 vs.
31-38% in [1, 23]), maintaining sizable margins up to 16/255. These trends confirm
our linear-transformation theory’s universality and show that choosing the noise family
to match the threat norm (Laplace for ¢;, Gaussian for ¢.,) and employing certification-

wise NPGs yields the highest practical “optimality” under fixed budgets.

2 Due to the limited number of prior studies on the ¢; and £., norms, we compare our method with

two available baselines for each case.
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Table 3.2: Certified accuracy vs. ¢, and ¢{;,¢ perturbations (CIFAR10). Best and
> SOTA
Radius (¢; norm) 050 1.00 1.50 2.00 2.5 3.0 3.5 4.0
Teng et al.’s [24] 61% 39% 24% 16% 11% 7% 4% 3%
Yang et al.’s [3] 74%  62% 55% 48% 43% 40% 37% 33%
Ours (Ani. Uniform) 84% 82% 76% 0% 0% 0% 0% 0%
Ours (Ani. Gaussian)  81% 77% 72% 66% 61% 56 % 47 % 0%
Ours (Ani. Laplace) | 75% 70% 66% 61% 57% 52% 50% 46 %
Radius (€, norm) 2/255 4/255 6/255 8/255 10/255 12/255 14/255 16/255
Cohen et al.’s [1] 58% 42% 31% 25% 18% 13% - -
Zhang et al.’s [23] 60% 47% 38% 32% 23% 17% - -
Ours (Ani. Gaussian)  81% 78% 73% 70% 65% 60 % 54 % 48 %
Table 3.3: Certified accuracy vs. ¢, perturbations (MNIST). Best and > SOTA
Radius and ALM (equivalent for isotropic) 0.0 0.25 0.50 0.75 1.00 1.25 1.50 1.75 2.00 2.25
Cohen’s [1] 83% 61% 43% 32% 22% 17% 14% 9% 7% 4%
Sample-wise [78] 98% 97% 96% 93% 88% 81% 73% 57% 41% 25%
Input-depend [77] 99% 98% 97% 94% 88% 79% 58% 27% 0% 0%
MACER [79] 99% 99% 96% 95% 90% 83% 73% 50% 36% 28%
SmoothMix [80] 99% 99% 98% 97% 93% 89% 82% 71% 45% 37%
DRT [81] 99% 98% 98% 97% 93% 89% 83% 70% 48% 40%
Ours (certified accuracy w.r.t. ALM) 98% 98% 98% 98% 97% 97% 96% 96% 95% 94%
Improvement over the Best Baseline (%) -1.0% -1.0% +0.0% +1.0% +43% +9.0% +157% +352% +98.0% +135.0%
Ours (certified accuracy w.r.t. radius) 99% 99% 99% 99% 99% 99% 98% 98% 98% 97 %
Improvement over the Best Baseline (%) +0.0% +0.0% +1.0% +2.1% +65% +112% +18.1% +38.0% +1042% +142.5%
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Table 3.4: Certified accuracy vs. ¢, perturbations (CIFAR10). Best and = SOTA

Radius and ALM (equivalent for isotropic) 0.0 0.25 0.50 0.75 1.00 1.25 1.50 1.75 2.00 2.25
Cohen’s [1] 83% 61% 43% 32% 22% 17% 14% 9% 7% 4%
SmoothAdv([82] - 81% 63% 52% 37% 33% 29% 25% 18% 16%
MACER [79] 81% 71% 59% 47% 39% 33% 29% 23% 19% 17%
Consistency [83] 8%  69% 58% 49% 38% 34% 30% 25% 20% 17%
SmooothMix [80] 77% 68% 58% 48% 37% 32% 26% 20% 17% 15%
Boosting [84] 83% 71% 60% 52% 39% 34% 30% 25% 20% 17%
DRT [81] 3%  61% 60% 51% 40% 36% 30% 24% 20% -

Black-box [23] - 61% 46% 37% 25% 19% 16% 14% 11% 9%
Data-depend [76] 82% 68% 53% 44% 32% 21% 14% 8% 4% 1%
Sample-wise [78] 84% 74% 61% 52% 45% 41% 36% 32% 27% 23%
Input-depend [77] 83% 62% 43% 27% 18% 11% 5% 2% 0% 0%
Denoise 1 [85] 80% 70% 55% 48% 37% 32% 29% 25% 15% 14%
Denoise 2 [86] 85% 76% 66% 57% 44% 37% 31% 25% 22% 20%
ANCER [68] 84% 80% 67% - 34% - 15% - 11% -

RANCER [75] - 81% 48% 28% 11% 1% - - - -

Ours (certified accuracy w.r.t. ALM) 86% 84% 82% 80% 74% T1% 68% 65% 61% 57%

Improvement over the Best Baseline (%) +12% +3.7% +65% +40.4% +39.6% +732% +88.9% +103.1% +1259% +147.8%

Ours (certified accuracy w.r.t. radius) 85% 83% 81% 80% 77 % 75% 73% 70% 68% 65%

Improvement over the Best Baseline (%) +0.0% +2.5% +52% +404% +453% +82.9% +102.8% +118.8% +151.9% +182.6%

3.6.4 Visualization

We present several examples of anisotropic (generated with ALM loss) and isotropic
noise in Figure 3.8. All the proposed anisotropic noise generation methods find bet-
ter spatial distribution to generate the anisotropic noise. Both the pattern-wise and
dataset-wise anisotropic reduce the variance on the key area, except the dataset-wise
anisotropic noise on ImageNet (it seems the parameter generator does not find a con-
stant key area on ImageNet due to the complicated data distribution in ImageNet). We

also observe that the parameter generator for certification-wise anisotropic noise gener-
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Table 3.5: Certified accuracy vs. ¢, perturbations (ImageNet). Best and > SOTA

Radius and ALM (equivalent for isotropic) 0.00 0.50 1.00 1.50 2.00 2.50 3.00 3.50
Cohen’s [1] 67% 49% 37% 28% 19% 15% 12% 9%
SmoothAdyv [82] 67% 56% 45% 38% 28% 26% 20% 17%
MACER [79] 68% 57% 43% 37% 27% 25% 20% -
Consistency [83] 57% 50% 44% 34% 24% 21% 17% -
SmoothMix [80] 55% 50% 43% 38% 26% 24% 20% -
Boosting [84] 68% 57% 45% 38% 29% 25% 21% 19%
DRT[81] 50% 47% 44% 39% 30% 29% 23% -
Black-box [23] - 50% 39% 31% 21% 17% 13% 10%
Data-depend [76] 62% 59% 48% 43% 31% 25% 22% 19%
Denoise 1 [85] 48% 41% 30% 24% 19% 16% 13% -
Denoise 2 [86] 66% 59% 48% 40% 31% 25% 22% -
ANCER [68] 66% 66% 62% 58% 44% 37% 32% -
Ours (certified accuracy w.r.t. ALM) 71% 66 % 62% 58% 54 % 51% 47 % 42 %

Improvement over the Best Baseline (%) +44%  +0.0% +0.0% +0.0% +22.7% +37.8% +46.9% +121.1%

Ours (certified accuracy w.r.t. radius) 65% 62% 58% 53% 50% 46% 43% 38%

Improvement over the Best Baseline (%) -4.4% -6.1% -6.5% -8.6%  +13.6% +243% +344%  +100.0%

ates large mean offsets to compensate for the high o values. It turns out that with high
variance (0; ~ 1), the object is still recognizable in the certification-wise anisotropic

noise.

3.6.5 Efficiency

UCAN is a universal framework that can be readily integrated into existing random-
ized smoothing to boost performance. Whether the extra neural network components

(parameter generator) in UCAN will degrade the efficiency of existing randomized
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Fig. 3.8: Visualization of anisotropic vs. isotropic noise, based on the input in (a).

smoothing is an important question. We show that the running time overhead resulting
from the parameter generator is negligible compared to the running time of the certifi-
cation, since for each input, the classifier needs to evaluate N noise samples while u and
o are generated once. Typically, N = 100,000. UCAN can be trained offline and tested

online to boost the performance of randomized smoothing. We evaluate the online certi-
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fication running time for certification-wise anisotropic noise generation and traditional
randomized smoothing [1] on ImageNet with four Tesla V100 GPUs and 2, 000 batch
size, the average runtimes over 500 samples are 27.43s and 27.09s per sample for our
method and [1]’s method, respectively. Thus, the NPG will only slightly increase the
overall runtime. Also, Training a certification-wise NPG requires 200 epochs, taking

31.67 minutes on an H100 GPU.

3.7 Related Work

In this section, we review the related works for certified defenses against evasion attacks

on machine learning models.

Certified Defenses. Certified defenses guarantee robustness against adversarial per-
turbations within a specified boundary (e.g., 1, ¢», or ¢ ball of radius R). Existing
approaches fall into two categories: exact and conservative certified defenses. Ex-
act methods leverage satisfiability modulo theories [13, 14, 38, 87] or mixed-integer
linear programming [15, 39, 40, 88] to precisely determine the existence of adversar-
ial examples within R, but are not scalable to large networks. Conservative methods
use global/local Lipschitz constants [16, 45, 46, 47, 48], optimization-based certifica-
tion [12, 17, 41, 44], or layer-by-layer approaches [19, 50, 51, 52, 53], which scale
better but typically yield conservative or architecture-specific guarantees. Neither can

certify arbitrary classifiers, a gap addressed by randomized smoothing.

Randomized Smoothing. Randomized smoothing was first explored by Lecuyer et
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al. [22], who derived a loose theoretical robustness bound via Differential Privacy [89,
90]. Cohen et al. [1] later provided the first tight guarantee, showing that adding Gaus-
sian noise transforms any classifier into a smoothed classifier with certified £, robust-
ness. Subsequent work extended smoothing to other £, norms: Teng et al. [24] analyzed
¢, robustness with Laplace noise, and Lee et al. [54] studied ¢, robustness with uniform
noise. Unified frameworks have also been proposed: Zhang et al. [23] presented an
optimization-based approach certifying ¢;, ¢,, and {., robustness; Yang et al. [3] intro-
duced methods based on level sets and differentials to bound certified radii for various
distributions and norms; Hong et al. [4] proposed a framework to approximately cer-
tify any ¢,-norm adversary with any noise. However, existing randomized smoothing
methods use fixed noise distributions (e.g., Gaussian, Laplace) applied uniformly to all
input dimensions, overlooking data heterogeneity and limiting optimal protection for

different inputs.

Data-Dependent Randomized Smoothing. Data-dependent randomized smoothing
improves certified robustness by optimizing noise distributions for individual inputs.
Most existing approaches focus on isotropic noise, typically optimizing the variance to
enlarge the certified radius. For instance, Alfarra et al. [76] optimize the Gaussian vari-
ance via gradient methods; Sukenik et al. [77] model variance as an input-dependent
function; Wang et al. [78] use grid search for variance selection. However, these meth-
ods still inject noise with identical variance across all dimensions, due to the absence

of anisotropic theory.
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Asymmetric Randomized Smoothing. Prior work has already shown that randomized
smoothing can certify anisotropic regions: ANCER [68] introduces axis-aligned ellip-
soidal certificates by scaling per-dimension noise, and RANCER [75] generalizes this
to full (rotated) covariance structures. Both frameworks derive guarantees by enforc-
ing Lipschitz constraints on the smoothed classifier and by (optionally) adapting noise
parameters per input to enlarge the certified set.

Our approach departs from the Lipschitz-based route and instead relies on an ex-
plicit linear transformation between isotropic and anisotropic noise distributions. Con-
cretely, let the isotropic guarantee certify x within radius R under noise €. For any
invertible covariance matrix X (cf. our notation in Eq. (4)), the same argument trans-
fers to the anisotropic setting by the change of variables ¢° = X6: [9]|, < R <
IZ7'6"ll, < R, so the certified region becomes an ellipsoid (or generalized ellipsoid)
parameterized by 2. This algebraic reduction preserves the original Neyman—Pearson
optimality of isotropic smoothing and avoids the typically looser (or at least not tighter)
bounds introduced by gradient/Lipschitz upper bounds used in [68, 75].

[68, 75] allow input-dependent noise but must cache those parameters to ap-
ply the same distribution for all evaluations during certification; otherwise the proof
assumptions change. Our “certification-wise” design fixes the noise after observing
the clean input and reuses it throughout the procedure, eliminating the memory-based
workaround while retaining input adaptivity at x. By replacing Lipschitz bounds with

a linear change of variables, we (1) simplify the theoretical pipeline, (ii) obtain tighter
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certificates (no gradient over-approximation), and (iii) remove the need for parameter
memorization. Empirically (Table 3.4), at radius 1.25, our method certifies 75% ac-
curacy, far exceeding ANCER (31%) and RANCER (1%). Across all large radii, we

achieve up to 182.6% improvement over these baselines.

3.8 Conclusion

In this paper, we introduce UCAN (Universally Certifies adversarial robustness with
Anisotropic Noise), a novel and flexible randomized smoothing framework that trans-
forms any isotropic noise-based scheme into schemes utilizing anisotropic noise, pro-
viding strict and theoretically grounded robustness guarantees. We also propose a
unified and customizable noise customization framework with three methods for fine-
tuning anisotropic noise in classifier smoothing. Extensive and comprehensive evalua-
tion of the proposed method on MNIST, CIFAR10, and ImageNet confirms that UCAN
substantially enhances the certified robustness of existing randomized smoothing meth-
ods. By enabling flexible and dimension-aware noise design, UCAN opens new possi-

bilities for certified defense in more complex and heterogeneous data domains.



Chapter 4

Certifiable Black-Box Attacks with Randomized Adversarial

Examples: Breaking Defenses with Provable Confidence

Black-box adversarial attacks have demonstrated strong potential to compromise ma-
chine learning models by iteratively querying the target model or leveraging transfer-
ability from a local surrogate model. Recently, such attacks can be effectively mitigated
by state-of-the-art (SOTA) defenses, e.g., detection via the pattern of sequential queries,
or injecting noise into the model. To our best knowledge, we take the first step to study
a new paradigm of black-box attacks with provable guarantees — certifiable black-box
attacks that can guarantee the attack success probability (ASP) of adversarial examples
before querying over the target model. This new black-box attack unveils significant
vulnerabilities of machine learning models, compared to traditional empirical black-
box attacks, e.g., breaking strong SOTA defenses with provable confidence, construct-
ing a space of (infinite) adversarial examples with high ASP, and the ASP of the gener-
ated adversarial examples is theoretically guaranteed without verification/queries over

the target model. Specifically, we establish a novel theoretical foundation for ensuring

78
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the ASP of the black-box attack with randomized adversarial examples (AEs). Then,
we propose several novel techniques to craft the randomized AEs while reducing the
perturbation size for better imperceptibility. Finally, we have comprehensively evalu-
ated the certifiable black-box attacks on the CIFAR10/100, ImageNet, and LibriSpeech
datasets, while benchmarking with 16 SOTA black-box attacks, against various SOTA
defenses in the domains of computer vision and speech recognition. Both theoretical

and experimental results have validated the significance of the proposed attack.

4.1 Introduction

Machine learning (ML) models have achieved unprecedented success and have been
widely integrated into many practical applications. However, it is well known that
minor perturbations injected into the input data are sufficient to induce model misclas-
sification [91]. Many state-of-the-art (SOTA) adversarial attacks [91, 92, 93, 94, 95,
96, 97, 98, 99, 100, 101, 102] have been proposed to explore the vulnerabilities of a
variety of ML models. Wherein, the stringent black-box attack is believed to be closer
to real-world security practice [93, 103].

In black-box attacks, the adversary only has access to the target ML model’s out-
puts (either prediction scores or hard labels). Through iteratively querying the target
model, the adversary progressively updates the perturbation until convergence. Existing
black-box attack methods primarily utilize gradient estimation [97, 98, 104, 105, 106],

surrogate models [103, 107, 108, 109], or heuristic algorithms [99, 101, 110, 111, 112]
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to generate adversarial perturbations. Although these attack algorithms can empirically
achieve relatively high attack success rates (e.g., on CIFAR-10 [28]), their query pro-
cess is shown to be easy to detect or interrupt due to the minor perturbation changes
and high reliance on the previous perturbation [113, 114, 115, 116]. For example,
“Blacklight” [113] can achieve 100% detection rate on most of the existing black-
box attacks by checking the similarity of queries; some “randomized defense” meth-
ods [114, 115, 116, 117, 118] inject random noise to the inputs, outputs, intermedi-
ate features or model parameters such that the performance of existing black-box at-
tacks can be significantly degraded (since the query results are obfuscated to be unpre-
dictable).

To break such types of SOTA defenses [113, 114,116, 117, 118], it is challenging
to design an effective attack equipped with both high degree of randomness to bypass
the strong detection (e.g., Blacklight [113]) and high robustness to resist randomized
defense. A feasible solution is to add random noise to the adversarial example by the
adversary, but it will make the query intractable. Therefore, an innovative method is
desirable to carefully craft the adversarial example based on feedback from queries
using randomly generated inputs.

To this end, we propose a novel attack paradigm, termed Certifiable Attack, that
ensures a provable attack success probability (ASP) on the randomized adversarial ex-
amples against the equipped defenses (or no defense). Specifically, our attack strategy

integrates random noise into the queries while preserving the adversarial efficacy of
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these queries. In particular, we model the adversarial examples as a random variable
in the input space following an underlying noise distribution ¢, namely “Adversarial
Distribution”. Then, we design a novel query strategy and establish the theoretical
foundation to guarantee the ASP of the distribution throughout the crafting process. A
novel framework is also developed to find the initial Adversarial Distribution, optimize

it, and use it to sample the adversarial examples.
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Fig. 4.1: Empirical attacks vs. Certifiable attacks. (a) Certifiable attack can break the
SOTA AE detection and randomized defenses. (b) Certifiable attack uncov-
ers space-wise vulnerability rather than sample-wise vulnerability. (c) Once
certified, Certifiable Attack can generate unlimited unique AEs with a guar-
anteed minimum ASP without querying the model for verification, while the

empirical attack requires verifying the attack result of crafted AE by query.
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4.1.1 Certifiable Attacks vs. Empirical Attacks

Compared with existing empirical black-box attacks, the Certifiable Attack demon-

strates multi-faceted advantages (also see Figure 4.1):

(a)

(b)

(©

Strong attack to break SOTA defenses. The randomness in the certifiable attack
allows it to effectively bypass detection methods that rely on the similarity between
the attacker’s sequence of queries (e.g., Blacklight [113]), while traditional empir-
ical attacks often create a suspicious trajectory of highly similar perturbations. The
certifiable attack also provides a provable guarantee of success for attacks using
randomized inputs, by taking into account the equipped defense and target model,

enhancing its resistance to randomized defense [114, 115].

Adversarial space vs. Adversarial example (AE). Distinct from traditional em-
pirical adversarial attacks, which uncover model vulnerabilities with sample-wise
inputs, the Certifiable Attack seeks to explore an adversarial input space con-
structed by an Adversarial Distribution. This continuous space facilitates the gen-
eration of numerous (potentially infinite) adversarial examples with a high ASP,

thus revealing a more consistent and severe vulnerability of the target model.

Adversarial Examples (AEs) sampled from the adversarial distribution are
verification-free. Empirical attacks search AEs by iteratively querying the target
model and verifying the query outputs (the final successful AE is also used to query

over the target model; then it will be verified and recorded by the defender/target
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Table 4.1: Comparison of state-of-the-art empirical black-box attacks with certifiable

attack

Query Perturbation ASP vs. Detection on vs. i vs.
Black-box Attacks

Type Type Guarantee  Attacker’s Queries Pre-process. Defense  Post-process. Defense
Bandit [119], NES [98], Parsimonious [120], Sign [121], Square [99], ZOSignSGD [122] Score-based (.-bounded X X X v
GeoDA [123], HSJ [93], Opt [104], RayS [124], SignFlip [125], SignOPT [126] Label-based  £..-bounded X X X X
Bandit [119], NES [98], Simple [112], Square [99], ZOSignSGD [122] Score-based  £,-bounded X X X v
Boundary [101], GeoDA [123], HSJ [93], Opt [104], SignOPT [126] Label-based ~ £,-bounded x x x x
PointWise [127], SparseEvo [128] Label-based ~ Optimized x x x x
Certifiable Attack (ours) Label-based ~ Optimized v v v v

model). Instead, the certifiable attack crafts the adversarial distribution with a
guaranteed lower bound of the ASP. Due to the highly dimensional and continu-
ous input space, AEs sampled from the adversarial distribution can be considered
unique (with noise in all the dimensions) and have a negligible probability of be-
ing recorded by the defender/target model after verification. The ASP of such AEs
are theoretically guaranteed (verification-free), and they are new to the defender,

posing more challenges for mitigation.

4.1.2 Randomization for Certifiable Attacks

To pursue certifiable attacks, we theoretically bound the ASP of Adversarial Distri-
bution based on a novel way of utilizing randomized smoothing [129], a technique
achieving great success in the certified defenses with probabilistic guarantees.

The design for the randomization-based certifiable attack follows an intuitive
goal, i.e., ensuring that the classification results are consistently wrong over the distri-

bution. However, many new significant challenges should be addressed. First, existing
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theories (randomization for certified defenses, e.g., [129]) cannot be directly adapted to

certifiable attacks since they have completely different goals and settings. Second, how

to efficiently craft the Adversarial Distribution that can ensure the ASP is challenging

since it requires maintaining the wrong prediction over a large number of randomized

samples drawing from the distribution. Third, how to make the Adversarial Distri-

bution as imperceptible as possible is also challenging due to their randomness. By

addressing these new challenges, in this paper, we make the following significant con-

tributions:

1)

2)

To our best knowledge, we introduce the first certifiable attack theory based on
randomization for the black-box setting, which universally guarantees the attack
success probability of AEs drawn from different noise distributions, e.g., Gaussian,
Laplace, and Cauthy distributions, enabling a novel transition from deterministic to

probabilistic adversarial attacks.

We propose a novel certifiable attack framework that can efficiently craft certifiable
Adversarial Distribution with provable ASP and imperceptibility. Specifically, we
design a novel randomized parallel query method to efficiently collect probabilistic
query results from any target model, which supports the certifiable attack theory.
We propose a novel self-supervised localization method as well as a binary-search
localization method to efficiently generate certifiable Adversarial Distribution. We
design a novel geometric shifting method to reduce the perturbation size for better

imperceptibility while ensuring the ASP. Finally, we have validated that diffusion
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models [130] can be used to further denoise the randomized AEs with guaranteed

ASP.

3) We comprehensively evaluate the performance of the certifiable attack with differ-
ent settings on 4 datasets, while benchmarking with 16 SOTA empirical black-box
attacks, against various defenses. Experimental results consistently demonstrate
that our certifiable attack effectively breaks the SOTA defenses, including adversar-
ial detection, randomized pre-processing and post-processing defenses, as well as
adversarial training defenses (Also, Table 4.1 shows a summary of the certifiable

attack vs. SOTA black-box attacks).

4.2 Problem Definition

Threat Model: We consider designing a certifiable attack where the target model may

or may not be protected by a defense mechanism.

e Adversary: We focus on the hard-label black-box attack, where the adversary only
knows the predicted label by querying the target ML model. The adversary’s objec-

tive is to craft adversarial examples to fool the model based on the query results.

e Model Owner: The model owner pursues the model utility. We consider three dif-
ferent levels of the model owner’s knowledge and capability: 1) The model owner
has no awareness of the adversarial attacks and is not equipped with any defense;

2) The model owner is aware of the adversarial attack but has no knowledge of the
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attack method. The model owner can deploy general defense methods such as adver-
sarial training [91]; 3) The model owner is aware of the adversarial attack and has
knowledge about the attack method. The model owner can deploy adaptive defenses

that are specifically designed for the attack.

Problem Formulation: We first briefly review adversarial examples, and then formally
define our problem. Given an ML classifier f and a testing data x € R? with label y
from a label set Y = [1,---C] (where C is the number of classes). An adversary
carefully crafts a perturbation on the data x such that the classifier f misclassifies the
perturbed data x,q, i.€., f(X.q) # y under x,g, € [I1,, 1,14, where [I1,, IT,]¢ is the valid
input space. The perturbed data x4, is called adversarial example. Imperceptibility
is usually achieved by restricting the £, or £, norm of the perturbation x,, — x, or by
minimizing the magnitude of this perturbation.

In the black-box setting, an adversary can use empirical black-box attack tech-
niques (details in Section 4.5) to iteratively query the classifier f and progressively up-
date the perturbation until finding a successful adversarial example for a testing exam-
ple. However, such attack strategies have key limitations: 1) query inefficient, usually
> 100 queries per adversarial example; 2) easy to be detected by observing the query
trajectory [113, 114, 115, 116]; and 3) lack of guaranteed attack performance, i.e., can-
not provably guarantee a (un)successful adversarial example under a given budget.

We aim to address all these limitations and design an efficient and effective cer-

tifiable black-box attack in the paper. Particularly, instead of inefficiently searching
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adversarial examples one-by-one, we want to certifiably find the underlying adversarial

distribution that the adversarial examples lie on.

Definition 2 (Certifiable black-box attack). Given a classifier f : RY — Y, a clean
input x € RY with label y € Y, and an Attack Success Probability Threshold p, the cer-
tifiable attack is to find an Adversarial Distribution ¢(x’, k) with mean x" and parame-
ters k', such that data sampled from @ have at least p probability of being misclassified

(i.e., adversarial examples). That is,

andu~<p(x’,l<) [f(xadv) * y] = P (41)

S.t. Xagy € [T, TT, )9, 4.2)

Design Goals: We expect our attack to achieve the below goals.

1) Certifiable: It can provide provable guarantees on the minimum attack success

probability of the crafted adversarial examples.

2) Verification free:

It can not only verify examples to be adversarial after querying the model, but also
verify examples before the query by giving its ASP. This significantly boosts the

effectiveness of adversarial examples generation.

VIf ¢ is a Gaussian distribution, « is the standard deviation of ¢. If ¢ is a Generalized normal dis-
tribution, k = (a, b), with a and b the scale and shape parameters of ¢, respectively. Notice that, the
distribution will be applied to all the dimensions in the input, and Adversarial Distribution is a noise

distribution over the input space.
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3) Query efficient: It needs as few number of queries as possible. Fewer queries can

definitely save the adversary’s cost.

4) Bypass defenses: It can generate imperceptible adversarial perturbations that can

bypass the existing detection and pre/post-processing based defenses [113, 114, 115,
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Fig. 4.2: Overview of our certifiable black-box attack to generate certified adversarial

distribution.

4.2.1 Attack Overview

At a high level, our certifiable black-box attack can be divided into three phases. The

overview of our attack is depicted in Figure 4.2.

Phase I: Adversarial Distribution Localization. This phrase initially locates a feasi-
ble Adversarial Distribution ¢ with guarantees on the lower bound of attack success
probabilities (i.e., satisfying Eq. (4.1)). There are a few challenges. First, computing

the exact probability P[f(x,s) # y] is intractable due to the high-dimensional contin-
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uous input space. Second, due to the black-box nature, there exists no gradient infor-
mation that can be used. To address the first challenge and ensure query efficiency, we
propose a Randomized Parallel Query (RPQ) strategy that can approximate the proba-
bility and ensure multiple queries are implemented in parallel. To address the second
challenge, we design two localization strategies to enable learning a feasible adversar-
ial distribution. The first strategy adapts the existing self-supervised perturbation (SSP)
technique [109], which facilitates designing a classifier-unknown loss on a pretrained
feature extractor such that the adversarial examples/perturbations can be optimized.
The second one is based on binary search. It first randomly initializes a qualified Ad-
versarial Distribution , and then reduces the perturbation size using the binary search

algorithm. See Section 4.3.1 for more details.

Phase II: Adversarial Distribution Refinement. While successfully generating the
adversarial distribution, the adversarial examples from it often induce relatively large
perturbation sizes. This phrase further refines the adversarial distribution by reducing
the perturbation size and maintains the guarantee of attack success probability as well.
Particularly, we propose to shift the adversarial distribution close to the decision bound-
ary of the classifier. This problem can be solved by two steps: the first step finds the
shifting direction, and the second step derives the shifting distance and maintains the
guarantee. We design a novel shifting method to find the local-optimal Adversarial
Distribution by considering the geometric relationship between the decision boundary

and Adversarial Distribution. Deciding the shifting distance can then be converted to
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an optimization problem. We then propose a binary search algorithm to achieve the

goal. See Section 4.3.2 for more details.

Phase III: Adversarial Example Sampling. Phases I and II craft an Adversarial Dis-
tribution with guaranteed attack success probability, called “certifiable attack”. To
transform the Adversarial Distribution into concrete AEs, we need to sample the AE
from the Adversarial Distribution. The sampled AEs naturally maintain the certified
ASP without the need for additional model queries. Optionally, the adversary can verify
the success of these sampled AEs to ensure a successful attack, turning the certifiable
attack into an empirical attack. Specifically, the adversary can sequentially sample the
adversarial examples from Adversarial Distribution and query the target model until

finding the successful adversarial example(s).

4.3 Certifiable Black-box Attack

In this section, we present our certifiable black-box attack in detail. We first introduce
the Randomized Parallel Query strategy that estimates the lower bound probability of
being the adversarial example (Section 4.3.1). We then develop two algorithms to lo-
cate the feasible Adversarial Distribution (Section 4.3.1). Next, we propose our re-
finement method to reduce the perturbation size, while maintaining the guarantees of
attack success probability (Section 4.3.2). We also provide the theoretical analysis of

the convergence and confidence bound of the Shifting method.
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Fig. 4.3: Illustration of randomized parallel query (returning the probability Q(x") that

x" + € 1s an adversarial example).

4.3.1 Adversarial Distribution Localization
Randomized Parallel Query

As stated, computing the exact probability P[f(x,q,) # yl with x4, ~ @(x’, k) is in-
tractable. Here, we propose to estimate its low bound probability by the Monte Carlo
method. This requires the adversary to query the classifier with random instances sam-
pled from an Adversarial Distribution. By noting that random instances can be queried
efficiently in parallel, we propose the Randomized Parallel Query (RPQ) to compute

the lower bound of the attack success probability as below:

Q(X’) = @ < andv~cp(x’,l() [f(-xadv) * y]

= Perponl /(X" + € # yl. (4.3)
With a given x’, the lower bound probability p.q can be estimated via the Binomial

testing on a zero-mean distribution ¢(0, k) using Clopper-Pearson confidence interval

[22] following the Algorithm 3, where the LowerConeBounp(k, N,,, 1 — @) returns the
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Algorithm 3 Lower Bound of Attack Success Probability

Input: Mean x’ of the Adversarial Distribution ¢, classifier f, confidence level @, Monte

Carlo samples N,,, ground truth label y.
Output: The lower bound of attack success probability pady
I: e,e,....en, ~ ¢(0,k)
2: Incorrect prediction count k « 25\?’: 1[f(x" + ¢) # y]

3: return p,q, < LowerConFBounp(k, N, 1 — @)

one-sided (1 — @) lower confidence interval.
Now we can estimate p.q, given an Adversarial Distribution with known mean/location
x’. The next question is how to decide x’ to satisfy Eq. (4.1), i.e., locating the adversar-
1al distribution that includes certifiable adversarial examples (with probability at least
p)-
The simplest way is random localization, where the input x is uniformly sam-
pled from the input space [I1,, I1,]¢, e.g., [0, 1]¢, followed by the RPQ to check if Padv
is larger than p. However, random localization could not generate a good initial ad-
versarial distribution due to the high-dimensional input space. Below we propose two

practical localization methods to mitigate the issue.

Proposed Localization Algorithms

We notice the adversarial distribution localization is similar to empirical black-box at-
tacks on generating adversarial examples. Here, we propose to adapt these empirical

attack algorithms and design two localization algorithms.
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Algorithm 4 Smoothed Self-Supervised Perturbation (SSSP)

Input: Clean input x, feature extractor ¥, noise distribution ¢(0, k), maximum iterations 7.y,

perturbation budget 7, step size 1, and noise sampling number Nj.

Output: Updated mean x” of Adversarial Distribution

2: forn =1 to n,,, do

3 LX)« N% IMUFC +6) - Fx+ ekl & ~ ¢
4: X «— x' +nsgn(VyL)

5: X « Clip(x', x—n, x+m)

6: X« Clip(x’, 0.0, 1.0) (if x is an image)

7: return x’

Smoothed Self-Supervised Localization: To better locate the Adversarial Distribu-
tion, we propose to adapt the self-supervised perturbation (SSP) technique [109]. Specif-
ically, SSP generates generic adversarial examples by distorting the features extracted
by a pre-trained feature extractor on a large-scale dataset in a self-supervised manner.
The rationale is that the extracted (adversarial) features can be transferred to other clas-
sifiers as well.

As our attack uses RPQ, we compute the feature distortion over a set of random

samples from the Adversarial Distribution. Formally,

x = arg max EevponlllF (X" +€) = F(x + e)ll2]

St — x|l 7 4.4)
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Algorithm 5 Smoothed SSP for Certifiable Attack Localization
Input: Clean input x, feature extractor 7 (-), RPQ function Q(-), smoothed SSP algorithm

SSSP(-) (Algorithm 4), initial perturbation budget 7., step size y, ASP Threshold p,
maximum iterations Ny.

Output: Mean x’ of Adversarial Distribution ¢, number of RPQs g.

I X =x,m=mpi, N=0,g=0

2: while O(x") < pand N < N, do

3: N«N+l,g—qg+l,ne—nm+y

4: X «—SSSPX', F, n)

9,1

: if Q(x') < p then
6: return Abstain
7: else

8: return x’ and ¢

where ¥ is a pre-trained feature extractor. The perturbation budget n is initially
set to a small value and later increased in multiple attempts of localization, ensur-
ing that smaller perturbations are identified first. This optimization problem can be
solved via the Projected Gradient Ascent method [91]. Let the adversarial loss be
L) = Ec,lllF (X + €) — F(x + e)ll.]. Then we can locate the Adversarial Distri-
bution via iteratively update x” with X' = x" + n sgn(V, L), where sgn(-) is the sign
function, and n denotes the step size. The details for localizing the Adversarial Distri-

bution are summarized in Algorithms 4 and 5.

Binary Search Localization: Another method is to randomly initialize the location
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Algorithm 6 Binary Search for Certifiable Attack Localization
Input: Clean input x, RPQ function Q(-), ASP Threshold p, random search iterations N,, and

binary search iteration N, error tolerance €.
Output: Mean of initial Adversarial Distribution x’, number of RPQs g.
I:n=0,m=0,g=0,x"=x
2: while OQ(x') < pandn < N, do
3:  x’ ~ Uniform([0, 1]9)
4: q—q+1,
5: if n > N, then return Abstain

6: while m < Ny and ||x’ — x*|, < Q do

7: if Q(%) > p then
. _ *+ i

8: X =AE

9 else

10: Xt = T

11: return x’

of Adversarial Distribution such that p,,, > p, and then reduce the gap between paa
and p, as well as the perturbation via binary search. The algorithm is presented in
Algorithm 6. This method is efficient in reducing the perturbation size once the feasible
Adversarial Distribution 1is found by random search. Figure 4.6 and 4.7 visualize
some X,4, during the crafting process for both Binary Search Localization and SSSP

Localization.
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4.3.2 Adversarial Distribution Refinement

Though our localization algorithms can find an effective Adversarial Distribution, our
empirical results found the perturbation size can be large (See Table 4.4.4). This oc-
curs possibly because the pretrained feature extractor is too generic and the generated
adversarial perturbation is suboptimal for our target classifier. To mitigate the issue, we
propose to reduce the perturbation by refining the Adversarial Distribution while still
maintaining the condition Eq. (4.1).

Our key observation is that the optimal perturbation is achieved when the ad-
versarial example is close to the decision boundary of the target classifier. Hence, we
propose to shift the Adversarial Distribution until intersecting the decision boundary,

thereby locating the locally optimal point on that boundary.

Certification for Adversarial Distribution Shifting

We propose a theory on shifting the Adversarial Distribution while maintaining the
attack success probability. We denote ¢(x” + 9, k) as a shifted distribution for the Ad-
versarial Distribution ¢(x',k) by a shifting vector 6. Then, the shifted Adversarial

Distribution ensures the ASP if ¢ satisfies the condition presented in Theorem 6.

Theorem 6. (Certifiable Adversarial Distribution Shifting) Let f be a classifier, € be
the noise drawn from any continuous probability density function ¢(0, k). Let p be the

predefined attack success possibility threshold. Denote p.q, as the lower bound of the

attack success probability. For any X' satisfies



97

PLA(Y +€) # Y] 2 paa = Q) = p, (4.5)

PLf(x" + 0 + €) # y] > p is guaranteed for any shifting vector 6 when

O, [0 (paa)] = p (4.6)

where ®~' is the inverse cumulative density function (CDF) of the random variable

(6=0,K) : (€,6)
“":TK;‘, and @, the CDF of random variable wfej—g,l()’

Proof. See detailed proof in Appendix 7.12.1. O

Theorem 6 ensures the minimum attack success probability if Eq. (4.5) and Eq.
(4.6) hold while without querying ¢(x" + d,k). Eq. (4.5) requires finding a x" such
that the RPQ on samples of ¢(x’, k) returns a p.» = p, and Eq. (4.6) ensures any
¢ meeting this condition will not reduce the attack success probability of the shifted
Adversarial Distribution below p. Further, Theorem 6 works for any continuous noise
distributions, e.g., Gaussian, Laplace, Exponential, and mixture PDFs. We also present
the case when the noise is Gaussian in Corollary 11.1 in Appendix 7.12.2. It shows the
shifting perturbation ¢ should satisfy ||6]|, < o-[d)‘l(@) — @~ !(p)], where ®~! is the

inverse of Gaussian CDF.

Obtaining Refined Adversarial Distribution

Since the Adversarial Distribution can be shifted by any ¢ satisfying Eq. (4.6), we

propose to shift it toward the clean input with the maximum ¢ that does not break the
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Fig. 4.4: Illustration of geometrically shifting.

guarantee. By iteratively executing the RPQ and applying the Theorem 6, the Adver-
sarial Distribution can be repeatedly shifted with a guarantee until approaching the
decision boundary (where pu = p).

The problem of shifting the Adversarial Distribution to reduce the perturba-
tion can be solved by two steps: first finding the shifting direction, and then deriving
the shifting distance while maintaining the guarantee. Here, we design a novel shifting
method to find the locally optimal Adversarial Distribution by considering the geomet-
ric relationship between the decision boundary and the Adversarial Distribution, which
is called “Geometrical Shifting”. Specifically, through using the noisy samples of Ad-
versarial Distribution to “probe” the decision boundary, we shift the RandAE along
the decision boundary and towards the clean input until finding the local optimal point
on the decision boundary (see Figure 4.4 for the illustration). If none of the noisy
samples can approach the decision boundary, we simply shift the Adversarial Distribu-

tion directly toward the clean input without considering the decision boundary.
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Algorithm 7 Shifting Direction

Input: Mean of the Adversarial Distribution x', clean input x, vectors {v'}, a vector u, maxi-
mum iteration M, updating step size 1’.

Output: The shifting direction w

[

: Initialize w with random noise

2: if {v'} is empty then

4: else

5: for j=1to M do

6: we—w+n sgn[Vw(Zf.‘:1 sin(vf, w) + cos(u, w))]
7: W o

[lell2
8: return w

Finding the Shifting Direction: The geometrical relationship is presented on the right-
hand side of Figure 4.4. Denote x’ as the mean of the current Adversarial Distribution.
When sampling the adversarial examples from the Adversarial Distribution, we mark
the failed adversarial examples as x}r, xi, . xi, e xﬁ, aka., “samples fell into the origi-
nal class”. The normalized vector from x’. to x’ is denoted as v'. The normalized vector
from x’ to x is denoted as u. If the Adversarial Distribution has no samples crossing the
decision boundary, then we can shift the Adversarial Distribution straight toward the
clean input (along the direction of ) until it intersects the decision boundary, otherwise,

the shifting should be along the decision boundary but not cross it (without changing

the certifiable attack guarantee). Note that the input space is high-dimensional, thus



100

Algorithm 8 Shifting Distance

Input: Mean of Adversarial Distribution x’, noise distribution ¢, randomized query function

0O(-), the shifting direction algorithm S D(:) (Algorithm 7), error threshold e, ASP Threshold
p.

Output: The shifting perturbation §

I: we SD(x), Pady < o)

2: find a scalar a such that 6 = aw and ®+[®:1(@)] >p

3: find a scalar b such that 6 = bw and CD+[CD:1(@)] <p

4: while (D+[CD21(@)] <por>p+eandn < Ny do

5: if ©,[®Z'(paay)] > p then

6: a«— —(a;b)

7: else

8: b« —(“erb)

9: 69Dy nen+l

2

10: return 6

there could be many directions along the decision boundary. To reduce the perturba-
tion, the direction should be similar to the vector u as much as possible. Based on these
geometric analyses, the goals of the geometrical shifting can be summarized as: The
shifting direction should lie relatively parallel to the direction of u; and be relatively
vertical to the vectors v'.

Formally, denoting the shifting direction as w, then the goal of finding the shifting
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Algorithm 9 Certifiable Attack Shifting

Input: Mean of Adversarial Distribution x’, noise distribution ¢, randomized query function

0(-), shifting distance algorithm SuiFt(-) (Algorithm 8), distance threshold e, ASP Thresh-
old p, max iteration Ny,.

Output: The shifted mean x’

1t pady < 0", 6 « Surrr(x’),n =0

2: while p,4, > p and ||0]|; > e; and n < N, do

3: X — X' +86, paay — Q(x'), 6 «— SHIFT(X),n — n+ 1
4: if ||x" — x|l < 1|6]|> then return x
5: return x’

direction can be formulated as:
koo
w = arg max Z'_l sin(v', w) + cos(u, w) @.7

where sin(-) and cos(-) denote the sine and cosine function, and Eq. (4.7) can be solved

via the gradient ascent algorithm.

Calculating the Shifting Distance: The shifting distance can be determined by maxi-
mizing ||6]|, that satisfies the constraint of Eq. (4.6), i.e., when the equality holds. We
use binary search to approach the equality and the Monte Carlo method to estimate the

CDF of random variable “";E(:Z’f ) and apfe(j—’(;(l)’ similar to [4]. Algorithm 7, 8, and 9 show

the details of finding the shifting direction, shifting distance, and the shifting process,

respectively.

Convergence Guarantee and Confidence Bound: Any 6 computed by Algorithm 8

will satisfy the certifiable attack guarantee since it strictly ensures @, [®~'(pa4)] > p.
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Further, with a centralized noise distribution, the shifting algorithm is guaranteed to

converge once the located Adversarial Distribution 1is feasible.

Theorem 7. Ifthe PDF of noise distribution ¢(x) decreases as the |x| increases, with the
satisfaction of Eq. (4.5), given any direction vector w, the Shifting Distance algorithm
guarantees to find 5 such that ®, [~ (Paar)] = p with confidence (1 -a)(1 - 2o 2Nub?y2.
where (1 — a) is the confidence for of estimating paa, Nu is the Monte Carlo samples,

and A is the error bound for the CDF estimation.

Proof. See detailed proof in Appendix 7.12.3. O

4.3.3 Discussions on Our Attack

Realizing Our Certifiable Attack: Our certifiable attack does not have extra require-
ments on realization compared to empirical black-box attacks. To implement our attack,
we only need to predefine a continuous noise distribution and a threshold of certified
attack success probability. The adversary then adds the noise sampled from the distri-
bution to the inputs and queries the target model. Then, Adversarial Distribution can

be crafted by RPQ and our theory.

Randomized Query vs. Deterministic Query: The proposed randomized query re-
turns a probability over a batch of inputs with injected random noises, while the tradi-
tional query returns a deterministic output (score or hard label) from the target model.
This probability return may provide more information that better guides the attack. In

addition, the randomized queries can be executed in parallel for query acceleration. See
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results in Section 4.4.3.

Imperceptibility with Diffusion Denoiser: The certifiable adversarial examples sam-
pled from Adversarial Distribution are noise-injected inputs that still might be per-
ceptible when the noise is large. We can further leverage the recent innovation for
image synthesis, i.e., diffusion model [130], to denoise the adversarial examples for
better imperceptibility. The key idea is to consider the noise-perturbed adversarial ex-
amples as the middle sample in the forward process of the diffusion model [85, 86].
This is shown to improve the imperceptibility and the diversity of the adversarial ex-
amples. More technical details are shown in Appendix 7.13 and results in Table 7.7 in

Appendix 7.14.4.

Extension to Certifiable White-Box Attack: Our certifiable attack can be readily ex-
tended to the white-box setting by adapting/designing a white-box localization method.
Specifically, the Smoothed SSP localization method can directly compute the gradi-
ents of the noise-perturbed examples rather than leveraging the feature extractor, which
may significantly improve the certified accuracy of the certifiable attack. In our experi-
ments, when leveraging the PGD-like white-box attacks as the localization method, the
certified accuracy can be increased to 100% for ResNet and CIFAR10, compared to the

92.54% certified accuracy in the black-box setting.

Extension to Targeted Certifiable Attack: Our attack design focuses on the untar-
geted certifiable attack. It can also be generalized to the targeted attack setting, where

we require the majority of the noise-perturbed inputs to be certifiably misclassified to
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a specific target label. However, we admit it would be more challenging to find a suc-

cessful Adversarial Distribution in this scenario.

Attacks under Adaptive Blacklight: The defender might design an adaptive coun-
termeasure, such as an adaptive blacklight defense, to mitigate certified attacks. For
instance, the defender could attempt to eliminate randomness by assuming the noise
distribution is known. However, this approach presents several challenges: 1) The de-
fender would need detailed knowledge about the attack’s design, including the noise
distribution, which is often an impractical assumption. 2) Even if the noise distribu-
tion were known, the sampled adversarial examples would remain random, making it

difficult to accurately estimate the center of the noise distribution.

4.4 Evaluations

We comprehensively evaluate our certifiable black-box attack in various experimental

settings. Particularly, we would like to study the following research questions:

e RQ1: How effective is the learnt Adversarial Distribution? Particularly, how large

is the probability of samples from it being successful adversarial examples?

e RQ2: Can our certifiable attack outperform empirical attacks in terms of attack ef-

fectiveness and query efficiency?

e RQ3: How effective is our attack to break SOTA defenses?
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Table 4.2: Summary of Experiments

Experiments Dataset Model Reference
CIFAR10 VGGl16 Table 7.8
CIFAR10 ResNet110 Table 7.9
CIFAR10 ResNext29 Table 7.10
Comparison with CIFARI10 WRN28 Table 7.11
empirical attacks CIFAR100 VGGl6 Table 7.12
against Blacklight detection CIFAR100 ResNet110 Table 7.13
CIFAR100 ResNext29 Table 7.14
CIFAR100 WRN28 Table 7.15
ImageNet ResNet18 Table 4.3
CIFARI10 VGGl16 Table 7.16
CIFAR10 ResNet110 Table 7.17
CIFAR10 ResNext29 Table 7.18
Comparison with CIFAR10 ‘WRN28 Table 7.19
empirical attacks against CIFAR100 VGG16 Table 7.20
RAND pre-processing defense CIFAR100 ResNet110 Table 7.21
CIFAR100 ResNext29 Table 7.22
CIFAR100 ‘WRN28 Table 7.23
ImageNet ResNet18 Table 4.4
CIFAR10 VGG16 Table 7.24
CIFARI10 ResNet110 Table 7.25
CIFAR10 ResNext29 Table 7.26
Comparison with CIFAR10 ‘WRN28 Table 7.27
empirical attacks against CIFAR100 VGGI16 Table 7.28
CIFAR100 ResNet110 Table 7.29
CIFAR100 ResNext29 Table 7.30
CIFAR100 WRN28 Table 7.31
ImageNet ResNet18 Table 4.5
Comparison with empirical attack CIFARI10 ResNet110 (£2)
Table 4.6
against adversarial training CIFAR10 ResNet110 (foo)
CIFAR10 ResNet110
Ablation: CA vs. Table 4.7
ImageNet ResNet50

different noise variance
LibriSpeech ECAPA-TDNN Table 7.32

CIFAR10 ResNet110
Ablation: CA vs. Table 4.8
ImageNet ResNet50
different p

LibriSpeech ECAPA-TDNN Table 7.33
CIFAR10 ResNet110

Ablation: CA vs. different Table 4.9
ImageNet ResNet50

Localization/Shifting
LibriSpeech ECAPA-TDNN Table 7.34

Ablation: CA CIFAR10 ResNet110
Table 4.10
vs. different noise PDF ImageNet ResNet50
Ablation: CA w/ and w/o CIFARI0 ResNet110
Table 7.7
Diffusion Denoise ImageNet ResNet50
CA vs. Feature Squeezing CIFAR10 ResNet110 Figure 7.9
CA vs. Adaptive Denoiser CIFAR10 ResNet110 Table 4.11

CA vs. Rand. Smoothing CIFARI10 ResNet110 Table 7.6
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e RQ4: What is the impact of the design components and their hyperparameters on

our attack?

Accordingly, we first assess the empirical attack success possibility of the Adver-
sarial Distribution in Section 4.4.2. Then, we evaluate our certifiable attack on various
models with defenses while benchmarking with empirical black-box attacks in Section
4.4.3. In Section 4.4.4, we conduct ablation studies to explore in-depth our certifiable

attack. All sets of experiments are summarized in Table 4.2 for reference.

4.4.1 Experimental Setup

Datasets and Models. We use three benchmark datasets for image classification: CI-
FAR10/CIFAR100 [28] and ImageNet [29]. CIFAR10 and CIFAR100, both consisting
of 60, 000 32x32 color images split into 10 and 100 classes, respectively. ImageNet is a
large-scale dataset with 1, 000 classes. The training set contains 1,281, 167 images and
the validation set contains 50, 000 images (resized to 3224 x224). we use VGG [131],
ResNet [36], ResNext [132], and WRN [133] as the target model. We use a pre-trained
ResNet34 on ImageNet as the feature extractor (in the Smoothed SSP localization). We
also test our attacks on the audio dataset LibriSpeech [134] for the speaker verification

task, and results are shown in Appendix 7.14.5.

Baseline Attacks. We compare our certifiable (hard label-based) black-box attack with
SOTA black-box attacks including 7 hard label-based black-box attacks: GeoDA [123],

HSJ [93], Opt [104], RayS [124], SignFlip [125], SignOPT [126], and Boundary [101];
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and 7 score-based black-box attacks: Bandit [119], NES [98], Parsimonious [120],
Sign [121], Square [99], ZOSignSGD [122], Simple attack [112]. As our method does
not constrain the perturbation budget but minimizing the perturbation, we also com-
pare with two similar attacks: SparseEvo [128] and PointWise [127]. We evaluate
our attack with both SSSP localization and binary-search localization. For optimized-
based attacks, we limit the AEs in the valid image space. For a fair comparison with
optimization-based attacks, the perturbation budget for £,-bounded attacks are set to 0.1
for €., and 5 for ¢, on CIFAR10 and CIFAR100, while on ImageNet, they are £, = 0.1
and ¢, = 40. The maximum query limits are 10,000 for CIFAR10 and CIFAR100 and

1,000 for ImageNet. We evaluate 1,000 randomly selected images for each dataset.

Defenses. We select 4 SOTA defenses against black-box attacks for evaluation: Black-
light detection [113], Randomized pre-processing defense (RAND-Pre) [114], Ran-
domized post-processing defense (RAND-Post) [115], and Adversarial Training based
TRADES [135]. Blacklight has recently proposed to mitigate query-based black-box
attacks by utilizing the similarity among queries. It has been shown to detect 100%
adversarial examples generated in multiple attacks. RAND-Pre and RAND-Post re-
spectively add noise to the inputs and prediction logits to obfuscate the gradient es-
timation or local search. TRADES has demonstrated SOTA robustness performance

against adversarial attacks by training on adversarial examples.

Metrics. We use the below metrics to evaluate all compared attacks.

e Model Accuracy: the model accuracy under attack and defense.
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Number of RPQ (# RPQ): the number of the randomized parallel query for certifi-

able attack.

Number of Query (# Q): the total number of queries for empirical attack. For our
method, it is equal to Monte Carlo Sampling Number X # RPQ + additional queries

for sampling from the Adversarial Distribution.

Certified Accuracy@p: the certified accuracy at the ASP Threshold p. It is the
percentage of the testing samples that have the certified ASP at least p, e.g., a 95%
certified accuracy with ASP Threshold p = 90% means the adversary can guarantee

to have 90% probability to attack successfully for 95% testing samples.

¢, Perturbation Size (Dist. ¢,): ¢, distance between the adversarial example x4,

and the clean input x, i.e., ||x,qz — Xl|>-

> Mean Distance (Mean Dist. ¢,): ¢, distance between the mean x’ of Adversarial

Distribution and clean input x, i.e., ||x" — x]|,.

Detection Success Rate (Det. Rate): the detection success rate of Blacklight detec-

tion.

Average # Queries for Detection (# Q to Det.): the average number of queries

before Blacklight detects an AE.

Detection Coverage (Det. Cov.): the percent of queries in an attack’s query se-

quence that Blacklight identified as attack queries.
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Parameters Settings. There exist many parameters that may affect the performance
of our certifiable attack. For instance, the Monte Carlo sampling number, the attack
success probability p, and the family of the adversarial distribution and its parameters.
If not specified, we set Monte Carlo sampling number to be 50, p = 10%, and use
Gaussian distribution with variance o = 0.025. We will also study the impact of these
parameters in Section 4.4.3. All the parameter details are summarized in Table 7.5 in
Appendix 7.14.1.

Experimental Environment. We implemented a PyTorch library? including 16 black-
box attacks, 4 defenses, 6 datasets, and 9 models by integrating several open-source
libraries®. The experiments were run on a server with AMD EPYC Genoa 9354 CPUs

(32 Core, 3.3GHz), and NVIDIA H100 Hopper GPUs (80GB each).

4.4.2 Verifying the Adversarial Distribution

We first assess the ASP of the crafted Adversarial Distribution. Specifically, given
an ASP Threshold p and the certified Adversarial Distribution ¢(x', k), we randomly
sample 1,000 examples x,;, ~ @(x’, k), and query the model. We visualize the query
results for 4 certified Adversarial Distributions with different p using 2D t-SNE* [136].
We also report the provable lower bound of ASP pug, and the empirical ASP in Figure

4.5. It validates that the sampled AEs ensure the minimum ASP via the Adversarial

2 The codes are available at https://github.com/datasec-lab/CertifiedAttack
3 BlackboxBench, pytorch image classification, Blacklight, SparseEvo, and TRADES

# t-SNE reduces the prediction logits of the random samples to 2-dimension.


https://github.com/datasec-lab/CertifiedAttack
https://github.com/SCLBD/BlackboxBench.git
https://github.com/hysts/pytorch_image_classification
https://github.com/huiying-li/blacklight
https://github.com/SparseEvoAttack/SparseEvoAttack.github.io.git
https://github.com/yaodongyu/TRADES
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Fig. 4.5: t-SNE visualization of adversarial example sampling from the adversarial dis-

tribution.

Distribution, and the Adversarial Distribution lies on the decision boundary.

4.4.3 Attack Performance against SOTA Defenses

In this section, we evaluate our certifiable attack and empirical attacks against the 4

studied SOTA defenses.
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Attack Performance under Blacklight Detection [113]

We use the default setting from [113] with a threshold of 25. The results are presented
in Table 4.3 and Tables 7.8-7.15 in Appendix 7.14. We have the following key observa-
tions: 1) Our certifiable attack consistently circumvents Blacklight with 0% detection
success rate, and 0% detection coverage on all settings. This indicates that none of the
queries from our attack are detected. In contrast, existing black-box attacks are highly
susceptible to Blacklight, with most achieving a 100% detection success rate on vari-
ous datasets and models. Even the most resilient attack, as shown in Appendix 7.14,
Table 7.12, attains an 86.5% detection success rate on the CIFAR100 dataset using
the VGG16 model. 2) With the strong ability to bypass the detection, our certifiable
attack still maintains top attack performance on all the datasets and models such that
the model accuracy can be attacked to 0% with moderate ¢, perturbation size and few
queries. The high attack accuracy and low detection rate of certifiable attacks stem
from the randomness of Adversarial Distribution and the guarantee of the attack suc-

cess probability.

Attack Performance under RAND-Pre [114]

We follow [114] to inject the Gaussian noise with standard deviation 0.02 to the query
(in the input space). The experimental results are presented in Table 4.4 and Tables
7.16-7.23 in Appendix 7.14. Based on a comprehensive analysis of all results, it is evi-

dent that the RAND-Pre consistently reduces the attack success rate of existing black-
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Table 4.3: Attack performance under Blacklight detection on ResNet and ImageNet

(Clean Accuracy: 67.9%)

Query Pert. Det. #Q Det. Model Dist.
Attack #Q

Type Type Rate% toDet. Cov.%  Acc. 123
Bandit Score  {w 100.0 1.0 64.2 1.9 25 2542
NES Score  { 100.0 10.3 17.3 7.0 337 8.28
Parsimonious Score  {w 100.0 2.0 96.7 3.8 282 25.24
Sign Score  {w 100.0 2.0 91.5 0.5 126 25.50
Square Score oo 100.0 2.0 66.9 0.0 14 25.54
70SignSGD Score s 100.0 2.0 50.2 12.5 322 8.53
GeoDA Label 100.0 1.0 88.9 5.1 151 17.99
HSI Label /o 100.0 7.3 94.9 35.6 212 9.82
Opt Label /o 99.9 8.4 81.4 61.2 646  0.98
RayS Label s 100.0 44 83.5 42 260 29.63
SignFlip Label 100.0 8.5 70.3 44 148  27.64
SignOPT Label /(o 99.9 8.4 69.8 55.9 570 1.32
Bandit Score b 100.0 1.0 99.5 1.7 431 9.60
NES Score % 100.0 10.2 32.8 61.2 571 045
Simple Score %) 100.0 1.0 99.9 53.6 883  0.88
Square Score %) 100.0 2.0 68.8 0.0 16  26.30
Z0SignSGD Score 0 100.0 2.0 524 65.1 531  0.30
Boundary Label %) 100.0 7.2 76.3 37.9 60 11.63
GeoDA Label 2 100.0 1.0 89.3 39 181 19.14
HSI Label 0 100.0 7.3 934 11.4 255 22.21
Opt Label % 100.0 8.5 67.9 412 610 16.71
SignOPT Label 2 99.9 8.4 62.9 36.7 485 17.54
PointWise Label Opt. | 100.0 1.0 99.8 0.0 920 13.53
SparseEvo Label Opt. | 100.0 1.0 99.9 0.0 1000  7.68
CA (sssp) Label Opt. 0.0 00 0.0 1.4 148 13.74
CA (bin search) Label Opt. 0.0 o 0.0 0.0 603  33.14
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Table 4.4: Attack performance under RAND Pre-processing Defense on ResNet and

ImageNet (Clean Accuracy: 67.0%)

Query Perturbation

Attack #Query Model Acc. Dist. £,
Type Type
Bandit Score loo 10 6.7 25.26
NES Score loo 428 49.8 10.26
Parsimonious Score loo 243 62.7 25.12
Sign Score loo 116 40.6 25.20
Square Score lo 27 10.4 24.96
Z0SignSGD Score loo 428 494 10.36
GeoDA Label loo 150 40.0 18.08
HSJ Label loo 232 58.5 8.76
Opt Label loo 905 69.4 0.44
RayS Label lo 235 47.9 28.14
SignFlip Label loo 46 52.8 13.06
SignOPT Label loo 394 59.1 0.39
Bandit Score 0 583 58.2 12.99
NES Score %) 341 66.8 0.43
Simple Score 0> 258 67.2 0.10
Square Score 123 18 13.6 25.96
Z0SignSGD Score 2 249 67.3 0.28
Boundary Label 0 38 49.2 15.12
GeoDA Label %) 149 474 17.70
HSJ Label 0 225 55.7 14.30
Opt Label 0 1000 58.2 12.28
SignOPT Label %) 406 522 15.41
PointWise Label  Optimized 942 54.6 16.90
SparseEvo Label  Optimized 1000 61.7 11.33
CA (sssp) Label  Optimized 154 1.7 13.98
CA (bin search) | Label Optimized 603 0.0 32.16
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box attacks. Specifically, the defense reduces the average attack success rate of empiri-
cal black-box attacks from 92% to 30% on CIFAR10, from 95% to 29% on CIFAR100,
and from 69% to 25% on ImageNet, respectively. However, our attack still achieves the
average attack success rate of 93%, 99%, and 99% respectively on the three datasets un-
der RAND-Pre. Further, we highlight that, with RAND-Pre applied across all datasets
and models, the average ¢, perturbation size and number of queries in our certifiable
attack decrease by 4.2% and 2.1%, respectively. This intriguing observation matches
our findings in Section 4.4.4 where a larger variance leads to smaller £, mean distance
and # RPQ in the certifiable attack. This is because the Gaussian noise injected by
the defense (e.g., ¢, ~ N(0,v)) is added to the adversary’s noise (e.g., & ~ N(0,u)),
leading to a larger variance v + u and hence further enhancing our attack.

Attack Performance under RAND-Post [115]

We follow [115] to inject the Gaussian noise with standard deviation 0.2 to the out-
put logits of each query (applied to both hard label-based and score-based attacks).
The experimental results are presented in Table 4.5, and Tables 7.24-7.31. Similarly,
we find that RAND-Post can strongly degrade the average attack success rate of hard
label-based empirical attacks from 84% to 41% on CIFAR10, from 89% to 45% on
CIFAR100, and from 60% to 24% on ImageNet, respectively. On the other hand, it
moderately degrades the average attack success rate of score-based empirical attacks

from 100% to 91% on CIFARI10, from 100% to 95% on CIFAR100, and from 72%
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Table 4.5: Attack performance under RAND Post-processing Defense on ResNet and

ImageNet (Clean Accuracy: 68.0%)

Query Perturbation

Attack #Query Model Acc. Dist. £,
Type Type

Bandit Score loo 17 2.7 25.51
NES Score loo 378 18.6 9.53
Parsimonious Score loo 253 479 25.46
Sign Score loo 124 8.1 25.81
Square Score lo 18 0.8 25.44
Z0SignSGD Score loo 376 214 9.71
GeoDA Label loo 143 38.6 17.62
HSJ Label loo 212 52.7 8.82
Opt Label loo 1000 65.3 0.67
RayS Label lo 243 43.9 28.09
SignFlip Label loo 86 47.2 15.44
SignOPT Label loo 412 63.6 0.64
Bandit Score 0 596 6.0 13.96
NES Score 0 344 59.7 0.44
Simple Score 0> 241 58.9 0.10
Square Score 123 23 0.4 26.46
Z0SignSGD Score 0 275 61.4 0.29
Boundary Label % 24 48.0 12.64
GeoDA Label %) 146 40.6 16.89
HSJ Label 0 238 49.5 14.59
Opt Label % 1000 539 12.62
SignOPT Label %) 411 46.3 15.96
PointWise Label  Optimized 969 55.1 16.01
SparseEvo Label  Optimized 1000 66.7 9.10
CA (sssp) Label  Optimized 147 14 13.70
CA (bin search) | Label  Optimized 603 0.0 32.67
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to 62% on ImageNet. The discrepancy between label-based and score-based empirical
attacks may stem from variations in the richness and smoothness of the query infor-
mation. The loss value (score), providing a smoother evaluation, is less susceptible to
noise interference and discloses finer-grained details. In contrast, labels are more likely
to be impacted by injected noise, resulting in more randomized query outcomes. How-
ever, our hard-label certifiable attack shows strong resilience against RAND-Post, by
maintaining the average attack success rate at 93%, 99%, and 99% on CIFAR10, CI-
FAR100, and ImageNet, respectively. This advantage over empirical attacks, particu-
larly the label-based ones, originates from Randomized Parallel Querying—It precisely

assesses query results with a lower bound of the ASP.

Attack Performance under TRADES [135]

We consider both £, and ¢, perturbations to generate adversarial examples, and TRADES
respectively uses ¢, or £, adversarial examples for adversarial training. We set the per-
turbation size to be £, = 0.1 and ¢, = 5, following [135]. We then evaluate all attacks
against TRADES. The results on CIFAR10 are presented in Table 4.6°. We observe our
attack requires much less query number than the empirical attacks. Also, our attack can
achieve 100% attack success rate (with the binary search localization), but at the cost

of a relatively larger perturbation size.

3 It is computationally intensive and time-consuming to train TRADES on CIFAR100 and ImageNet
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Table 4.6: Attack performance under TRADES Adversarial Training on ResNet and

CIFARI10
Query Pert. Dist.
Defense  Attack #Query Model Acc.
Type  Type 1)
Bandit Score lo 1601 10.2 432
NES Score  {u 1474 27.4 2.27
Parsimonious Score lo 630 53 4.35
Sign Score lo 439 4.4 4.37
Square Score  lw 854 5.7 4.39
Z0SignSGD Score  {u 1196 37.0 2.21
¥ g
E 2| GeoDA Label (o | 1358 419 1.99
&
St
= .
= ? HSJ Label (o 2149 36.5 1.92
Tt 3
£ 2 op Label £, | 1871 730 019
>
] =
< S | RayS Label s 721 73 429
SIS
SignFlip Label (o 2240 24.4 3.36
SignOPT Label (& 832 69.3 0.15
PointWise Label  Opt. 3460 9.3 4.38
SparseEvo Label  Opt. 8691 9.1 5.10
CA (sssp) Label Opt. 548 21.2 4.29
CA (bin search) | Label Opt. 412 9.8 6.31
Bandit Score > 860 1.5 2.44
NES Score ) 3535 9.5 0.99
Simple Score 5 4062 2.1 1.29
Square Score & 991 4.6 2.95
Z0SignSGD Score 0 3505 15.1 0.77
¥ R
g ;‘ Boundary Label 5 771 40.7 1.19
= § GeoDA Label 0 1506 14.3 2.85
e §
s
g i HSJ Label 0 1332 5.1 3.53
>
= =
< § Opt Label 6 2890 41.6 2.39
)
SignOPT Label 0 1766 33.6 2.76
PointWise Label  Opt. 4845 0.6 5.36
SparseEvo Label  Opt. 9697 0.4 6.03
CA (sssp) Label  Opt. 809 20.4 6.06
CA (bin search) | Label Opt. 461 0.0 8.18
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4.4.4 Ablation Study

In this section, we explore in-depth our certifiable attack—we study its performance
with varying noise variances, ASP thresholds, localization and shifting methods, and
noise PDFs. We mainly show results on the image datasets and defer results on the

audio dataset to Appendix 7.14, where similar performance can be observed.

Attack Performance on Different Noise Variances

Table 4.7 shows the performance of our attack with varying noise variances used in ¢.
We have the following key observations: 1) As the variance increases, the ¢, perturba-
tion size increases, since larger variance results in larger noise. 2) The £, mean distance
tends to decrease as the variance increases. This could be because that larger variance
covers a larger decision space, and without moving the mean far away from the clean
input, we can easily find a large portion of adversarial samples under the distribution
with a large variance. 3) As the variance increases, the number of RPQ decreases. This
is because the larger variance usually leads to a larger shifting step. It takes fewer itera-
tions to move to the decision boundary when the variance increases. 4) Finally, a larger
certified accuracy means that it is easier to determine the Adversarial Distribution. The
results on CIFAR10 show that it is easier to find a small area of adversarial examples
than a large area of adversarial examples. On ImageNet, we observe nearly 100% cer-
tified accuracy, which means it is relatively easy to find the adversarial examples on

datasets with a large number of classes (since 999 out of 1, 000 classes in ImageNet are



119

Table 4.7: Attack performance of our certifiable attack with varying Gaussian noise

variances o (p = 90%)

o Dist. £, Mean Dist. £, #RPQ Certified Acc.
0.10 | 7.39 3.96 18.34 94.17%

g 0.25 | 12.95 2.34 14.35 91.21%
0.50 | 19.41 0.43 11.38 90.00%
0.10 | 41.80 16.78 32.55 99.80%

Eﬂ 0.25 | 87.47 16.78 17.02 99.60%
0.50 | 135.47 2.27 8.31 100.00%

all false classes) or with high feature dimension.

Attack Performance on Different ASP Thresholds

We study the relationship between the performance of our attack and the ASP threshold,
and Table 4.8 shows the results. As p increases, so do the ¢, perturbation size, the ¢,
mean distance, and the number of RPQ. On one hand, a larger p means it requires more
adversarial examples to fall into the false classes. When the noise variance is fixed,
the mean of the Adversarial Distribution should be further away from the decision
boundary to allow more adversarial examples to fall into the false classes. On the
other hand, the smaller p results in a larger shifting distance, which depends on the gap
between p and puq, (see the Gaussian-case of Theorem 6 in Appendix 7.12.2). With

a larger shifting distance, the required number of RPQ can be fewer. We also observe
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Table 4.8: Attack performance of our certifiable attack with varying p under the Gaus-

sian variance o = 0.25

p Dist. £, Mean Dist. £, #RPQ Certified Acc.

50% | 12.65 1.63 9.34 97.17%
60% | 12.72 1.86 11.09 95.85%

E 70% | 12.80 2.05 11.94 94.72%

£

O | 80% | 12.87 2.18 12.37 93.17%
90% | 12.95 2.34 14.35 91.21%
95% | 13.09 2.65 15.93 90.37%
50% | 85.88 9.89 12.85 100.00%
60% | 86.20 11.30 13.63 100.00%

% 70% | 86.45 12.64 14.33 100.00%

2

E 80% | 87.03 14.64 16.02 100.00%
90% | 87.47 16.78 17.02 99.60%
95% | 88.42 19.98 19.81 100.00%

that a smaller p results in a higher certified accuracy on CIFARI10, since a smaller
p allows more “failed” adversarial examples. On ImageNet, the certified accuracy is
consistently ~ 100%, no matter p’s value. This might still because it is much easier to

find adversarial examples with a much larger number of classes.
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Table 4.9: Attack performance of our certifiable attack on different localiza-

tion/refinement algorithms (o = 0.25, p = 90%)

Localization | Refinement | Dist. £, Mean Dist. £, #RPQ Cert. Acc.
SSsp none 11.46 1.35 2.30 92.54
binary search none 11.29 0.34 9.07 92.54
random geo. 11.80 1.73 67.53 92.54
Sssp geo. 11.20 0.49 3.70 91.54
binary search geo. 11.28 0.27 10.08 92.53

Attack Performance on Different Localization/Refinement Algorithms

In this experiment, we compare our proposed Smoothed SSP and binary-search lo-
calization methods with the random localization baseline; and compare our proposed
geometric shifting method with a no-shifting baseline. Results are shown in Table 4.9.
We observe that the combination of the localization and refinement methods yields the
smallest perturbation size, i.e., the smallest Dist. £, and Mean Dist. £,. This demon-
strates that they are both effective in improving the imperceptibility of adversarial ex-

amples.

Visualization. We also visualize the adversarial examples x,,, while crafting the Certi-
fiable Attack for Binary-search Localization (Figure 4.6) and SSSP Localization (Fig-
ure 4.7). It shows that when o = 0.025, both the Binary-search and SSSP-based cer-
tifiable attack can craft imperceptible perturbations. The difference is that the binary
search method starts from a random x” and requires more # RPQ to update the Adversar-

ial Distribution, while the SSSP can easily find an initial Adversarial Distributionwith
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Clean Input Xaay @H#RPQ =1 x44, @#RPQ =2 x44, @#RPQ =3 x4q, @ #RPQ =4 - Final x44,
Fig. 4.6: Visualization of successful adversarial examples crafting by certifiable attack

with binary-search localization

Clean Input Xqdv @ #RPQ =1 Final x4,

Fig. 4.7: Visualization of successful adversarial examples crafting by certifiable attack
with SSSP localization (SSSP requires fewer # RPQ)

small perturbation and thus requires fewer # RPQ.



123

Attack Performance on Different Noise Distributions

Our attack can use any continuous noise distribution to craft the Adversarial Distri-
bution. Besides the Gaussian noise distribution, in this experiment, we also evaluate
the performance of our certifiable attack using other noise distributions including the
Cauthy distribution, Hyperbolic Secant distribution, and general normal distributions.
Note that we adjust the parameters in these distributions to ensure consistent variances
for a fair comparison.

The results are presented in Table 4.10, and the noise distributions are plotted
in Figure 7.10 in Appendix. On both datasets, we observe the ¢, perturbation size is
decreasing while the ¢, mean distance is increasing as the PDF of the noise distribution
is more centralized. This result may share a similar nature with results in Table 4.7—
when the adversarial samples are more widely distributed, they tend to fall into an
adversarial class (the majority of all classes). It is hard to determine which distribution

is better since there is a trade-off between the perturbation size and the number of RPQ.

4.4.5 Defending against Our Certifiable Attack

In this subsection, we discuss potential defenses and mitigation strategies against our
attacks.

Noise Detection based Defenses: Our certifiable attack injects noise into the adversar-
ial examples. Here, we suppose the adversary is aware of the noise injection and designs

a detection method by training a binary classifier to distinguish the noise-injected in-
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Table 4.10: Attack performance of our certifiable attack with different noise distribu-

tions
Distribution Density Parameter |lell*/d | Dist. £, Mean Dist. £, #RPQ Certified Acc.

Gaussian o g/l a=025 0.25 12.95 2.34 14.35 91.21%
- Cauthy o #ﬂz a = 0.01969 0.25 7.82 4.87 32.77 94.12%
% Hyperbolic Secant o sech(|z/al) a=0.1592 0.25 12.51 243 14.59 91.67%
© General Normal (b = 1.5) | «e¥a" | 4=02909,5=15| 025 12.74 2.37 14.15 91.39%
General Normal (b = 3.0) | o e7K/a a=04092,b=3 0.25 13.16 2.38 14.15 91.25%
Gaussian o gFlal a=025 0.25 87.47 16.78 17.02 99.60%
- Cauthy o« :;faz a = 0.01969 0.25 46.18 23.94 59.94 99.60%

5]
En Hyperbolic Secant oc sech(|z/al) a=0.1592 0.25 85.57 21.29 20.89 99.80%
. General Normal (b = 1.5) | o e/aP a=02909,b=1.5 0.25 86.69 19.05 17.58 99.80%
General Normal (b = 3.0) | o eF/a a=04092,b=3 0.25 88.51 15.58 14.99 100.00%

puts and clean inputs. Specifically, the defender (i.e., model owner) uses ResNet110 (as
powerful as the target model) to train a noise detector to distinguish the inputs with and
without noise. The experimental results show the noise detection rate can be as high as
99% with the noise variance o = (.5, which means this detector can be used as a strong
defense against our certifiable attacks with a larger noise. However, this defense does
not work when the noise scale is smaller (i.e., oo = 0.025), where the detection rate is
less than 1%. Especially, the adversary may design a novel method to hide this noise in
the image texture, e.g., using the diffusion model for denoising, which may circumvent

the detection.

White-Box Adaptive Defenses against Our Attack: We assume the model owner

knows the noise distribution used by our attack and performs a “white-box” defense.
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Table 4.11: White-box adaptive defense against our attack (o0 = 0.25, p = 90%) on

CIFARI10

Defense Para. | Dist. £/, Mean Dist. £, #RPQ Cert. Acc.

oy =0.10 9.99 7.73 34.11 87.51%
oy =0.25 15.40 10.21 29.80  88.31%
oq=0.50 20.46 8.11 26.52  86.56%

Particularly, it applies a denoiser to eliminate the injected noise, so that the adversarial
examples can be restored to clean inputs. The denoiser can be deployed as a pre-
processing module and is pre-trained by the model owner. Specifically, we use a U-Net
structure [137] as the denoiser and denote it as 9. Then, the loss function for the
training is

EenoonlllDCx + €) = xll + [ /(D(x + €)) = f(X)ll2] (4.8)

Taking Gaussian noise as an example (e.g., the model owner knows the Gaussian
variance oo = 0.25 used in the certifiable attack), we train the denoiser to eliminate
Gaussian noise with oo = 0.25 while evaluating the certifiable attack with Gaussian
noise generated by different o~. Table 4.11 shows the results. We can observe that this
defense can significantly degrade the performance of a certifiable attack. Notably, by
choosing the same variance o as the adversary, the adaptive defense can increase the

Mean Dist. ¢, significantly. However, the certified accuracy is still near 90%.
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4.5 Related Work

Adversarial Attack. It aims to mislead learnt ML models by perturbing testing data
with imperceptible perturbations. It can be divided into white-box attacks [91, 92, 96,
138, 139] and black-box attacks [93, 97, 97, 98, 99, 101, 101, 103, 104, 105, 106,
107, 108, 109, 110, 111, 112, 140], per the access that the adversary holds. White-box
attacks have full access to the model parameters, and can leverage the gradient of the
loss function w.r.t. the inputs to guide the adversarial example generation. Instead,
black-box attacks only know the outputs (in the form of prediction scores or labels) of
a target model via sending queries. It is widely believed that black-box attack is more
practical in real-world scenarios [93, 103, 141]. Therefore, we focus on the black-box

attacks in this paper.

Black-Box Attack. Existing black-box attack methods can be classified into three
types: gradient estimation based [97, 98, 104, 105, 106, 142, 143], surrogate models
based [103, 107, 108, 109], or local search based algorithms [99, 101, 110, 111, 112].
Gradient estimation based attack is mainly based on zero-order estimation since the
true gradient is unknown [97]. Surrogate model-based methods first perform white-box
attacks on an offline surrogate model to generate adversarial examples, and then use
these generated adversarial examples to test the target model. The attack performance
largely depends on the transferability of such generated adversarial examples. Local
search-based methods craft adversarial examples by searching the effective perturbation

direction, e.g., Boundary Attack [101] traverses the decision boundary to craft the least
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imperceptible perturbations.

All existing black-box attacks rely on querying the target model until finding a
successful adversarial example or reaching the maximum number of queries. However,
none of them can ensure the success rate of the adversarial examples that have not been
queried. Further, they are shown to be easily detected/removed via adversarial detection

and randomized pre/post-processing-based defenses.

Empirical Defense. It defends against adversarial attacks without guarantees. Empir-
ical defenses against white-box attacks can be roughly categorized into four classes.
Gradient-masking defenses [144, 145, 146] modify the model inference process to ob-
stacle the gradient computation. Input-transformation defenses [147, 148, 149, 150,
151, 152] use pre-processing methods to transform the inputs so that the malicious ef-
fects caused by the perturbations can be reduced. Detection-based defenses [153, 154,
155, 156, 157] identify features that expect to separate adversarial examples and clean
examples, and train a binary classifier to detect adversarial examples. Another branch
of works [113, 158, 159, 160] detects the adversarial examples based on the similarity
of the queries, demonstrating high detection accuracy in practice. Among these, Black-
light [113] has shown supreme detection performance without assumptions on the user
accounts. These three types of defenses show certain effectiveness when they target
specific known attacks, but can be broken by adaptive attacks [65]. Lastly, adversar-
ial training-based defenses [91, 161, 162, 163] have achieved the SOTA performance

against adaptive attacks. The main idea is to augment training data with “adversarial
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examples”, but they are reassigned the correct label. As to defend against black-box at-
tacks, RAND-Post [115], RAND-Pre [114], Adversarial Training based TRADES [91],
and Blacklight [113] are the SOTA in each category. Thus, we evaluated our certifiable

attack under these defenses.

Certified Defense. Certified defense [4, 164, 165, 166, 167, 168] was proposed to
guarantee constant classification prediction on a set of adversarial examples. Recently,
randomized smoothing (RS) [129] has achieved great success in the certified defense
since it is the first method to certify arbitrary classifiers of any scale. Specifically, RS
can guarantee the prediction if the perturbation is bounded by a distance in {,-norm,
i.e., certified radius [2, 4, 129, 169]. RS adds noise from a distribution (e.g., Gaussian)
to the inputs and uses hypothesis testing to quantify the prediction probability. Then the
bound on the perturbations (usually a £, norm constraint) for ensuring the consistent
prediction is derived. This method is widely used in certified defense to ensure con-
sistent and correct prediction under attack. However, in this paper, we propose to use
this method to ensure consistent and wrong prediction on the Adversarial Distribution,

resulting in a reliable and strong certifiable attack.

4.6 Conclusion

Certifiable attack lays a novel direction for adversarial attacks, enabling the transi-
tion from deterministic to probabilistic adversarial attacks. Compared with empiri-

cal black-box attacks, certifiable attacks share significant benefits including breaking
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SOTA strong detection and randomized defense, revealing consistent and severe ro-
bustness vulnerability of models, and guaranteeing the minimum ASP for numerous

unique AEs without verifying via the query.



Chapter 5

SoK: Prompt Security on Large Language Models

Large Language Models (LLMs) have rapidly become integral to real-world applica-
tions, powering services across diverse sectors. However, their widespread deployment
has exposed critical security risks, particularly through jailbreak prompts that can by-
pass model alignment and induce harmful outputs. Despite intense research into both
attack and defense techniques, the field remains fragmented: definitions, threat mod-
els, and evaluation criteria vary widely, impeding systematic progress and fair com-
parison. In this Systematization of Knowledge (SoK), we address these challenges
by (1) proposing a holistic, multi-level taxonomy that organizes attacks, defenses, and
vulnerabilities in LLM prompt security; (2) formalizing threat models and cost as-
sumptions into machine-readable profiles for reproducible evaluation; (3) introducing
an open-source evaluation toolkit for standardized, auditable comparison of attacks and
defenses; (4) releasing JAILBREAKDB, the largest annotated dataset of jailbreak and
benign prompts to date; and (5) presenting a comprehensive evaluation and leaderboard
of state-of-the-art methods. Our work unifies fragmented research, provides rigorous

foundations for future studies, and supports the development of robust, trustworthy

130
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LLM:s suitable for high-stakes deployment.

5.1 Introduction

Large Language Models (LLMs) have rapidly transitioned from academic research to
core components of real-world applications, especially since the emergence of high-
profile foundation models such as OpenAl’s GPT series [170, 171], Google Gem-
ini [172], Meta Llama [173, 174], Anthropic Claude [175], Alibaba Qwen [176, 177,
178], and Doubao [179]. Today, LLLMs are deployed across an unprecedented range
of sectors—from web search and code assistants to legal, educational, and healthcare
domains—reaching hundreds of millions of end users globally. Their adoption has ush-
ered in a new era of Al-powered services, but also surfaced serious safety and security
risks. A rapidly growing body of work shows that carefully crafted jailbreak prompts
can bypass alignment constraints and induce models to generate sensitive, illegal, or
toxic content. Alarmingly, recent studies report success rates exceeding 90% on flag-

ship models such as GPT-4, Claude 3, and DeepSeek-R1 [180, 181, 182, 183].

Fragmented progress. The urgent need to secure these widely deployed models has
led to a surge of research on both attacks and defenses. In just the past two years, schol-
ars have developed a diverse arsenal of attack strategies, including token-flipping [180],
task-overload [181], multi-turn derailment [182], evolutionary prompt search [183],

and even image-based exploits targeting multimodal models [184]. Meanwhile, de-
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fenses have proliferated as well—ranging from heuristic filters and sparsity-based run-
time mitigations [185], to retrieval-augmented prompt decomposition [186], ensemble
detection frameworks such as MoJE [187], reinforcement learning-based alignment,
and architectural interventions like KV-cache eviction.

However, despite this rapid progress, research in the area remains highly frag-
mented. Most works are developed and evaluated in isolation, each introducing its own
threat definitions, cost assumptions, datasets, and evaluation metrics—often incompat-
ible with those of others. This heterogeneity makes it difficult, if not impossible, to
fairly compare the effectiveness or generality of different defenses. As a result, the
community lacks a clear understanding of which methods are robust, under what con-
ditions they succeed or fail, and how to make principled progress toward secure and
trustworthy LLMs.

Recognizing these gaps, the research community has begun to take steps toward

a more unified and systematic understanding of LLM jailbreak attacks and defenses.

Partial attempts at systematisation. Several recent surveys—such as those by Yi
et al [188], Fan et al. [184], and Esmradi et al. [189]—have begun to map the land-
scape of attacks and defenses. In parallel, benchmarks like JailbreakZoo [190], Jail-
breakBench [191], and MMJ-Bench [192] have provided important footholds for re-
producibility. However, despite these valuable efforts, several fundamental challenges

remain unresolved:
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1. Limited threat coverage. Most resources over-represent early DAN-style single-
turn exploits, leaving token-level, chain-of-thought, and multimodal attacks under-

explored.

2. Metric drift and opacity. Success is variously reported as raw jailbreak rate,
compliance likelihood, policy-violation score, or undefined “toxicity”—making

apples-to-apples comparison difficult.

3. Data sparsity and missing metadata. Public corpora rarely annotate prompts
with attacker capability, required knowledge of system prompts, or execution

cost, hindering detection and interpretability research.

4. Taxonomy—evaluation disconnect. No prior effort couples a principled threat
classification with open, executable tooling that enforces uniform cost, knowl-

edge, and access assumptions across both attacks and defenses.

These structural gaps limit our ability to systematically compare approaches and
to track meaningful progress. To address these challenges and move the field toward a
more unified foundation, this Systematization of Knowledge (SoK) makes the follow-

ing contributions:

1. Holistic taxonomy. We propose a comprehensive, multi-level taxonomy that sys-
tematically organizes both attacks and defenses based on (i) attacker or defender

capability, (ii) the specific model vulnerabilities being exploited or protected, and
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(iii) the underlying threat objectives—thereby unifying and extending prior clas-

sification efforts.

. Declarative threat models. Our work formalizes commonly used but often im-
plicit assumptions—such as attack budget, query limits, and side-channel ac-
cess—into explicit, machine-readable profiles that serve as the backbone for con-

sistent and reproducible evaluation.

. Open evaluation toolkit. We introduce a modular and extensible platform that
enables any combination of (MODEL, ATTACK, DEFENSE) to be instantiated, executed,
and evaluated. The toolkit logs costs, safety, and utility scores with full auditabil-

ity, supporting rigorous empirical comparisons.

. JAILBREAKDB. We present the largest curated corpus to date of both jailbreak
and benign prompts, annotated with lightweight features across seven groups,
including linguistic, syntactic, semantic, pragmatic, safety risk, behavioral, and
metadata. Experiments show that even simple classifiers trained on these features

can match the performance of dedicated detectors such as GradSafe [193].

. Comprehensive evaluation and leaderboard. We provide a unified evaluation
of state-of-the-art attacks, defenses, and leading LLLMs, accompanied by an up-
to-date leaderboard. This systematic assessment uncovers a range of insightful
observations and actionable findings regarding the strengths and limitations of

current approaches.
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By releasing our taxonomy, open-source evaluation toolkit, and richly annotated
dataset, we transform fragmented anecdotal findings into a rigorous, comparable, and
extensible science of LLM robustness. We hope this foundation will catalyze progress
toward verifiably aligned language models—and, crucially, support the development
of defenses robust enough for the fast-paced, high-stakes environments of real-world

deployment.

5.2 Systematic Literature Review

The goal of this literature review and taxonomy is to provide a comprehensive overview
of the rapidly evolving field of LLM jailbreak attacks, defenses, and revealing the LLM
security vulnerability, helping the researchers understand the current landscape and the

diversity of approaches being developed.

5.2.1 Scope and Overview of the Taxonomy

This work introduces three taxonomies that approach the field of LLM prompt secu-
rity from distinct yet complementary perspectives: Taxonomy I covers jailbreak attack
techniques, Taxonomy II addresses defense methodologies, and Taxonomy III sum-
marizes inherent vulnerabilities in large language models. Each taxonomy aims to pro-
vide a systematic and comprehensive framework for organizing current research and
facilitating consistent analysis.

Taxonomy I: Jailbreak Attack Technologies. Taxonomy I adopts a two-level organi-
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zational principle. At the highest level, attacks are classified according to their under-
lying threat model, which reflects the adversary’s capabilities and assumptions—such
as black-box or white-box access to the model. Within each threat model, attacks are
further organized by technical methodology.

Recognizing the complexity of real-world attacks, we decompose the landscape

into a set of atomic technical units: minimal, actionable components that represent the
core tactics used in the literature. These atomic units are not mutually exclusive—many
attacks employ multiple tactics in parallel or series, and the boundaries between units
can be fluid or overlapping. Our taxonomy, therefore, serves as a compositional frame-
work that captures both the breadth and depth of jailbreak technologies, rather than im-
posing rigid categories. This approach enables systematic annotation and comparison,
and helps to clarify how different techniques may be combined or extended. Detailed
classification guidelines and an overview of the taxonomy are provided in Section 5.2.3
and Figure 5.1.
Taxonomy II: Jailbreak Attack Technologies For defenses, we adopt a similar two-
step approach, based on the intended goal and implementation strategy: we first classify
defenses by their primary goal—either detection or prevention—and then further sub-
divide each group based on the methodologies employed. This approach enables fair
comparison and systematic analysis of defense strategies. See Section 5.2.4 and Figure
5.2.

Taxonomy III: LLM Vulnerabilities Notably, a significant class of attacks specifi-
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cally exploits intrinsic vulnerabilities in LLLMs to bypass guardrails; for these, we also

present a taxonomy of LLM vulnerabilities. See Section 5.2.5 and Figure 5.3.

Table 5.1: Integrated comparison of representative jailbreak literature (survey / bench-

mark / dataset)
Taxonomy (citation) Year Survey/Review Benchmark/Eval Dataset released Attack coverage Defense coverage Text-only LLM VLM included Threat-model axis Notes
Jin et al. [190] 2024 's - - v v - ' - 7 flat “types”
Yietal [188] 2024 v - - v v v - - Black/white-box split
Xu et al. [194] 2024 v v - v v v - - 9 attacks / 7 defenses
Esmradi er al. [189] 2023 's - - v v - - - Gen-Al broad scope
Inie et al. [195] 2023 v - - v - v - - Grounded-theory interviews
Shayegani et al. [196] 2023 v - - v v v - v Vulnerability-centric
Gupta et al. [197] 2023 v - - v v - - - Cyber-security view
Ours 2025 v v v ' ' v - v Multi-layer taxonomy + leaderboard

Comparison with Prior Taxonomies. Compared with previous taxonomies such as
Jin et al. [190], Yi et al. [188], Xu et al. [194], Esmradi et al. [189], Inie et al. [195],
Shayegani et al. [196], and Gupta et al. [197], our taxonomy adopts a more system-
atic and fine-grained approach. Specifically, we focus exclusively on text-to-text LLMs
and introduce a multi-dimensional framework that separates threat models from attack
methodologies, while also providing a parallel, structured taxonomy for defenses and
a dedicated ontology of LLLM vulnerabilities. This structure allows for more precise
classification and mapping between attacks, defenses, vulnerabilities, and benchmarks,
facilitating a comprehensive and extensible analysis of the field. For a detailed compar-

ison with representative prior surveys, please refer to Table 5.1.
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5.2.2 Key Concepts and Threat Model

This section defines the terminology and threat modeling assumptions used through-
out the survey. Unless otherwise noted, the discussion primarily concerns the textual
components of LLMs and their corresponding guardrail mechanisms, though the ter-
minology and assumptions may also extend to the language-processing modules within

multi-modal models.

Core Concepts. Throughout this survey, the following terminology is employed.
Guardrails (or safety filters) refer to policies, system messages, or automated clas-
sifiers enforced at inference time to constrain model behaviour. A jailbreak prompt
denotes an input specifically crafted to induce the LLM to violate these guardrails or its
instruction hierarchy. Access settings are categorized as black-box, gray-box, or white-
box: in the black-box setting, the attacker is restricted to input-output interactions with
no knowledge of the model’s internal mechanisms; the gray-box setting permits partial
visibility, such as access to auxiliary signals (e.g., confidence scores, log probabili-
ties, or limited feedback); in the white-box setting, the attacker enjoys full access to
the model’s parameters, architecture, training data, and internal computations, includ-
ing gradients. Attacks may be single-turn (occurring within one round of dialogue) or

multi-turn (spanning multiple rounds of dialogue).

Attacker Model Dimensions. The attacker model is defined by several dimensions,

including the attack goal (e.g., policy violation, sensitive information extraction, system
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instruction hijacking, or tool abuse), the level of knowledge (black-box, gray-box, or
white-box access as described above), and capability (such as permitted query budget,
granularity of context control, or access to additional external LLMs). Additional fac-
tors include the stealth requirement (the extent to which detection evasion is necessary,
ranging from static filter evasion to dynamic, runtime detector evasion), interaction pat-
tern (single-turn, multi-turn, or indirect injection, where the latter involves malicious
prompts embedded in upstream content), and resource budget (constraints on tokens,

computation, time, or monetary cost).

Defender Model Dimensions. The defender model is specified by the defense goal
(detection, prevention, or refusal), deployment layer (model input, model modifica-
tion, or model output), level of knowledge on attacks (known or unknown attack), and
adaptivity (static rules, dynamic online learning, or proactive self-red-teaming). The
resource budget includes permissible latency, additional inference calls, or human-in-

the-loop involvement.
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Jailbreak Attack
Techniques

I 1. Black-box Jailbreak Attack I 2. White-box Jailbreak Attack I

I I I | !—I—I

1.1 Prompt 1.2 Black-box 1.3 LLM-Assisted 1.4 Multi-Turn 1.5 Leveraging Model 2.1 Model 2.2 White-box
Modification timization Techniques Techniques Vulnerab Modification timization
1.1.1 Obfuscation 1.2.1 Heuristic 1.3.1 LLM- 1.4.1 Multi-Turn 1.5.1 Leveraging 2.1.1 Malicious 2.2.1 Prefix/Suffix
and Encoding Algorithms Generated Attacks Contextual Attacks Behavior Vulnerabilities Fine-Tuning Mani ion
1.1.2 Substitution 1.2.2 Gradient 1.3.2 Multi-Agent 1.4.2 Gradual 1.5.2 Learning 2.1.2 Parameter 2.2.2 Gradient-
and Synonyms Estimation Collaboration Escalation M Exploits Modification Based Optimization
1.1.3 Decomposition 1.2.3 Reinforcement 1.3.3 Surrogate 1.5.3 Decoding and 2.1.3 Disabling
Learning Models Sampling Strategy Safety
Exploits M, i
1.1.4 Intent
Concealment 1.5.4 Defensive 2.1.4 Backdoor
Mechanism Bypass Insertion

Fig. 5.1: Overview of Taxonomy I: Jailbreak Attack Techniques

5.2.3 Taxonomy I: Jailbreak Attack Techniques

We categorize jailbreak attacks primarily based on their underlying threat model, dis-
tinguishing between black-box attacks, where adversaries interact with the model solely
through its input-output interface, and white-box attacks, where adversaries have access
to the model’s internal parameters or training process.
I.1 Black-box Jailbreak Attack

Black-box jailbreak attacks encompass adversarial strategies that seek to by-
pass LLM safety mechanisms solely through external interactions, without access to
model internals such as weights, gradients, or architecture details. Attackers operate
by probing the model via its public interface—relying on input-output behavior and
feedback—to iteratively craft prompts or strategies that induce undesired or harmful
outputs. This paradigm includes techniques such as prompt modification, heuristic
and reinforcement learning-based optimization, LLM-assisted prompt generation, and

multi-turn manipulation, collectively revealing the limits of external safety controls and



141

the generalization capacity of LLMs against real-world adversaries.
I.1.1 Prompt Modification Techniques

Prompt modification techniques encompass a family of black-box attack strate-
gies that directly alter the content or structure of input prompts to circumvent safety
filters in large language models (LLMs), while maintaining the underlying malicious

intent.

I.1.1.1 Obfuscation and Encoding
Definition: The Obfuscation and Encoding class comprises black-box jailbreak attacks
that systematically transform malicious prompts to evade safety filters while retaining
semantics for LLMs. This category includes four key subclasses: (1) Character Alter-
ation, such as typos, leet speak, or homoglyphs; (2) Encoding and Encryption, using
Base64, ROT13, hexadecimal, binary, or custom ciphers; (3) Multilingual Transfor-
mation, including translation or language mixing to obscure disallowed content; and
(4) Code and Markup Language Transformation, where requests are reframed as code,
markup, or embedded in comments and strings. Unlike simple text perturbations, these
methods exploit LLMs’ symbolic reasoning and pattern recognition abilities, bypassing
filters that focus on natural language or surface-level cues.

Recent literature establishes that such attacks, including cipher-based prompts,
data structure encoding, and rare-token permutations, reliably bypass safety systems in
state-of-the-art models like GPT-4 [198, 199]. Extensions to multimodal and clinical

contexts reveal that obfuscated cues—such as Unicode, tiny fonts, or code-wrapped
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instructions—subvert LLM-supported decisions [200, 201]. Automated attacks via
prompt flipping and multi-level encoding have been systematically codified, highlight-
ing the models’ inability to generalize alignment to encoded modalities [180, 202].
Recent multilingual studies demonstrate that translating prompts into non-English lan-
guages (especially low-resource ones) can significantly weaken safety filters in LLMs,
enabling both unintentional and intentional jailbreaks, and that mitigation remains chal-
lenging even with advanced models like GPT-4 [203, 203]. Multi-turn, ciphered, or
delimiter-free attacks further demonstrate that symbolic obfuscation is both universal
and stealthy, revealing that current guardrails fail to anticipate the models’ proficiency
in de-obfuscation and code reasoning [204, 205]. These works underscore a fundamen-
tal mismatch between pattern-based filtering and the general computation abilities of
LLMs, necessitating future safety efforts to target non-natural input modalities and to

automate semantic de-obfuscation.

1.1.1.2 Substitution and Synonyms

Definition: Substitution and Synonyms refers to the strategic replacement of sensi-
tive words, phrases, or prompt components with alternatives—such as synonyms, eu-
phemisms, paraphrases, or code words—to bypass input filters and safety mechanisms,
while preserving the original semantics.

In the literature, Substitution & Synonyms is established as a key prompt modifica-
tion tactic for black-box LLM jailbreaks. Automated synonym and phrase replace-

ment—demonstrated by SurrogatePrompt [206], latent jailbreak benchmarks [207],
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and large-scale empirical studies [208]—enables attackers to bypass filters with minor
linguistic changes. Advanced strategies further leverage semantic constraints and opti-
mization, generating transferable and high-similarity triggers that evade detection [209,
210]. Overall, substitution-based attacks form an adaptive subclass that fundamentally

challenges input-based defenses, especially the keyword filters.

1.1.1.3 Decomposition

Definition: Prompt decomposition attacks break down a malicious request into smaller,
innocuous components, which are then systematically recombined—either implicitly or
explicitly—by the model to achieve the harmful intent.

Prompt decomposition bypasses LLM safety by splitting harmful queries into
syntactically or semantically benign sub-prompts, which are then recombined by the
model to achieve the original intent. Representative works, including DrAttack and
RL-based frameworks like PathSeeker and DRA [211, 212], use syntactic parsing, in-
context learning, and iterative feedback to automate sub-prompt generation and ag-
gregation, significantly boosting attack effectiveness. Chain-of-Jailbreak generalizes
this approach to multimodal models, demonstrating high bypass rates for toxic content
construction [213]. Theoretical studies reveal that decomposition exposes composi-
tional leakage, which evades input/output-based censorship [214]. Enhanced by obfus-
cation methods such as euphemization, distractor injection, or context-driven summa-
rization [215, 216], prompt decomposition outperforms basic payload splitting [217]

and remains robust against advanced defenses relying on perplexity or anomaly detec-
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tion [218].

1.1.1.4 Intent Concealment

Definition: Intent concealment refers to the strategy of hiding malicious intent behind
neutral or innocuous language to evade detection. Typical techniques include framing
disallowed requests as academic or research inquiries, embedding harmful objectives
within legitimate contexts or narratives, and employing hypothetical or fictional scenar-
10s.

Recent literature on intent concealment demonstrates a range of prompt mod-
ification strategies that camouflage harmful intent. Notably, sequential masking and
incremental synthesis, as in Imposter.Al [215], diffuse toxicity by staging benign sub-
questions that are later combined. Role-play, narrative, and scenario-based disguises [197,
219] detach illicit intent by reframing prompts as part of storytelling, research, or hu-
mor. Distraction-based techniques (e.g., Tastle [220]) manipulate model focus by em-
bedding concealed objectives within larger benign tasks. Methods like IntentObfusca-
tor [201] directly synthesize ambiguity and leverage complex linguistic alterations to

evade both automated and manual detection.

1.1.2 Black-box Optimization

Black-box Optimization techniques encompass a broad family of black-box meth-
ods that iteratively search the prompt space using non-gradient, feedback-driven strate-
gies—such as heuristics, gradient estimation, and reinforcement learning—to discover

prompts capable of bypassing LLM safety filters without requiring internal model ac-
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I.1.2.1 Heuristic Algorithms

Definition: The heuristic algorithms class encompasses black-box jailbreak methods
that leverage iterative, often population-based or random, search strategies—such as
genetic algorithms, evolutionary approaches, random search, and metaheuristics—to
explore the discrete prompt space without access to model gradients. These algorithms
optimize adversarial prompts by evaluating candidate generations through fitness func-
tions, typically based on embedding similarity, harmfulness, and stealth, with the core
objective of efficiently bypassing LLLM safeguards where direct gradient signals are
unavailable or uninformative.

A substantial body of literature establishes and refines this paradigm. OpenS-
esame [221] first adapts genetic algorithms for prompt suffix generation, demonstrating
that black-box heuristic search can yield universal, transferable adversarial prompts.
Subsequent works—such as AutoDAN [183], Semantic Mirror Jailbreak (SMJ) [210],
AutoJailbreak [222], and BlackDAN [223]—advance this framework via improved ini-
tialization, crossover, mutation, and evaluation mechanisms, introducing multi-objective
optimization and Pareto-dominance to balance harmfulness, semantic alignment, and
detectability. Lightweight methods such as random search [224, 225], discrete coor-
dinate ascent [226], and greedy tree-search [227] further enrich the heuristic toolkit,
revealing new vulnerabilities and attack pathways. Collectively, these studies show

that heuristic algorithms uniquely combine practical black-box applicability, extensi-
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bility, and transferability, with continual innovations in fitness shaping and prompt ini-
tialization (e.g., [228]) driving ongoing progress and shaping the evolving adversarial

landscape.

I.1.2.2 Gradient Estimation Methods

Definition: Gradient estimation techniques aim to enable optimization-based adversar-
ial prompt engineering for black-box jailbreak attacks, where direct access to model
gradients is unavailable. By approximating gradient directionality through queries or
surrogate models, these methods facilitate systematic search for adversarial prompts,
typically using strategies such as finite differences or proxy-driven estimation in the
discrete token space.

Recent works have advanced the use of gradient estimation for efficient black-
box adversarial prompt attacks. PAL [229] leverages surrogate models to approximate
gradients and employs sophisticated candidate ranking, enabling scalable and low-cost
attacks against commercial LLM APIs with strong transferability. Discrete gradient
estimation methods such as RAL [230] and variants that use finite-difference or score-
based queries further demonstrate that query-efficient, token-level directional search
significantly outperforms random or evolutionary baselines. Extensions to multimodal
settings, including attacks on diffusion and T2I models [231, 232], confirm the broad
applicability of gradient estimation. Key insights include the method’s efficiency and
transferability, but also highlight vulnerabilities such as perplexity-based detection and

the potential for overfitting to surrogates.
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1.1.2.3 Reinforcement Learning

Definition: Unlike brute-force or purely stochastic approaches, RL-based techniques
employ agents—typically leveraging deep RL algorithms such as PPO or MADDPG—that
adaptively refine attack strategies based solely on black-box feedback, optimizing to-
ward reward signals aligned with attack objectives.

RL-based methods, including PathSeeker [212], RLbreaker [233], SneakyPrompt [234],
RL-JACK [235], Atoxia [236], and Arondight [237], collectively reframe jailbreak
prompt generation as a reward-driven search problem. These works demonstrate that
RL agents, via custom reward functions quantifying attack success, information rich-
ness, or semantic alignment, outperform classical genetic or random mutators in both
LLMs and multimodal models. For example, PathSeeker and RLbreaker leverage
collaborative or single-agent RL frameworks to optimize malicious prompt discov-
ery, while SneakyPrompt and Arondight extend RL-based attacks to text-to-image and
vision-language models using specialized reward shaping. Atoxia further highlights
the effectiveness of RL by exploiting the target model’s own toxic answer likelihood
as a feedback signal. Collectively, these studies reveal RL’s unique strengths: policy
learning, adaptive exploration-exploitation, and advanced reward shaping, while also
noting challenges such as sparse rewards and transferability issues across models or

modalities.

I.1.3 LLM-Assisted Techniques

LLM-assisted techniques refer to methods that harness language models them-
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selves to automatically generate, refine, or guide adversarial prompts, including LLM-

generated attacks, multi-agent collaboration, and surrogate model approaches.

1.1.3.1 LLM-Generated Attacks

Definition: LLM-generated jailbreak attacks refer to adversarial strategies where one
or more large language models (LLMs) autonomously generate, optimize, or refine at-
tack prompts without access to target model internals. Distinct from human-crafted
or gradient-based prompting, these methods leverage LL.Ms—often open-source or
less-aligned—as automated attackers, optimizers, or red-teamers to produce adversarial
content or prompt templates in a scalable, data-driven manner.

Recent works (e.g., SoP, SeqAR [238], GPTFUZZER [239], DAP [220]) advance
this field by iteratively generating and optimizing sophisticated jailbreak prompts, in-
cluding multi-character or sequential templates, using attacker LLMs alone. IRIS [240]
and PAIR [241] introduce self-reflective and self-explanation-based prompt refinement,
enabling LLLMs to act as both attacker and target under strict black-box constraints.
AdvPrompter [242] demonstrates adversarial prompt learning, with LLMs trained to
rapidly generate adaptive, human-readable adversarial suffixes or prompts without gra-
dient information. Recent multimodal approaches, such as AutoJailbreak [243] and
Visual-RolePlay [244], further highlight LLMs’ autonomous development of vision-

language attack strategies.

1.1.3.2 Multi-Agent Collaboration

Definition: Multi-agent collaboration in LLM-assisted black-box jailbreak attacks refers
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to the orchestrated interaction of multiple autonomous LLM-based agents—each poten-
tially assigned distinct roles or strategies—to generate, refine, and validate adversarial
prompts. These agents collectively pursue jailbreak objectives by dividing labor, iter-
atively exchanging feedback, and leveraging agent diversity, enabling the creation of
sophisticated prompts that bypass safety alignment boundaries.

Recent literature has established multi-agent collaboration as a pivotal attack
methodology. GUARD [245] introduces a structured four-role framework (Translator,
Generator, Evaluator, Optimizer) where agents collectively translate, mutate, and itera-
tively enhance jailbreak prompts via contextual feedback, uncovering transferable and
natural-language attacks. AutoDAN-Turbo [246] advances this by formalizing lifelong,
self-evolving multi-agent exploration, enabling agents to autonomously discover, store,
and combine adversarial strategies. JailFuzzer [247] adopts a fuzz-testing approach
with mutation and oracle agents leveraging collective memory for effective prompt gen-
eration. Evil Geniuses [248] frames jailbreaks as Red-Blue multi-agent competitions,

revealing cascading vulnerabilities arising from agent interactions.

1.1.3.3 Surrogate Models

Definition: The surrogate model class refers to black-box jailbreak attack techniques
that leverage one or more accessible substitute models—often open-source or smaller
LLMs—to craft, guide, or evaluate adversarial prompts targeting a closed-source or
restricted-access LLM. By approximating the decision boundaries or behaviors of the

target through these proxies, attackers systematically reduce sample complexity and
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query cost, enabling scalable, transferable attacks even when internal model parameters
and direct outputs are unavailable.

Recent literature operationalizes the surrogate model approach across diverse
modalities and threat models. PAL framework [229] employs a proxy LLM for token-
level gradient optimization and fine-tuning to align with the target, reducing queries
and boosting attack efficacy. PRP [249] constructs universal adversarial prefixes via
surrogate guard models, propagating successful perturbations to base LLMs for high
transferability. Hayase et al. [250] integrate surrogates into gradient-based search,
validating the “proxy filter plus query validation” paradigm for superior efficiency.
BlackDAN [223] embeds surrogates within a genetic algorithm as fitness evaluators,

orchestrating stealthy, semantically relevant jailbreaks.

1.1.4 Multi-Turn
Strategies that leverage repeated interactions with a model, systematically ma-
nipulating its behavior by constructing, evolving, or adapting context across multiple

conversational turns.

1.1.4.1 Multi-Turn Contextual Attacks

Definition: The multi-round context technique exploits the large language model’s
conversational memory by distributing adversarial intent across multiple interaction
rounds. Instead of presenting explicit harmful prompts, the attacker decomposes the
malicious objective into a series of semantically or functionally connected queries, each

of which appears benign in isolation. Through this process, the attacker incrementally
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shapes the context such that the LLLM is primed towards producing forbidden outputs,
effectively circumventing safety mechanisms that focus on single-turn or overtly adver-
sarial inputs.

Recent literature formalizes multi-round attacks as iterative, context-driven ad-
versarial engagements. Cheng et al. [218] demonstrate that models prompted with se-
quential, semantically related questions can be steered towards policy-violating outputs
with higher success rates compared to zero-shot or random multi-turn baselines. Yang
et al. [251] advance this by modeling adaptive, feedback-driven attack chains using
evaluation functions to optimize context progression. Studies by Li et al. [252] and
Bhardwaj and Poria [253] reveal that context-dependent jailbreaks expose class-level
blind spots in current safety training, which is often limited to shallow, turn-level de-

fenses.

1.1.4.2 Gradual Escalation Techniques

Definition: Gradual escalation refers to a distinct class of black-box jailbreak attacks
on large language models (LLMs) where the attacker incrementally increases the ad-
versarial intent over multiple interaction rounds. In contrast to multi-turn contextual at-
tacks—which focus on distributing benign-seeming components of the attack across the
context—gradual escalation centers on progressively intensifying the maliciousness or
risk of each prompt within the conversation. This approach exploits the LLM’s conver-
sational memory and adaptive response, with each turn subtly raising the attack’s sever-

ity or explicitness. Through this gradual evolution of intent, adversaries circumvent
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static or abrupt-trigger defenses, ultimately steering the LLM toward policy-violating
outputs by systematically amplifying the threat level throughout the dialogue.

Recent literature converges on several mechanisms and insights for gradual es-
calation attacks. Russinovich et al. introduce Crescendo, illustrating how multi-turn,
context-amplifying queries can subvert advanced alignment protocols across modalities
[254]. Jiang et al. model red teaming as a learnable, adaptive process that incremen-
tally optimizes prompt concealment and actively leverages model feedback to enhance
attack effectiveness [255]. Semantic-driven strategies—such as chain-of-thought and
actor-network accumulation by Yang et al. and Ren et al.—demonstrate that progres-
sively relevant prompts, not individual queries, evade static detection [182, 251]. Lin
et al. reveal that reasoning-level, multi-step manipulations prompt LLMs to infer and
escalate harmful content across turns [256], while Ramesh et al. show that iterative self-
refinement, as in IRIS, efficiently converges on jailbreak compliance with few queries
[240]. Inie et al. qualitatively analyze expert red-teamers, highlighting real-world man-
ifestations such as “foot-in-the-door”” and emotional appeals, which collectively remain

undetected until late-stage policy violations [195].

I.1.5 Leveraging Model Features

Techniques in this category exploit inherent LLM features or vulnerabilities—such
as behavioral patterns, learning dynamics, decoding processes, or defense mechanism
characteristics—to bypass safety controls in a black-box setting. Rather than manipu-

lating surface-level prompts alone, these attacks systematically target the model’s be-
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havior vulnerabilities and the system vulnerabilities. These attacks demonstrate that
model-level and system-level weaknesses, arising from both architecture and opera-
tional defense limitations, present persistent and adaptable attack surfaces for adver-

saries.

I.1.5.1 Leveraging Behavior Vulnerabilities

Definition: Leveraging LLM vulnerability refers to black-box jailbreak strategies that
systematically exploit underlying model weaknesses, such as overreliance on user in-
structions, context misinterpretation, and inductive biases. These attacks target how the
model processes, generalizes, and adapts, rather than focusing on surface-level prompt
manipulations. Characteristic vectors include manipulation of instruction following,
ambiguity handling, format interpretation, and memory or context management, en-
abling adversaries to bypass safety alignment by targeting the model’s behavioral and
architectural flaws. A systematic taxonomy of the LLM vulnerabilities are presented
in 5.2.5. Representative subcategories include: exploiting overreliance on explicit user
instructions (e.g., “Disregard all previous guidelines”), manipulating response or input
formats (e.g., JSON, markdown, code), leveraging few-shot or in-context learning to
guide policy violations, exploiting knowledge cutoft or system prompt leakage, and
inducing ambiguity or role-play scenarios to circumvent alignment. These methods
demonstrate that model vulnerabilities are not limited to single prompts, but arise from
the core design and learning mechanisms of LLMs, demanding deeper, vulnerability-

centered security assessments.
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I.1.5.2 Learning Mechanisms Exploits

Definition: Learning mechanism exploitation refers to black-box jailbreak attacks that
adversarially exploit the core mechanisms acquired or reinforced during LLLM training,
such as sequential prediction, in-context adaptation, fine-tuning dynamics, and context
integration. Unlike attacks that manipulate surface-level prompts or static vulnerabili-
ties, this subclass targets the underlying processes and inductive biases that govern how
the model generalizes, updates, and reasons.

Zong et al. [257] reveal that post-alignment fine-tuning can cause catastrophic
forgetting, eroding harmlessness by exploiting overfitting tendencies. Xu et al. [258]
show preemptive answer attacks exploit reasoning biases, while Zhou et al. [259] demon-
strate special token injections manipulate tokenization and context learning. Geiping
et al. [260] describe “style injections” and role hacking that exploit learned format pri-
ors. Deng et al. [261] illustrate Pandora attacks poison retrieval in RAG, exploiting
the model’s context synthesis vulnerabilities. Zhou et al. [262] propose dual-objective
losses that align attack optimization with refusal learning mechanisms, improving uni-

versality.

1.1.5.3 Decoding and Sampling Strategy Exploits

Definition: Exploiting decoding and sampling strategies constitutes a distinctive class
of black-box jailbreak attacks targeting large language models (LLMs). These at-
tacks manipulate vulnerabilities in the model’s output generation process, specifically

by altering decoding algorithms (e.g., greedy, top-k, top-p, temperature sampling) or
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the probabilistic dynamics of candidate token selection. Unlike prompt-based attacks
or parameter tuning, this category subverts model safety protections solely through
inference-time adjustments, without requiring access to model internals or adversarial
prompts.

Recent literature demonstrates that small yet systematic modifications to de-
coding settings—such as lowering nucleus sampling thresholds or increasing temper-
ature—can significantly increase the likelihood of harmful outputs, even in safety-
aligned LLMs [263]. Advanced approaches like Weak-to-Strong Jailbreaking exploit
log-probability algebra to transfer toxic generations from weak to strong models with-
out prompt optimization [264]. Techniques including coercive interrogation and forced
token selection reveal that harmful content may surface when decoding is constrained
or candidate rankings are perturbed [265, 266]. Unsafe path guidance further uncovers
hidden “decoding trajectories” that transform refusals into illicit outputs when guided

by cost functions or auxiliary models [226, 267].

1.1.5.4 Defensive Mechanism Bypass

Definition: Defense Mechanism Bypass denotes black-box jailbreak attacks designed
to exploit specific characteristics or blind spots of deployed LLM defense mechanisms,
enabling adversaries to circumvent safety or alignment controls without model inter-
nals. This class is defined by its focus on defeating explicit defense layers—such as
content filters, instruction-following constraints, or modality-specific safeguards—by

leveraging their generalization limitations, reliance on superficial pattern matching,
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static policy enforcement, or incomplete modality coverage.

Across the literature, bypass attacks systematically target and exploit defense
mechanism weaknesses. Wang et al. [268] manipulate RAG-based defenses by poison-
ing external knowledge sources, taking advantage of defenses’ trust in external retrieval
without robust validation. Ye et al. [269] and Debenedetti et al. [270] show prompt
injection and tool-calling agents bypass dynamic filters by exploiting inadequate in-
put sanitization and over-reliance on trusted tool outputs. Nassi et al. [271] introduce
“PromptWares,” which subvert content filters and input/output checks by embedding
malicious payloads in seemingly benign prompts, exploiting static and naive filtering
logic. Liu et al. [272] and Li et al. [273] demonstrate that visual and multimodal at-
tacks succeed due to incomplete coverage of non-text modalities by alignment defenses.
Wu et al. [274] and Kimura et al. [275] reveal that function-calling and visual prompt
injections exploit more permissive or poorly monitored execution paths during tool in-
vocation and grounding. Deng et al. [276] highlight that multilingual defenses often

fail for low-resource languages, as policies are tuned primarily for high-resource cases.

1.2 White-box Jailbreak Attack

White-box jailbreak attacks refer to adversarial techniques that exploit direct ac-
cess to a model’s internal parameters, architecture, or training process to systematically
undermine or disable its safety alignment. In contrast to black-box methods, white-
box attackers can modify, fine-tune, or analyze model weights and internals—enabling

powerful strategies such as model modification, gradient-based prompt optimization,
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and direct removal of safety guardrails. This category demonstrates the heightened
risks when model internals are accessible and highlights the importance of robust secu-

rity throughout the entire model lifecycle.

1.2.1 Model Modification-Based Techniques

Model modification-based techniques target large language models by directly
altering their internal structures, parameters, or safety components. Unlike prompt-
based or indirect jailbreak methods, these approaches leverage privileged access—such

as model weights or training procedures—to subvert or disable safety alignment.

1.2.1.1 Malicious Fine-Tuning
Definition: Malicious fine-tuning refers to the deliberate adaptation of large language
model (LLM) parameters—typically via supervised or reinforcement learning meth-
ods—with the explicit aim of subverting safety guardrails, often using ostensibly be-
nign data or tools. Unlike broader model modification or backdooring, malicious fine-
tuning directly and persistently embeds jailbreak capabilities or misalignments within
model weights, exploiting the trust chain of model sharing and the limitations of input
filtering. This subclass is distinguished by its operational stealth, efficiency, and the
challenge it poses in open or semi-open LLM ecosystems where model weights are
accessible.

Recent literature provides a multi-faceted exploration of malicious fine-tuning.
Volkov et al. [277] empirically demonstrate that parameter-efficient fine-tuning meth-

ods (e.g., QLoRA, ReFT, Ortho) enable rapid, low-cost removal of safety alignment
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from advanced models such as Llama 3. Wang et al. [278] formalize the fine-tuning
jailbreak paradigm, showing that minimal malicious data suffices to compromise cloud-
based LMaaS and proposing secret-triggered exemplars as a defense. Wang et al. [279]
introduce functional homotopy to iteratively weaken alignment and facilitate subse-
quent jailbreaks. Hazra et al. [280] show that even targeted, non-explicit fine-tuning
(e.g., for knowledge editing) can erode safety boundaries, while Liu et al. [281] high-
light both the amplified risk from adversarial fine-tuning and the partial mitigation via
curated clean data. Zhao et al. [282] further expand the scope, illustrating that reinforce-
ment of seemingly benign features through fine-tuning can override safety mechanisms,
framing malicious fine-tuning as a spectrum from overt to structurally adversarial adap-

tation.

1.2.1.2 Parameter Modification

Definition: Parameter modification refers to adversarial interventions that directly alter
a large language model’s internal parameters—such as weights, activations, or repre-
sentations—to subvert or bypass safety mechanisms, without introducing new architec-
tures or retraining from scratch.

A series of recent studies provide insights into parameter modification attacks.
Anand and Getzen [283] reveal how adversaries can reverse safety alignment by manip-
ulating residual negative value vectors in transformer MLP blocks, exploiting vulnera-
bilities left by alignment algorithms like PPO that induce only minimal weight changes.

Banerjee et al. [284] demonstrate that surgical parameter edits (e.g., via ROME) can
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sharply increase unsafe outputs with minimal impact on model utility, showing the pre-

cision and potency of this attack class.

1.2.1.3 Disabling Safety Mechanisms

Definition: Disabling safety mechanisms refers to directly and intentionally altering
or removing an LLM’s internal guardrails by exploiting privileged access to model
weights or architecture.

Recent works sharpen the technical boundaries of this category. Zhang et al. [266]
introduce “EnDec,” which conditionally disables safety mechanisms at generation time
by manipulating the decoding process, redirecting or replacing tokens to suppress rejec-
tions and force affirmative outputs—without extensive retraining or advanced prompt
engineering. Volkov’s Badllama 3 [277] further advances this paradigm by directly re-
moving safety alignment from models like Llama 3 via parameter-efficient fine-tuning
(e.g., QLoRA, ReFT, Ortho), enabling rapid erasure of refusal behaviors and distribu-

tion of jailbreak adapters.

1.2.1.4 Backdoor Insertion

Definition: Backdoor insertion refers to the deliberate implantation of trigger patterns
into the parameters of large language models (LLMs). These triggers, typically univer-
sal and covert, are designed so that the model only exhibits malicious or unauthorized
behaviors when the trigger is present, while otherwise maintaining benign and aligned
outputs. Distinct from general model modification, backdoor insertion establishes per-

sistent, stealthy vulnerabilities that are conditionally activated by adversarial inputs,
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rendering their detection and mitigation highly non-trivial.

Rando et al. [285] provide the first systematic study of universal jailbreak back-
doors, showing that poisoning the RLHF process with engineered triggers yields mod-
els susceptible to robust, cross-instance exploits that evade detection by remaining

silent on benign prompts.

1.2.2 White-box Optimization
White-box optimization denotes jailbreak attack strategies that generate adversar-

ial prompts by leveraging direct access to model internals, especially gradients.

1.2.2.1 Prefix/Suffix Manipulation

Definition: The prefix/suffix manipulation class comprises heuristic optimization at-
tacks that append adversarial tokens to either the beginning (prefix) or end (suffix) of in-
put prompts, strategically editing only the input string to subvert LLM safety guardrails.
Typically operating under white-box settings, these methods leverage iterative search
and optimization techniques to discover input-level modifications that consistently in-
duce policy-violating or undesired model behaviors, without requiring access to model
internals.

A substantial body of work has defined and expanded this class. Foundational
studies on adversarial suffixes, such as GCG and its analysis by Zou et al. [230], for-
malize the optimization problem and demonstrate the cross-model universality and
transferability of well-crafted suffixes. Subsequent research addresses efficiency and

diversity challenges: Jiang et al. [286] propose ECLIPSE, which leverages LLMs as



161

autonomous optimizers for semantically natural and highly effective suffixes, while
Liao and Sun [287] (AmpleGCG) introduce a generative framework that samples di-
verse adversarial suffixes, increasing both coverage and transferability. The paradigm
extends to prefix manipulation and multi-stage guardrails, as shown by Ma et al. [232]
and Mangaokar et al. [249], who demonstrate that optimized prefixes can propagate
through layered defenses. Wang et al. [288] further enhance stealth by mapping op-
timized suffix embeddings into fluent text, reducing detectability by perplexity filters.
Analytical works by Alon and Kamfonas [289] and Zhao et al. [282] probe the trade-
offs between fluency, adversarial effectiveness, and detectability, while Liu et al. [290]
address scalability via transfer learning-based frameworks (e.g., DeGCGQG), enabling ef-
ficient, domain-adaptive suffix generation. Collectively, these studies highlight pre-
fix/suffix manipulation as a distinct, string-level, and highly generalizable jailbreak
strategy—resilient to common defenses and presenting evolving challenges in effi-

ciency, stealth, and adaptability against guard-rail advancements.

1.2.2.2 Gradient-Based Optimization

Definition: The gradient-based optimization class of white-box jailbreak attacks is
characterized by its explicit use of model gradients to optimize input prompts. While
prefix/suffix manipulation may employ either heuristic algorithms or gradient-based
methods—focusing mainly on adversarially editing the prefix or suffix of prompts—gradient-
based optimization emphasizes the principled use of gradients to directly guide the

search for adversarial inputs. This approach is not restricted to prefix or suffix po-
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sitions: it can optimize any part of the prompt, including all tokens, token order, or
specific perturbations in embedding space.

Early work, notably GCG and its variants (Jia et al. [291]), demonstrated token-
level greedy gradient updates for generating effective jailbreak prompts, with further
advancements—such as multi-objective templates and multi-coordinate updating—enabling
near-universal attack success and high transferability. Li et al. [292] bridged the gap
between input gradients and token substitutions by incorporating transfer attack in-
sights from vision, substantially improving efficiency and robustness. Later studies
(Zhu et al. [293]; Zhou et al. [262]; Hu et al. [294]) introduced more interpretable and
controllable objectives, including stealthy and linguistically coherent attacks (Auto-
DAN, COLD-Attack), and explored alternative optimization strategies (e.g., Langevin
dynamics). Geiping et al. [260] and Geisler et al. [295] confirmed the generality of
gradient-based PGD in relaxed token spaces, showing entropy projections improve ef-
ficiency over discrete search, while Pasquini et al. [296] demonstrated adaptability to

prompt injection and complex defense pipelines.
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Fig. 5.2: Overview of Taxonomy II: Jailbreak Defense Techniques

5.2.4 Taxonomy II: Jailbreak Defense Techniques

This section presents a taxonomy of jailbreak defense techniques along two comple-
mentary pillars: Detection—which identifies compromised inputs, outputs, or internal
states—and Mitigation—which intervenes via input processing, model training, model

modification, or output processing to neutralize risks while preserving utility.

I1.1 Detection

Detection focuses on identifying and flagging potentially compromised inputs,
outputs, or model internal states to enable downstream handling or rejection. In contrast
to Mitigation, detection methods do not alter the content or model itself—they serve to

recognize and route risks, rather than neutralize them.

I1.1.1 Input-Level Detection
Input-level detection refers to a family of proactive defense strategies that operate

on user inputs before they are fed into large language models (LLMs).

I1.1.1.1 Prompt Analysis
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Definition: Prompt Analysis, within input-level detection for LLM security, centers on
the explicit characterization, modeling, and algorithmic parsing of the textual content
of user inputs to distinguish between benign and adversarial prompts prior to model
execution.

Recent literature advances Prompt Analysis through diverse methodologies. Sta-
tistical pipelines like MoJE [297] employ tokenization and n-gram frequency analysis
to build fast tabular classifiers, while transformer-embedding methods (e.g., BERT-
based [298]) convert prompts into dense vectors for classical ML classification, improv-
ing detection and generalization across languages. SPML [299] introduces a programming-
languages perspective, using domain-specific languages to formalize prompt structure

and check for semantic or property violations.

I1.1.1.2. Intention Detection

Definition: Intention detection is a proactive input-level defense paradigm in LLM
security, aimed at identifying the underlying intent—whether benign, harmful, or ma-
nipulative—embedded in user or adversarial prompts prior to model inference.

Recent literature demonstrates the maturation of intention detection as a central
input defense. Zhang et al. [300] formalize a two-stage prompting process to first elicit
explicit intent statements, enhancing robustness against covert adversarial prompts.
Wang et al. [301] introduce SELFDEFEND, using a dual-LM setup in which a ded-
icated LLM screens for harmful intentions in parallel, strengthening resistance to adap-

tive attacks and supporting distillation to open-source models. PrimeGuard [302] in-
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corporates intention detection for dynamic risk-based prompt routing, improving safety
without sacrificing helpfulness. Debenedetti et al. [270] integrate intent classifiers into
agent toolkits, showing substantial reduction in agent takeover rates via pre-inference

screening.

I1.1.2 Output-level Detection
Output-level detection encompasses techniques that evaluate and classify the
content of LLM outputs to intercept and mitigate unsafe, harmful, or adversarial re-

sponses.

I1.1.2.1 Semantic Detection

Definition: Semantic Detection in output-level LLM security refers to the automated
analysis and labeling of model responses based on their semantic content and behav-
ioral characteristics. This approach identifies and discriminates harmful, unsafe, or
otherwise undesired outputs directly at the output stage, utilizing machine learning-
based classifiers, context-aware analysis, and nuanced interpretation of model behavior
to assign safety-related categories or risk labels.

Recent literature establishes semantic detection as a technically rigorous and
adaptable foundation for output-level detection. Systems such as BELLS [303], BABY-
BLUE [304], WILDGUARD [305], AEGIS [306], MMJ-Bench [307], and XSTEST [308]
leverage large, annotated datasets, advanced multi-class and multi-task classifiers, and
comprehensive taxonomies that capture diverse forms of harmfulness, refusal, and

compliance. These frameworks employ content- and context-aware analysis, step-



166

wise or token-level evaluation [309], and trajectory-based reasoning to recognize sub-
tle or emergent output risks—including ambiguous, complex, or adversarial behav-
iors. Methodological innovations include ensemble and online-adaptive classifiers,
zero/few-shot adaptability [310], and cross-modal semantic detection for multimodal
outputs. Robust evaluation protocols, such as StrongREJECT [311] and JailbreakE-
val [312], ensure strong alignment with human safety judgments and practical util-
ity. Semantic detection thus enables scalable, explainable, and continually improvable

output-level safety for LLMs.

I1.1.2.3 Probability Analysis
Definition: Probability analysis within output-level detection refers to the use of proba-
bilistic metrics—such as distributional divergence, likelihood shifts, and aggregate sta-
tistical properties—over LLM outputs to identify adversarial attacks. Unlike rule-based
or keyword-matching methods, probability analysis quantifies the uncertainty and vari-
ation in the output space, aiming to detect subtle and adaptive threats by measuring
statistical inconsistencies or atypical behavior in response to perturbed inputs.
JailGuard [313] employs Kullback-Leibler (KL) divergence to measure the dis-
tributional differences among LLM responses to mutated benign versus attack queries,
flagging attacks when high divergence emerges—thereby operationalizing output-level
probability analysis as a statistical gating mechanism. RigorLLM [314] advances this
paradigm by integrating probability analysis into an ensemble architecture, combin-

ing probabilistic KNN on energy-augmented embeddings with fine-tuned LLM-derived
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harmfulness scores, and aggregating these via weighted averaging to make robust,

category-aware detection decisions.

I1.1.3 Inner State Detection

Inner state detection encompasses techniques that analyze the internal representations
or gradients of LLMs in response to input prompts, aiming to identify adversarial intent
or unsafe queries by probing the model’s underlying decision processes rather than its

outputs alone.

I1.1.3.1 Hidden State Detection

Definition: Hidden state detection leverages the internal activations (hidden states) of

large language models (LLMs) to distinguish between benign and adversarial prompts.
Qian et al. [315] propose the Hidden State Filter (HSF), which utilizes the clus-

tering properties of alignment-trained LLMs in hidden space to achieve lightweight,

pre-inference intent classification. HSF demonstrates that different prompt types natu-

rally form separable clusters within the hidden representations, allowing efficient iden-

tification of potentially unsafe inputs before generation.

I1.1.3.1 Gradient Analysis

Definition: Gradient analysis is an internal state detection method for large language

models (LLMs) that directly interrogates model gradients—typically loss gradients—elicited

by input prompts, in order to distinguish benign queries from adversarial or jailbreak

attempts.
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Recent literature, notably Gradient Cuff [316] and GradSafe [317], exemplifies
and advances this approach. Gradient Cuff systematically analyzes the refusal loss
landscape, uncovering that malicious prompts often induce larger gradient norms and
lower refusal losses, and introduces a two-stage framework that combines loss-based
rejection with zeroth-order gradient norm estimation for robust jailbreak detection.
GradSafe further identifies safety-critical parameter slices, demonstrating that gradi-
ents from jailbreak prompts with compliant (“Sure”) responses exhibit highly consis-
tent patterns, unlike safe prompts, and constructs unsafety fingerprints via statistical

gradient similarity analysis, enabling efficient, finetuning-free screening.

I1.2 Mitigation
Techniques that prevent or mitigate the effects of malicious inputs through pro-

cessing, training, and modification of the model and its outputs.

I1.2.1 Input Processing
Input processing is a mitagation technique that preprocess or transform user in-

puts to mitigate adversarial content before model inference.

I1.2.1.1 Prompt Modification

Definition: Prompt modification refers to a class of input processing mitigation tech-
niques that actively transform, augment, or constrain user prompts prior to inference.
By altering prompts at the syntactic or semantic level, these methods aim to neutralize

adversarial intent or enforce safety constraints, thereby disrupting attack pathways.
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A growing body of literature advances this category through increasingly sys-
tematic approaches. Hines et al. [318] introduce spotlighting,” which uses delimit-
ing, datamarking, and encoding to make prompt provenance salient and suppress in-
direct injection attacks. Xiao et al. [319] propose retrieval-based prompt decompo-
sition (RePD), separating embedded jailbreak structures via explicit prompt amend-
ments. Delimiter-based segmentation, as in Chen et al. [227], enforces input bound-
aries recognized by fine-tuned models. Other works pursue prompt reconstruction and
denoising—spell-checking, summarization (Lu et al. [222]), paraphrasing, and reto-
kenization (Jain et al. [320])—to neutralize adversarial payloads while maintaining
utility. Certifiable frameworks such as erase-and-check (Kumar et al. [321]) provide
safety guarantees by systematically removing and checking subsequences. Formal and
programmable prompt modification is realized through SPML (Sharma et al. [299]),
which enforces chatbot boundaries via domain-specific languages. Backtranslation ap-
proaches (Wei et al. [322]) filter prompts by reconstructing user intent from generated
outputs. These techniques collectively move prompt modification toward a principled,
multi-faceted, and proactive defense paradigm, balancing robustness and utility while

introducing programmability, formal guarantees, and resilience against adaptive threats.

I1.2.1.3 Safety Prompts
Definition: Safety Prompt subclass in LLM security comprises input-stage defenses
that prepend explicit, engineered safety instructions or dynamic prompts to user inputs

to mitigate harmful or adversarial behaviors during inference.
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The literature demonstrates the evolution and versatility of safety prompts. Wang
et al. [323] present AdaShield, a framework for prepending adaptive, context-aware
safety prompts—optimized manually or through iterative refinement—to defend against
structure-based jailbreaks in multimodal LLMs, highlighting the importance of prompt
diversity and adaptive retrieval. Zheng et al. [324] reveal, via representation-level anal-
ysis, that safety prompts systematically move queries toward higher refusal rates; their
Directed Representation Optimization (DRO) dynamically tunes safety prompt embed-
dings to balance safeguarding with utility. Zhou et al. [325] formalize safety prompts
as robust, transferable system-level suffixes, optimizing defensive chains for resilience
against evolving attacks. Suffix-based defenses, including minimax-optimized prompt
patching (Xiong et al. [326]) and adversarially co-designed safe suffix insertion (Yuan
et al. [314]), further extend this class by appending defensive tokens to inoculate mod-
els against injected content. Benchmarking by Zou et al. [228] and Xu et al. [327]
underscores the sensitivity of defense effectiveness to both the presence and precise

wording of system prompts.

I1.2.2 Model Training
Model training defenses aim to proactively improve a model’s inherent robustness
against jailbreak attacks by systematically shaping its behavior through targeted train-

ing strategies, including fine-tuning, adversarial training, and psychological testing.

I1.2.2.1 Fine-Tuning

Definition: The fine-tuning class refers to adapting a pre-trained large language model



171

(LLM) by training it further on carefully chosen, usually small datasets, with the goal
of making the model better at resisting security threats—especially jailbreak attacks
that trick the model into ignoring its safety rules.

The literature shows that while fine-tuning is a central method for defending
against jailbreaks, it also faces important challenges and limitations. Zhang et al. [328]
show that using fine-tuning to “unlearn” harmful behaviors can effectively remove clus-
tered malicious knowledge from LLMs, but this method works less well when harmful
patterns are scattered. Bianchi et al. [329] find that adding even a small number of
safety examples to fine-tuning data can make models much more resistant to jailbreaks,
but too much fine-tuning can make the model overly cautious and refuse safe requests.
Kim et al. [330] point out that state-of-the-art fine-tuning methods (such as DPO and
PPO) still struggle to block new, cleverly designed jailbreak prompts, revealing key
limitations of fine-tuning. Fu et al. [331] report that fine-tuning with refusal data helps
reduce jailbreaks in both simple and complex tasks, but it is difficult to avoid over-
fitting and ensure that improvements transfer well to other tasks. Wang et al. [301]
introduce SELFDEFEND, a dual-model system that uses fine-tuning to detect a wide
range of jailbreaks quickly and transparently. Taken together, these works suggest that
fine-tuning can effectively strengthen LLM defenses against jailbreak attacks, but suc-
cess depends on carefully balancing data quality, calibration, and continuous testing to

avoid gaps and unwanted side effects.

I1.2.2.2 Adversarial Training
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Definition: Adversarial training is a model training paradigm that systematically en-
hances large language model (LLM) robustness by directly and iteratively engaging
with adversarial inputs. Unlike passive safety alignment or standard fine-tuning, adver-
sarial training dynamically generates, mines, or simulates challenging prompts—often
through automated red teaming or in-the-wild data collection—and incorporates these
adversarial examples into the training process.

Recent literature consolidates adversarial training as the core active defense mech-
anism for LLM security. Howe et al. [332] demonstrate that only explicit adversar-
ial training, not mere model scaling, ensures consistent robustness against adaptive
attacks. Liu et al. [333] and Wallace et al. [334] highlight automatic, iterative ad-
versarial data synthesis and hierarchical training pipelines as critical for countering
jailbreaks and generalized prompt attacks. Multi-modal extensions [335], adversarial
self-critique [336], and large-scale red teaming frameworks [337, 338] further expand
the reach and scalability of adversarial training, while studies on data curation [281]

emphasize the necessity of balancing adversarial and high-quality clean data.

I1.2.2.3 Psychological Testing

Definition: Psychological testing for LLM safety refers to the integration of psy-
chological assessment techniques—especially those targeting manipulative, deceptive,
or “dark™ traits—into the training, evaluation, and defense of language models and
multi-agent systems. This approach involves designing and administering standardized

psychological instruments (e.g., Dark Triad Dirty Dozen, moral dimension scales) or
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custom-crafted prompts that probe or simulate manipulative intent. The aim is to de-
tect, characterize, and ultimately mitigate the model’s susceptibility to psychological
manipulation or the generation of harmful, manipulative outputs.

Recent works such as PsychoBench [339] provide comprehensive psychomet-
ric frameworks to systematically evaluate LLMs across a wide range of psycholog-
ical attributes—including personality traits, motivational states, and emotional abili-
ties—using validated clinical scales. These techniques enable deeper understanding
of LLMs’ psychological profiles, reveal alignment gaps, and inform targeted improve-
ments in model behavior. In multi-agent settings, PsySafe [340] advances psychologi-
cal testing as both an attack and defense mechanism: dark personality trait injection is
used to induce manipulative or dangerous behaviors, while psychological assessments
are applied to monitor and remediate agent states, e.g., through doctor-agent interven-
tion. Results consistently show that higher scores on dark trait assessments correlate
with increased risk of manipulative or unsafe behaviors, and that psychological testing
provides a direct, quantifiable signal for proactive defense and mitigation strategies.
This paradigm establishes psychological testing as a crucial, model-agnostic approach
for the detection and reduction of manipulative vulnerabilities in LLMs and agent sys-

tems.

I1.2.3 Model Modification
Model modification approaches enhance LLM robustness by directly altering

model internals—such as parameters, architectures, or representations—to proactively
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mitigate adversarial risks beyond external filtering or system-level defenses.

I1.2.3.1 Model Modification

Definition: Model Modification category encompasses defense techniques that directly
alter the internal parameters, architectures, or representations of large language mod-
els (LLMs) to enhance robustness against adversarial threats such as jailbreak attacks.
Unlike input/output filtering or external system-based controls, model modification op-
erates by intervening within the model itself.

Recent literature demonstrates a diverse landscape of model modification strate-
gies. Layer-specific editing ([341]) pinpoints and adjusts safety-critical layers within
transformer architectures, improving refusal rates for adversarial prompts. Knowledge
editing and targeted unlearning ([342], [343], [328]) directly erase hazardous capabil-
ities, but can induce “ripple effects”, unintentionally suppressing related knowledge
due to shared internal representations. Detoxification via intraoperative neural moni-
toring ([342]) enables precise mitigation by editing specific toxic weights with minimal
side effects. Manipulating internal representations at runtime, such as through safety-
direction interventions ([344]), allows adaptive safety-utility tradeoffs with low compu-
tational cost. Emerging approaches like circuit breaking ([345]), representation engi-
neering ([328]), and merging self-critique models ([336]) further generalize protection
by reshaping model internals to defend against both known and novel attacks. Col-
lectively, these works highlight model modification’s distinctive capacity for durable,

attack-agnostic, and real-time defense—while also surfacing open challenges such as
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preventing negative side effects and optimizing the safety-utility tradeoff.

I1.2.3.2 Self-Refinement

Definition: Self-optimization in the context of model modification for LLM defense
refers to techniques by which models autonomously refine their parameters, internal
representations, or operational behaviors to mitigate security risks, without external
retraining or significant human intervention.

Recent literature advances self-optimization through diverse mechanisms. Kim
et al. [346] propose iterative self-refinement, where LL.Ms employ self-feedback loops,
sometimes with format-based attention shifting—to revise outputs against adversar-
ial prompts, surpassing static defenses. Wang et al. [323] introduce AdaShield, en-
abling multimodal LLMs to generate adaptive, context-sensitive defense prompts via
a defender—target model loop, achieving on-the-fly protection without model updates.
Li et al. [347] present RAIN, where frozen LLMs use self-evaluation and a rewind-
and-search mechanism during inference to avoid harmful continuations, embodying
pure self-optimization without retraining or annotation. Zheng et al. [324] develop
Directed Representation Optimization (DRO), allowing model-internal adjustment of
safety prompt embeddings to recalibrate refusal thresholds based on model-derived re-
fusal vectors, enabling continuous safety self-calibration without altering model weights.
Intention Analysis mandates the model to first explicitly extract the user’s intent, then
restricts its response in alignment with this self-identified intent, effectively enforcing

self-consistency [300].
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I1.2.4 Output Processing
Output processing refers to post-generation mitigation techniques that analyze
and control model outputs before they are delivered to users, enabling final-stage de-

fense against unsafe, adversarial, or disallowed content.

I1.2.4.1 Output Filtering
Definition: Output filtering refers to a root defense mechanism in LLLMs that operates
by analyzing and controlling the generated model response at the final stage of output
processing, rather than intervening at the input level. This approach directly inter-
cepts and evaluates model outputs before they are delivered to users, enabling prompt-
agnostic and model-agnostic interventions to suppress unsafe or adversarial content.
Recent literature advances output filtering along both architectural and method-
ological lines. Multi-agent frameworks such as AutoDefense employ collaborative
LLM agents to assess outputs based on user intent, reconstructed prompts, and content
validity, achieving robust and modular filtering against sophisticated jailbreaks [348].
Fine-grained mechanisms like SafeAligner and SafeDecoding apply token-level filter-
ing during decoding, dynamically adjusting sampling probabilities and leveraging ex-
pert models to prioritize safe continuations [349, 350]. Root Defense Strategies en-
hance this paradigm through iterative, token-wise safety checks and resampling [309].
Template-based methods (e.g., SelfDefend) pair output filtering with shadow models
for low-latency rejection or explanation, supporting broad deployment [301]. Empiri-

cal results from red-teaming and competitions (e.g., SaTML 2024) confirm the utility
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of universal and regex-based filters as baseline defenses against overt information leak-
age [351, 352]. A recurring insight is that output filtering, by decoupling from input
heuristics and model internals, offers resilience and scalability but faces challenges in
balancing strictness, utility, and explainability—especially against indirect or multilin-

gual attacks.

I1.2.4.2 Self-Evaluation
Definition: Self-evaluation output processing mitigation mechanisms enable LLMs to
proactively assess and regulate their own outputs, identifying and mitigating unsafe or
undesirable content through internal reasoning or critique, either during or immedi-
ately after generation. This distinguishes self-evaluation from static filters or external
interventions, as the model acts as both generator and first-line evaluator.

Among surveyed methods, PrimeGuard instantiates self-evaluation by having the
LLM perform an explicit risk analysis on its own candidate outputs before release, dy-
namically adjusting subsequent responses to maintain safety [302]. RAIN integrates
self-assessment into the generation loop: the LLM iteratively reviews in-progress com-
pletions, rewinding whenever its own judgment deems the content noncompliant [347].
Backtranslation defense requires the LLM to reconstruct the original prompt from its
output, refusing the initial input if the self-generated prompt would be blocked, thus
using model-driven intent inference for self-checking [322]. Prefix Guidance prompts
the model to self-classify the request’s safety and generate a canonical refusal pre-

fix; both the style and rationale are then used for algorithmic filtering, leveraging the
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model’s own refusals for diagnostic signals [353]. Merging-based approaches enhance
self-critique by combining a base model with a fine-tuned external critic, expanding
the capacity for self-assessment within a unified model [336]. SelfDefend operates
by having the model run an internal check for harmful intent alongside normal genera-
tion, enabling real-time, model-driven detection of attacks [301]. Finally, self-reflection
paradigms add a distinct, explicit self-review phase after initial reasoning; the LLM at-
tempts to critique and correct its own answer, although current techniques still face

limitations in reliably flagging subtle adversarial prompts [258].
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Fig. 5.3: Overview of Taxonomy III: LLM Jailbreak Vulnerabilities

5.2.5 Taxonomy III: Model Vulnerabilities

I11.1 Format Exploitation

Techniques that exploit the model’s handling of specific input or output formats.

IT1.1.1 Response Format Manipulation

Definition: Format Exploitation refers to a class of vulnerabilities where adversaries
target the structural, semantic, and syntactic features of LLMs’ response formatting
mechanisms—such as code blocks, tables, pseudocode, tags, or contextual markers—to
bypass or subvert alignment safeguards. Rather than manipulating content alone, these

attacks exploit the model’s interpretation and generation of structured templates, lever-
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aging the underlying output regularities and parsing logic as a pivot for evasion or
triggering of unsafe behaviors.

Recent literature demonstrates that format exploitation extends beyond content
perturbations to include the deliberate design and mutation of response templates, thereby
amplifying the attack surface. Banerjee et al. [284] and Zhao et al. [282] reveal that re-
sponse formats can serve as covert channels, making instruction-centric and structure-
driven outputs (e.g., pseudocode or manipulated templates) more vulnerable to jail-
breaks. CodeChameleon [354] exemplifies attacks embedding payloads within code
completion or encryption routines, which evade intent detection by safety mechanisms.
Structural manipulation—using graphs, tables, or multi-turn format shifts—as discussed
by Li et al. [355] and Jin et al. [356], further exposes failures in models’ generaliza-
tion of alignment to long-tail or compositional outputs. On the detection side, Jail-
Guard [313] and Kim et al. [346] exploit the instability and low robustness of adversar-
ial formats, showing that format-mutation attacks (such as typographic perturbations
or code wrapping) induce non-robust responses. Pasquini et al. [296] highlight the ad-
versarial use of formatting triggers, such as tags or comments, which reliably activate
malicious payloads even in retrieval-augmented generation (RAG) settings. Collec-
tively, these works clarify that format is an active locus of vulnerability and detection,
establishing the need for format-aware alignment and defense strategies in LLM secu-

rity research.

II1.1.2 Summarization and Translation Exploitation
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Definition: Summarization and Translation Exploitation refers to a subclass of LLM
vulnerabilities where attackers leverage summarization or translation workflows to by-
pass safety controls and alignment mechanisms.

A growing literature demonstrates that translating malicious prompts into low-
resource or less-defended languages, or reframing harmful requests as summarization
or translation tasks, allows adversaries to evade primary safety measures [203, 357].
Empirical studies show LLMs often fail to filter dangerous content re-encoded through
these tasks, especially when alignment in translation or summarization is weak [207,
331, 358, 359]. Techniques such as embedding adversarial instructions within trans-
lation/summarization templates and automatic semantics-preserving translation further
increase attack success rates, particularly in low-resource or multilingual scenarios.
These attacks frequently evade detection because they mimic legitimate task requests
and can bypass both keyword and intent-based safety filters, highlighting the need for

robust cross-task and multilingual alignment in defense strategies [222, 311].

II1.2 Overreliance on User Instructions

Definition: Over-reliance on Instructions denotes a structural vulnerability in LLMs
wherein models excessively and indiscriminately execute instructions embedded in
their input, irrespective of provenance, privilege, or contextual hierarchy. This sus-
ceptibility arises from models’ intrinsic tendency to generalize instruction-following
capabilities, lacking robust mechanisms to authenticate or differentiate between trusted

(system/developer) and untrusted (user/external) commands, thereby enabling adver-
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saries to manipulate model behavior via crafted instructions.

Recent literature systematically reveals the scope of this vulnerability. Hines et
al. [318] provide foundational analysis, demonstrating that instruction-tuned LLMs are
inherently prone to indirect prompt injection, especially when instructions originate
from user-controlled or external data; their “spotlighting” approach exposes the lim-
its of demarcating instruction boundaries. Kimura et al. [275] empirically show that
vision-language models readily obey adversarial instructions even when encoded as
text in images, exacerbated by stronger instruction compliance. Wallace et al. [334]
introduce an instruction hierarchy framework, emphasizing that robust LLMs must
systematically prioritize privileged over unprivileged commands, with privilege-aware
fine-tuning yielding significant robustness gains. Zhan et al. [360] extend this to LLM
agents, where unfiltered action and tool-based instructions from untrusted environments
lead to high attack success rates. Studies on safety-tuned LLaMA [329] and Banerjee
et al. [284] further reveal that enhanced instruction-following, unless tightly privilege-
controlled, amplifies both user helpfulness and susceptibility to malicious prompts,
sometimes causing excessive refusals or ethical bypasses. Toyer et al. [204] and Chen et
al. [227] reinforce that attackers exploit models’ inability to distinguish genuine system
instructions from adversarial meta-commands, rendering naive content filtering insuffi-
cient. Ren [361] and Nestaas et al. [362] highlight that even simulated agent outputs or
persuasive claims are trusted if formatted as instructions, evidencing the inadequacy of

instruction-as-authentication. Collectively, these works underscore that Over-reliance
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on Instructions is not merely an alignment issue but a fundamental flaw rooted in in-
sufficient privilege separation and trust modeling, necessitating systemic, architectural,

and procedural reforms in LLM design.

I11.3 Psychological Manipulation

Definition: Psychological manipulation refers to exploiting the LLM’s alignment through
persuasive or socially engineered prompt strategies, leveraging insights from psychol-
ogy, communication, and social sciences. Rather than directly circumventing guardrails
through technical means, this category targets the model’s behavioral vulnerabilities by
mimicking human-like persuasive communication—such as emotional appeals, logical
reasoning, authority endorsements, or scenario framing—coercing the model to gener-
ate otherwise restricted or harmful content.

Recent studies systematically investigate the link between psychological manipu-
lation and LLLM vulnerabilities. Zeng et al. [363] introduce a comprehensive persuasion
taxonomy, demonstrating that persuasive adversarial prompts (PAPs) built on social sci-
ence principles can consistently bypass LLM safety measures, achieving high jailbreak
success rates on both open- and closed-source models. Their results show that tech-
niques such as logical appeal, authority endorsement, and emotional manipulation are
highly effective, especially when tailored to specific risk domains. This work highlights
that more advanced and helpful models are paradoxically more susceptible to human-
like persuasive attacks, and that existing defenses—focused on detecting optimization-

based or pattern-driven prompts—are insufficient for nuanced, context-rich manipula-



184

tions. Cold-Attack [294] complements this by enabling fine-grained control over at-
tack features (e.g., sentiment, style, contextual fluency), thus expanding the landscape
of psychological manipulation to include stealthier and more diverse jailbreak scenar-
i0s. These insights reveal an urgent need to bridge Al safety and social science, and
to develop adaptive defenses grounded in understanding the model’s susceptibility to

human-like influence, not just technical exploits.

I11.4 Hypothetical and Scenario-Based Exploitation
Definition: Hypothetical and Scenario-Based Exploitation denotes a category of vul-
nerabilities where attackers construct hypothetical, fictional, or contextually-rich sce-
narios to subvert LLM alignment and safety mechanisms. This approach manipu-
lates the model’s underlying assumptions, situational logic, and scenario-based rea-
soning—often via role enactment or narrative construction—not to mimic or person-
ify a specific character, but to mislead the model’s inference about user purpose and
context. Unlike Personification and Role-Play Exploitation, which center on imperson-
ating particular roles or entities to evoke role-consistent behaviors, this class exploits
the plausibility and narrative logic of entire situations, regardless of the user’s assumed
identity.

Recent studies reveal that Hypothetical and Scenario-Based Exploitation presents
distinctive risks by leveraging multi-turn scenario framing, narrative context, and hy-
pothetical intent. For instance, RED QUEEN demonstrates that embedding requests

in plausible scenarios (e.g., investigative or educational settings) systematically cir-



185

cumvents filters by targeting LLMs’ limitations in Theory of Mind [364]. GUARD
and Visual-RolePlay further show that scenario-rich, dynamically generated contexts
can be synthesized at scale, embedding attacks within ostensibly harmless dialogues to
challenge moderation [244, 245]. A Wolf in Sheep’s Clothing generalizes such attacks
by nesting prompts within layered narrative contexts, decoupling the attack from static
string patterns [365]. Multimodal works, including Image-to-Text Logic Jailbreak and
Arondight, extend this vector to visually depicted scenarios, illustrating that scenario
exploitation is not limited to text but also affects vision-language models [237, 366].
Automated and agentic systems, such as SoP, AutoDAN-Turbo, and RedAgent, sys-
tematically evolve and optimize scenario-based attacks, leveraging feedback and mem-
ory to autonomously discover new vulnerabilities [238, 246, 367]. Social engineering
research highlights that trust-building and authority-based scenarios further amplify at-
tack success, often with fewer queries than direct requests [368].
II1.5 Few-Shot and In-Context Learning Exploitation

Techniques that leverage few-shot or in-context learning to bypass safeguards.
IT1.5.1 Few-Shot Learning Exploitation
Definition: Few-Shot Learning Exploitation refers to the manipulation of large lan-
guage models (LLMs) through the insertion of a small set of carefully designed demonstration-
response pairs or behavioral examples directly into the model’s prompt context. This
approach leverages LLMs’ inherent in-context learning and pattern generalization ca-

pabilities to induce target behaviors.
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Recent literature demonstrates that few-shot exploitation poses a critical attack
surface unique to LLMs. Foundational works such as ICA [369] and advICL [370]
establish that inserting a small number of harmful or refusal demonstrations into the
context can drastically increase attack success, with the required number of shots grow-
ing only logarithmically with success probability. Studies on scaling laws [371] reveal
that larger models with longer context windows are more susceptible to such attacks.
Transferability analyses [370] show that optimized demonstration sets can generalize to
unseen harmful instructions, and recent research [188, 249, 372] extends these vulner-
abilities to vision-integrated and multimodal LLMs. Moreover, iterative or contrastive
prompting methods [243, 373] demonstrate that LLMs can autonomously generate and
refine potent attack or defense demonstrations. Across studies, defense mechanisms
such as output filters, perplexity-based detection, or system prompts consistently lag
behind the adaptive threat posed by few-shot/in-context exploitation, highlighting the
fundamental alignment risks inherent to this category as models scale and context win-

dows expand.

II1.5.2 Chain-of-Thought Exploitation

Definition: Chain-of-Thought (CoT) Exploitation encompasses both attacks that ma-
nipulate the reasoning trajectory of large language models (LLLMs) and those that lever-
age CoT prompting as a tool to construct more effective attack strategies. This class
includes (1) adversarial interventions in the model’s multi-step or compositional rea-

soning—such as inserting distractors, preemptive answers, or disguised cues into the
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reasoning chain to covertly steer outputs—and (2) attack methodologies that explic-
itly harness CoT-style prompting (e.g., stepwise decomposition, role-play, or iterative
guidance) to bypass alignment safeguards or to reveal sensitive information.

The literature evidences both forms of CoT exploitation. Xu et al. [258] demon-
strate that adversaries can compromise LLLMs’ reasoning by introducing “preemptive
answer’”’ cues or distractors ahead of reasoning chains, significantly degrading robust-
ness. Bhardwaj et al. [253] show that “Chain of Utterances” structures in multi-turn
prompts lower refusal rates and enable harmful completions through engineered in-
ternal thoughts. Multi-step jailbreaking [374] and Figure-it-Out Jailbreaks [256] use
CoT-style decomposition, role-play, and iterative guessing to erode privacy protections
and gradually induce unsafe outputs. “Flipping” or disguised prompts [180] manipu-
late the reasoning process by obfuscating harmful content, then cueing the model to
reconstruct it through chained in-context instructions. In the vision-language domain,
attacks [375] coordinate visual and textual CoT prompts, using feedback loops to op-
timize adversarial strategies. Other works [284, 304] illustrate that iterative, structure-
aware prompting based on CoT principles amplifies unethical outputs. Finally, com-
positional pipelines [376] leverage CoT-style task decomposition across multiple mod-
els, chaining benign subtasks to achieve overall unsafe outcomes. Multi-turn chain-of-
attack approaches [251] illustrate how gradual, contextually linked prompts can pro-

gressively guide models to compliance.

II1.6 Contextual Ambiguity Exploitation
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Definition: Context Ambiguity Exploitation refers to adversarial techniques that lever-
age uncertainties or ambiguities within an input’s context to subvert the semantic bound-
aries that large language models (LLMs) use for task execution and content moderation.
Unlike prompt attacks based on overt manipulation or token-level triggers, this category
exploits subtle or artful confusion, blurring the contextual cues that allow LLMs to dis-
tinguish between benign and malicious intent.

Recent literature consistently demonstrates that LLMs are vulnerable to con-
text ambiguity. Shang et al. [201] show that ambiguous or obfuscated queries can
induce confusion and evade malicious intent detection, even in robust models. Mei et
al. [304] highlight that context conflicts and ambiguity are key sources of false posi-
tives/negatives in jailbreak detection, emphasizing the need for evaluators sensitive to
context-incoherence. Ren et al. [182] reveal that multi-turn attacks can subtly shift
semantics within seemingly benign contexts, exploiting LLMs’ reliance on contextual
continuity. Bianchi et al. [329] report that safety-tuned LLMs may conflate ambigu-
ous but safe inputs with unsafe content due to limited disambiguation ability. Pasquini
et al. [296] demonstrate that inadequate instruction/data boundaries enable adversarial
payloads to be misclassified as benign context. Pellegrino et al. [377] provide evidence
that RAG-based LLMs are particularly susceptible to context ambiguity, as ambiguous
or contradictory retrieved content can facilitate indirect prompt manipulation. Together,
these works underscore that context ambiguity exploitation remains a critical and in-

sidious vulnerability, demanding improved methods for context disentanglement and
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intent inference to ensure LLM safety.

II1.7 Conditional Compliance Exploitation

Definition: Conditional Compliance Exploitation refers to a nuanced subcategory of
LLM vulnerabilities in which adversaries elicit unsafe or policy-violating outputs not
through explicit prompts, but by manipulating the conditions under which models judge
compliance. This exploitation relies on context, prompt structure, or model state—triggering
harmful behaviors only when specific semantic, syntactic, or positional cues are present,

and remaining benign otherwise.

Recent literature systematically reveals the mechanisms and scope of conditional
compliance exploitation. Universal backdoor attacks [221, 285] demonstrate that secret
triggers or adversarial suffixes can universally subvert refusals while preserving nor-
mal outputs in their absence, highlighting detection challenges. Deeplnception [378]
shows that embedding harmful requests within nested, authority-based, or role-driven
scenarios exploits psychological vulnerabilities, enabling harmful generations without
explicit unsafe input. In multimodal settings, structure-based triggers such as visual
encoding of harmful text [323] or specific prompt arrangements [379] further expand
conditional compliance into new modalities. Studies model editing [280] expose how
conditional boundaries are set by fine-grained training and editing artifacts, with safety
either leaving compliance paths open or inducing exaggerated refusals. Social ma-
nipulation, reverse psychology, and switch techniques [197] illustrate the practical

ease of crafting context-dependent states that elicit forbidden content. Notably, re-
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cent work [267] exposes the structural depth of this vulnerability by showing that cost-
based decoding paths can reveal harmful completions along alternative, conditionally
triggered sequences. Collectively, these studies underscore that conditional compliance
exploitation is adaptive, often invisible to surface-level testing, and difficult to mitigate
without context-sensitive alignment, highlighting a persistent tradeoff between model

capability and safety.

I11.8 Personification and Role-Play Exploitation

Definition: Personification and Role-Play Exploitation is a class of LLM vulnera-
bility exploitation characterized by manipulating the model’s personification and fic-
tional imagination faculties via character-based prompts. This method subverts safety
guardrails by inducing the model to adopt roles or engage in imagined narratives,
prompting it to temporarily suspend normative safety judgments. Unlike token-level
or encoding-based attacks, role-playing exploitation exploits the LLM’s conversational
and instruction-following design, leveraging persona adoption to mask, distract from,
or justify malicious content within a fictional context.

Recent literature converges on the principle that prompted role-play systemati-
cally enables normative violations that would otherwise be blocked. Yang et al.[238]introduce
SEQAR, which auto-generates and optimizes multiple jailbreak characters to maximize
distraction and context division, each sequentially responding as distinct agents. Li
et al.[378]’s Deeplnception frames role-playing as psychological inception, stacking

nested fictional scenes and authority-submissive character hierarchies to induce “self-
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losing” in the model and amplify harmful output. .

IT1.9 Exploiting System Features and Limitations

I11.9.1 Function Call Exploitation

Definition: Function Call Exploitation is a subclass of System Feature Exploitation
that specifically targets the function calling capability within large language models
(LLMs). This vulnerability arises when adversaries manipulate the system’s function
call interface—intended for tool use or API integration—to force execution pathways
that circumvent alignment and safety controls, often by exploiting insufficient input
validation or overly permissive API schemas.

The literature demonstrates the potency and generality of function call exploita-
tion as an attack vector. Wu et al. [274] provide a systematic study, revealing that at-
tackers can craft function call inputs which evade prompt-level and model-level align-
ment, leading to reliable jailbreaks across multiple models and operational settings.
Their results highlight that standard filtering and alignment strategies are inadequate
when system-level interfaces like function calling are insufficiently hardened, exposing
a deep and transferable attack surface that is not addressable through prompt engineer-

ing or superficial dataset curation alone.

I11.9.2 System Prompt Leakage
Definition: System Prompt Leakage (Stealing) is a vulnerability class wherein adver-
saries extract or manipulate a model’s confidential system prompt or hidden instructions

by exploiting inherent features or operational characteristics of LLM-based systems.
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Unlike conventional prompt injection, this class targets privileged, non-user-exposed
context, enabling downstream attacks—such as prompt theft, persistent jailbreaks, or
extraction of sensitive behavioral policies—without requiring access to model internals.

Recent studies reveal that attackers can systematically exfiltrate system prompts
by leveraging the LLM’s context handling and instruction-following mechanisms. Wu
et al. [380] demonstrate prompt theft in multimodal LLMs via API-based dialogue ma-
nipulation, even automating the conversion of stolen prompts into jailbreak payloads.
Geiping et al. [260] extend this by categorizing “prompt extraction” and ~prompt re-
peater” attacks, showing adversarial input can act as arbitrary code” to extract hidden
directives under strict UI controls. Liu et al. [381] highlight the risks at the code-data
boundary in LLM applications, where context separation failures facilitate leakage.
On the defense side, Khomsky et al. [352] find that multi-layered protections remain
vulnerable to evasion via obfuscated outputs, while Hines et al. [318] propose “spot-
lighting”—using prompt provenance encoding to reduce extraction. Collectively, these
works show that system prompt leakage exploits unique vulnerabilities at the privileged
context boundary, often bypassing standard sanitization and highlighting the necessity

for more robust isolation mechanisms in LLM security.

I11.9.3 Context Length Exploitation
Definition: Context Length Exploitation refers to adversarial techniques that leverage
the token-based context window and its length limitations to manipulate large language

models (LLMs) into producing unintended or unsafe outputs.
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Recent literature systematically investigates context length exploitation. Schul-
hoff et al. [202] identify attacks such as "Context Overflow,” where adversaries pad
prompts to displace or suppress benign instructions, manipulating model behavior through
token budget exhaustion. Anil et al. [371] generalize this via "Many-Shot Jailbreak-
ing,” demonstrating that increasing context length enables attackers to reliably over-
ride safety alignment by populating the context with adversarial demonstrations; they
show attack effectiveness scales with window size and is not fully mitigated by stan-
dard alignment. Geiping et al. [260] further expand this scope, showing that context
manipulation enables prompt extraction, output misdirection, and the exploitation of
model-internal quirks such as “glitch tokens.” These works collectively show that con-
text length exploitation is a fundamental vulnerability rooted in LLM architecture, chal-

lenging the integrity and safety of LLMs as context windows grow.

5.3 Dataset

During our survey of research papers on jailbreak attacks, jailbreak defenses, and sur-
veys of jailbreak attacks, we collected and organized the datasets released by various
sources. As aresult, we have compiled the largest publicly available dataset on jailbreak
attacks within the open-source community. In addition, we have compiled a dataset of

over one million benign prompts.
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5.3.1 Data Collection

To investigate the current landscape of open-source datasets related to jailbreak attacks
on LLMs, we conducted a comprehensive survey of relevant literature. Our collection
includes 31 papers related to jailbreak overview and benchmark content, 102 black-box
jailbreak attack works, and 31 white-box jailbreak attack works. We have collected
and organized the open source datasets from all the work to form the largest jailbreak
and benign prompt dataset in the community so far, which contains 445,752 jailbreak
prompt data from 48 sources and 1,094,122 benign prompt data from 14 sources.

The dataset is organized into five columns: system_prompt, user_prompt, jailbreak,

source, and tactic. The system_prompt and user_prompt columns denote the system

prompt and the user prompt submitted to the model, respectively. The jailbreak col-
umn denotes whether the prompt constitutes a jailbreak attempt (1 for jailbreak, O for

benign). The source column denotes the origin of the data, and the factic column de-

notes whether a jailbreak tactic is employed (1 for prompts using jailbreak tactics, O for
prompts not using jailbreak tactics).

Table 5.2 and Table 5.3 respectively present statistics on the number of data and
the average prompt length for each source in the jailbreak prompt and benign prompt

datasets.



Table 5.2: Jailbreak Prompt Dataset Information

Source Count  Average Prompt Length
allenai/wildjailbreak [338] 134778 648.28
ReNeLLM [365] 125494 548.49
FuzzLLM [382] 62136 1758.48
AetherPrior/TrickLLM [383] 40245 6084.99
GPTFuzzer [239] 11808 2088.01
CPAD [384] 10050 127.38
yueliu1999/FlipGuardData [180] 8840 974.66
Knowledge-to-Jailbreak [385] 7712 909.14
SoftMINER-Group/TechHazardQA [386] 7301 96.60
h4rm31 [387] 5294 852.01
suffix-mayb dver-suffix-maybe-features [282] 4556 78.08
TemplateJailbreak [194] 4100 2222.62
ECLIPSE [286] 4021 109.67
SAP [373] 2120 794.73
AdaPPA [388] 1948 436.19
jailbroken [389] 1898 963.47
Safe-RLHF [390] 1794 68.39
tml-epfl/lim-past-tense [391] 1419 101.08
DAN [392] 1398 2681.40
ACE [199] 1050 959.77
TAP [393] 831 508.37
JAILJUDGE [394] 826 357.18
GPT Generate [395] 763 72.31
PAIR [396] 741 464.19
Adaptive Attack [397] 689 1805.27
AdvBench [230] 515 73.01
BeaverTails [398] 493 70.56
WUSTL-CSPL/LLMIJailbreak [219] 447 1756.81
HarmBench [399] 411 88.08
StrongREJECT [311] 238 168.28
Question Set [395] 215 74.44
DRA [216] 212 1496.65
GCG [230] 200 22345
AutoDAN [400] 187 3416.41
hh-rlhf [395] 167 83.86
PAP [363] 165 1029.44
GBDA [401] 137 582.16
Handcraft [395] 124 107.77
MaliciousInstruct [263] 100 61.70
GPT Rewrite [395] 96 66.69
Deeplnception [378] 64 558.66
JBB-Behaviors [191] 55 95.42
EnsembleGCG [230] 34 613.15
UAT [402] 33 401.73
AutoPrompt [403] 21 741.86
DirectRequest [399] 15 1198.47
LLM Jailbreak Study [395] 8 129.00
MasterKey [404] 3 77.67

195
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Table 5.3: Benign Prompt Dataset Information

Source Count Average Prompt Length
OpenHermes-2.5 [405] 494829 927.15
glaive-code-assist [406] 181505 409.57
allenai/wildjailbreak [338] 128963 520.90
CamelAl [407] 77276 218.21
Evollnstruct_70k [408] 44393 559.97
cot_alpaca_gpt4 [409] 42022 85.96
metamath [410] 36596 244.34
airoboros2.2 [411] 35320 487.79
platypus [412] 22126 547.99
DAN [392] 16989 1552.36
Unnaturallnstructions [413] 6595 369.20
CogStackMed [414] 4408 211.15
LMSys Chatbot Arena [415] 3000 192.38
JBB-Behaviors [191] 100 73.75

5.3.2 Feature Extraction

We designed 58 heuristic features categorized into seven distinct groups, as detailed

below:

e Linguistic: Features related to basic linguistic properties of text, such as av-
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erage word length, word frequency, part-of-speech usage, lexical diversity, and

sentence structure.

Syntactic: Features capturing sentence-level grammatical structure, including
dependency relations, number of clauses, and use of conditionals or specific syn-

tactic forms.

Semantic: Features reflecting the meaning, tone, or sentiment of the text, includ-

ing polarity, subjectivity, and emotional tone.

Pragmatic: Features associated with discourse style, speaker intent, or interper-
sonal strategies, such as politeness, evasiveness, rhetorical structure, and emo-

tional manipulation.

Safety Risk: Features designed to detect potentially harmful, misleading, inco-
herent, or offensive language, including toxicity, misinformation, logical falla-

cies, and deceptive cues.

Behavioral: Features related to adversarial behavior or attempts to manipulate
or bypass system boundaries, such as jailbreaks, conflicting prompts, or hidden

instructions.

Metadata: Named entity recognition features that quantify references to persons,
organizations, locations, dates, and other entity types for contextual or content

tracking.
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A comprehensive overview of all heuristic features is presented in Table 5.4,
including the description of each feature, its corresponding group, and the average pro-
cessing time per token.

We extracted features from the jailbreak dataset and an equal-sized dataset of
benign prompts using the 58 heuristic features proposed in Section 5.3.2, resulting
in a mixed dataset composed of corresponding heuristic feature vectors. From each
source of jailbreak and benign prompts, we randomly sampled 100 instances. Using
jailbreak prompts from only one source as the test set and the remaining data as the
train set, we trained a simple XGBoost classifier to evaluate whether it could effectively
detect previously unseen types of jailbreak attacks in train set. The experimental results
are shown in Figure 5.4. For most types of jailbreak methods, the trained XGBoost
classifier achieved a detection success rate of over 70%. These experimental results
demonstrate that even a simple binary classifier can serve as an effective coarse-grained
filter for identifying previously unseen jailbreak attacks.

It is worth noting that XGBoost performs poorly when detecting data from four
specific sources individually: HarmBench, ml-epfl/llm-past-tense, CPAD, and ACE.
We analyzed the reasons behind this. HarmBench is a dataset containing only original
harmful questions. Since the trained XGBoost model fails to fully capture these harm-
ful prompts, it suggests that XGBoost primarily learns jailbreaking techniques from
the training data, rather than recognizing harmful content itself. Similarly, ml-epfl/llm-

past-tense consists of attacks that convert harmful prompts into past or future tense.



Table 5.4: All Heuristic Features

Feature Function Group  Avg Time (ms/token)
entropy Measure of word distribution diversity in the text. Linguistic 0000257
avg-word length Average length of words. Linguistic 0069214
type_token_ratio Lexical diversity. Linguistic 0000078
noun_ratio Ratio of nouns to all POS tokens. Linguistic 0017500
verb_ratio Ratio of verbs to all POS tokens. Linguistic 0026251
adj_ratio Ratio of adjectives to all POS tokens. Linguistic 0013125
adv_ratio Ratio of adverbs to all POS tokens. Linguistic 0013126
polarity Sentiment polarity (positive vs. negative). Semantic 0081281
subjectivity Degree of subjectivity in the text. Semantic 0081549
politeness score Heuristic score indicating politene Pragmatic 0.133763
deception_score Likelihood of deceptive language use. Pragmatic 0000148
y-score Presence of vague or unclear expressions. Pragmatic 0035185
avg_token_length Average number of characters per token. Linguistic 0000213
readability._score Ease of reading (c.g., Flesch-Kincaid). Linguistic 0020912
num_clauses Number of clauses detected. Syntactic 0.125693
num._dependencies Number of dependency relations. Syntactic 0123616
negation_presence Frequency of the appearance of negative words. Linguistic 0027588
pronoun_ratio Ratio of pronouns in the text Linguistic 0036568
sentence_length Average number of tokens per sentence. Linguistic 0005479
avg-word freq Mean frequency of words from a corpus. Linguistic 0000257
‘modal_verb_ratio Proportion of modal verbs (can, should, etc.). Linguistic 0037158
question ratio Frequency of interrogative sentences. Pragmatic 0000001
imperative_presence Presence of imperative commands. Pragmatic 0118916
toxicity_score Score reflecting offensive or toxic language. Safety Risk 0014235
nonsense_score Heuristic score for incoherence or gibberish. Safety Risk 0000407
emotionalmanipulation_score  Score reflecting emotional manipulation. Pragmatic 0032445
evasive language score Score reflecting the use of evasive or avoidant language.  Pragmatic 0030615
jailbreak score Tendency to bypass system restrictions. Behavioral 0041695
conflicting_instruction_score  Degree of self-contradiction. Behavioral 0032872
persona_manipulation_score  Attempt to exploit model’s persona. Behavioral 0038160
compute_language_score Detect the language of the text Pragmatic 0016813
false_safety_score Safety-related but misleading language. Safety Risk 0034184
‘misinformation_score Scores of the terms and phrases in the misinformation. ~ Safety Risk 0035483
fake_expertise_score Score of false professional knowledge. Safety Risk 0035417
leading_question_score Score of leading questions in the text Pragmatic 0034241
repetition_score Redundancy or repeated phrases Linguistic 0000186
cognitive_load Calculate cognitive load score based on cognitive terms.  Pragmatic 0028029
positive_tone Presence of positive emotional language. Semantic 0033256
negative_tone Presence of negative emotional language Semantic 0031766
social_word frequency Frequency of socially oriented words. Pragmatic 0031449
punctuation_ratio Ratio of punctuation in the text. Linguistic 0000239
code_markup_score Ratio of code or formatting tokens in the text. Pragmatic 0001198
logical fallacy score Score of logical fallacy in the text. Safety Risk 0026710
hidden_instructions.score Score of concealed directives or commands in the text.  Behavioral 0026510
lexical_diversity_score Score of token diversity. Linguistic 0005101
language_switching score Score of language switching frequency. Pragmatic 0170473
rhetorical_questions_score  Frequency of rhetorical questions. Pragmatic 0004203
double_negation score Frequency of double negation sentences. Pragmatic 0002321
conditional statements_score  Frequency of conditional statements, Syntactic 0004179
PERSON Ratio of named entities tagged as persons Metadata 0.109839
ORG Ratio of named entities tagged as organizations. Metadata 0.107075
GPE Ratio of named entities tagged as geopolitical entities.  Metadata 0113253
DATE Ratio of named entities tagged as dates. Metadata 0.113527
TIME Ratio of named entities tagged as times. Metadata 0.107849
MONEY Ratio of named entities tagged as monetary values. Metadata 0108133
PERCENT Ratio of named entities tagged as percentages. Metadata 0104761
Loc Ratio of named entities tagged as locations. Metadata 0.108968
EVENT Ratio of named entities tagged as events. Metadata 0112325

199
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Fig. 5.4: Detection accuracy of the trained XGBoost model on each unseen type

jailbreak attack

of

The model’s poor performance on this dataset can be attributed to the same issue as

with HarmBench. CPAD is a jailbreak dataset in Chinese, whereas most of our training

data consists of English jailbreak prompts, leading to a significant language mismatch.

Finally, ACE employs simple encoding techniques (e.g., Base64, ROT13) on original

harmful prompts. Without exposure to such encoded examples during training, XG-

Boost struggles to detect this jailbreak method, which are structurally distinct from

other types.
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5.4 PromptSecurity: A Modular Framework for LLM Security Evaluation

5.4.1 Overview and Motivation

Large Language Models (LLMs) are increasingly deployed in safety—critical settings,
yet the evaluation of their security under adversarial prompts remains fragmented and
often irreproducible. This chapter introduces PromptSecurity, a modular, configuration-
driven framework for end-to-end evaluation of LLM security. The framework enables
systematic cross-study of attack vectors, defensive mechanisms, and model behaviors

under a unified protocol.

Problem gaps. PromptSecurity addresses three structural gaps observed in prior ef-
forts: (i) the absence of standardized, reproducible evaluation protocols across hetero-
geneous attacks/defenses; (ii) the lack of unified interfaces that abstract over diverse
model backends and deployment modalities; (iii) limited scalability for continuous in-

tegration of rapidly evolving methods and datasets.

Scope and current snapshot. The reference implementation supports a broad set
of models (APIs and local), multiple attack families, defenses, evaluators (judgers),
and standardized datasets with deterministic sampling. The design favors open-world

extensibility: numbers are expected to grow; components and results are versioned.
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5.4.2 Design Goals and Assumptions

PromptSecurity is guided by five principles:

e Modularity. Decompose evaluation into loosely coupled modules: Attacks, Defenses,

Models, Judgers, Datasets, and Experiments.

¢ Configuration over code. All behaviors are externally specified via JSON/YAML,

enabling version control of experiments independent of implementation changes.

e Dynamic discovery. Components are auto-discovered from registry metadata and

directory scanning, minimizing maintenance overhead for new methods.

e Compatibility by construction. A validator precludes ill-posed settings (e.g., white-

box attacks on API-only models, gradient defenses without weight access).

e Deterministic reproducibility. Fixed seeds, temperature-zero decoding (unless

stated), and canonical data splits guarantee byte-level replayability.

5.4.3 System Architecture

The architecture follows a three-tier, layered design:

Component layer. Domain modules implement standardized base classes (BaseAttack,

BaseDefendedModel, BaseModel, BaseJudger, BaseDataset). Each module de-

clares capabilities and requirements to support automated compatibility checks.
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Integration layer. Configuration loaders, registries, and a compatibility validator or-
chestrate component wiring. A resource manager handles API credentials, rate limit-

ing, and local acceleration parameters (CPU/GPU, precision, batching).

Interface layer. A unified experimental API and CLI support batch execution, pipelines,

and resume-on-failure with structured logging and metrics export (JSONL/Parquet).

5.4.4 Component Modules

Attack Module

Attacks are organized by access assumptions (black-box vs. white-box) and algorithmic
families (e.g., template/transformation, iterative refinement, fuzzing/heuristics, gradient-
based, genetic/evolutionary, RL-based). All methods inherit from BaseAttack and ex-
pose acommon generate(prompt, context) interface with cost accounting (queries,

tokens, time) for fair comparison.

Defense Module

Defenses are instantiated along three loci: input filtering (e.g., similarity/perplexity
gates, back-translation, smoothing), model-based defenses (e.g., prompt hardening,
gradient monitors), and output filtering/self-evaluation. They compose through BaseDefendedModel,

which wraps a BaseModel and provides chainable pre/post hooks.
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Model Module

The model abstraction unifies access to API models (e.g., commercial providers) and
local models (e.g., LLaMA, Qwen, Phi). The module advertises capabilities (weights/gradients
available? logprobs? tool-use?) to the validator. White-box attacks/defenses are re-

stricted to weight-accessible backends by policy.

Judger Module

Judgers implement evaluation semantics, ranging from rule-based (e.g., refusal/policy
matching) to model-based LLM judges for contextual safety and utility assessment. All
judgers support batch mode, calibrated thresholds, and provenance-rich outputs (scores,

rationales, uncertainties).

Dataset Module

Datasets provide standardized access to security benchmarks (e.g., harmful-content,

jailbreak patterns, Al-risk scenarios). Deterministic samplers (fixed seeds, stratified

subsampling) and metadata views (capability labels, language, domain) enable con-

trolled, reproducible studies.

5.4.5 Unified Experimental Protocol

Five-element tuple. Each experiment is defined by the tuple

<M,A’D’S’ J>,
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where M is the model (possibly defended), A an attack (or no_attack), D a defense
(or no_defense), S the dataset split/sampler, and J the judger. This decomposition

enables comparable ablations and factorial sweeps across the design space.

Metrics and outputs. The framework standardizes metrics such as jailbreak success
rate, refusal rate, utility/harmlessness trade-offs, and cost (queries/tokens/latency). All
results are emitted in JSONL with complete metadata: component versions, random

seeds, decoding parameters, and dataset hashes.

Baselines and controls. PromptSecurity encourages paired baselines (no_attack,
no_defense) and threat-model alignment (e.g., enforcing query budgets, language con-

straints) to avoid incomparable reports.

5.4.6 Configuration and Execution

Configuration management. Experiments can be specified programmatically or via
JSON/YAML with schema validation. Environment overlays (e.g., containerized de-
ployments) and CLI flags enable late-binding for credentials, rate limits, and resource

placement.

Execution pipeline. The pipeline proceeds as: (i) schema and compatibility valida-
tion; (ii) dynamic instantiation and resource planning; (iii) defense-first construction
(wrapping models before attacks are executed); (iv) evaluation with progress tracking,

retries, and structured error handling; (v) standardized result emission with audit trails.
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Determinism. Unless explicitly requested, decoding uses temperature O and fixed
seeds; sampling and batching are canonicalized. A run manifest records environment

fingerprints (library versions, GPU, CUDA, driver) to enable exact replays.

5.4.7 Scalability and Extensibility

Plug-in model. New components register via lightweight metadata (name, version,
capabilities, dependencies). The registry supports semantic versioning and deprecation,

allowing the codebase to evolve without breaking archived experiments.

Resource-aware execution. API backends are scheduled with concurrency windows
and exponential backoft; local backends expose knobs for precision (b£16/£fp16), ten-
sor parallelism, and KV cache policies. The orchestrator adapts batch sizes to prevent

OOM while preserving determinism.

Cost and safety guardrails. Built-in enforcement of query budgets, rate limits, and
red-team safety constraints (e.g., disabling disallowed threat settings by default) reduce

accidental policy violations during large-scale sweeps.

5.5 Experiments

5.5.1 Overview

Evaluating LLM security at scale is computationally intensive and methodologically

non-trivial. A naive full factorial sweep over (M, A, D, S, J) (model, attack, defense,
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dataset, judger; cf. §5.4.5) is infeasible. We propose a four-phase methodology that
reduces the experimental design while preserving coverage, rigor, and reproducibil-
ity. The core principles are: (i) representative sampling under explicit coverage con-
straints; (ii) progressive refinement where earlier phases inform later ones; and (iii)

multi-criteria validation balancing statistical reliability, cost, and generalizability.

5.5.2 Objectives, Endpoints, and Constraints

Primary endpoints. Attack Success Rate (ASR), refusal rate, and cost. For dataset S

with items s and judger J:

1
ASR(M,A,D,S,J) = 5 Zué{unsafe(M, A, D, s;J)).

seS

Secondary endpoints. Latency, token/Query cost, and stability under resampling

(Section 5.5.4).

Threat-model and feasibility constraints. Compatibility rules from §5.4.3 (e.g.,
white-box = local models with weight access), query budgets, and provider rate limits

are enforced by the validator.

5.5.3 Phase I: Representative Model Selection

Objective. Select a subset M, C M capturing diversity across vendor families, de-
ployment types (API/local), and safety alignment behaviors.

Protocol.
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1. Setting: no-attack, no-defense, complete baseline prompts.

2. Metric: refusal rate under majority-vote across candidate judgers:

_ 1 l{s € d : refuses(m, s)}|
Rom) = 157 ). d

deD

3. Selection: vendor-stratified sampling with refusal-quantile coverage; tie-break by

capability vectors (API features, logprobs, tool-use) to maximize design diversity.

Outcome. A compact, behaviorally diverse set M, spanning conservative«>permissive

regimes.

5.5.4 Phase II: Judger Calibration and Selection

Objective. Identify a single reliable judger J, for large-scale runs.

Protocol.
1. Evaluate a representative grid (M, A, S') with multiple judgers J = {J;}.

2. Compute inter-rater agreement: Krippendorfl’s a and pairwise Cohen’s «(J;, J;);
summarize

1
Consistency(J) = — Z k(Ji, Jj).

1
(2) i<j
3. Selection criteria: (i) highest mean pairwise consistency; (ii) cost/latency effi-

ciency; (iii) stability under bootstrap resampling.

Outcome. A calibrated J, with documented variance and cost per decision.



209

5.5.5 Phase III: Dataset Optimization

Objective. Build an optimized evaluation set S, with strong discriminative power
while retaining coverage across content categories and attack types.

Method. Refusal-guided, stratified sampling with cross-model response patterns:

1. Estimate item discriminativeness using cross-model variance of outcomes and con-

sistency under J,.

2. Apply stratified quotas over source datasets, categories (e.g., capability/risk taxon-

omy), and languages.

3. Select items maximizing discriminative utility subject to coverage and budget con-

straints; verify with held-out stability checks.

Validation. Category coverage audits, stability under subsampling, and leakage checks
(no prompt overlap with any model/provider safety training disclosures when known).

Outcome. S, with balanced provenance and high information yield per query.

5.5.6 Phase IV: Comprehensive Attack—Defense Evaluation

Objective. Execute the reduced but comprehensive matrix M, X A X D x § , with J,.

Design.

e Attacks: black-box (prompt engineering, multi-turn, transformations, encoding)
for all models; white-box (gradient/evolutionary) on local models only; include

no_attack.
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e Defenses: input/output filtering and model-based defenses; include no_defense.

e Execution: parallel batched runs with deterministic seeds, resume-on-failure, and

cost accounting (queries/tokens/time) recorded per (M, A, D).

Reporting. For each cell, report ASR, R, cost, and latency with 95% ClIs (nonpara-
metric bootstrap). Provide ablations (e.g., no_attack, no_defense) and compatibility-

aware fairness (equalized query budgets).

5.5.7 Statistical Analysis and Validity

Models. Mixed-eftects logistic regression for binary outcomes with random intercepts
for item and model; cluster-robust SEs across items. Multiple comparisons. Ben-
jamini—Hochberg FDR control over family-wise hypotheses. Sensitivity. Re-run key
comparisons under alternative decoders (e.g., temperature € {0,0.2}) and alternative
label aggregations (majority vs. calibrated threshold). Stability. Report coefficient

ranges over bootstrap replicates and across random seeds.

5.5.8 Scalability, Cost, and Reproducibility

Budgeting. Pre-commit query budgets per provider; enforce via the runtime validator.
Caching. Deterministic caching keyed by (prompt, params, model _version) to elimi-
nate duplicate queries. Artifacts. Emit JSONL/Parquet with complete manifests (com-
ponent versions, seeds, decoding params, dataset hashes, hardware fingerprints). Re-

lease configuration bundles for all reported tables/figures.
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5.5.9 Expected Findings and Impact

Scientific contributions. Standardized, budget-aware methodology enabling cross-
study comparability; representative yet tractable evaluation; calibrated, cost-effective
judging at scale. Outcomes. (i) Baselines over representative model families; (ii)
defense rankings under consistent threat models; (iii) vulnerability patterns (model-

specific vs. universal); (iv) guidance on attack—defense cost—benefit trade-offs.



Chapter 6

Conclusions

In this dissertation, we have undertaken a comprehensive study of certifying trustwor-
thy machine learning, motivated by the urgent need for robust and secure artificial in-
telligence systems in safety-critical and adversarial environments. As machine learning
models continue to permeate high-impact domains, their vulnerabilities to adversarial
attacks and the lack of systematic robustness guarantees present fundamental barriers to
their reliable and ethical deployment. Through a synthesis of theoretical advances, al-
gorithmic innovations, and empirical validation, this thesis has contributed new frame-
works, methodologies, and insights that substantially advance the state of the art in
certified robustness and adversarial security.

At the core of this work lies the development of Universally Approximated Cer-
tified Robustness (UniCR), a novel and unified framework for certifying the robustness
of arbitrary classifiers under any £,-norm bounded adversarial perturbations, lever-
aging any continuous noise distribution. UniCR not only automates the certification
process, but also establishes tight and, in many settings, optimal robustness guaran-

tees without recourse to case-specific theoretical derivations. Our theoretical analysis

212
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demonstrates that UniCR subsumes and extends prior randomized smoothing methods,
providing a principled, analysis-free approach that supports a diverse spectrum of clas-
sifiers, noise models, and threat scenarios. Empirical results on benchmark datasets, in-
cluding CIFAR-10, CIFAR-100, and ImageNet, demonstrate the scalability and broad
applicability of UniCR, achieving strong certified accuracy under a variety of practical
conditions.

Building upon this universal foundation, we have further proposed the Univer-
sally Amplifying Randomized Smoothing (UCAN) framework, which introduces the
use of anisotropic noise to significantly amplify certified robustness. UCAN systemat-
ically generalizes existing randomized smoothing techniques, breaking the limitations
of isotropic noise and allowing for optimizable, data-adaptive certification strategies.
Theoretical analysis and experimental validation reveal that UCAN can yield substan-
tial improvements in certified accuracy and certified radii across different datasets and
adversarial threat models. This advance not only enhances the practical viability of
certified defenses, but also deepens our understanding of the fundamental limits and
potentials of randomized smoothing in high-dimensional settings.

Recognizing that robustness certification alone is not sufficient, this thesis also
investigates the offensive side of the adversarial landscape. We have introduced the
first paradigm of certifiable black-box attacks with randomized adversarial examples,
enabling the construction of attacks with provable guarantees on attack success proba-

bility. Unlike traditional empirical black-box attacks, our approach provides a rigorous
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characterization of the attack’s efficacy before querying the target model, and reveals
critical gaps in existing defense mechanisms. Theoretical results, complemented by
extensive empirical evaluations, demonstrate the capability of certifiable black-box at-
tacks to expose vulnerabilities even in state-of-the-art certified models, highlighting the
need for more resilient and adaptive defense strategies.

In parallel, this work has systematized the rapidly emerging field of security in
large language models (LLMs). With the growing adoption of LLMs in real-world
applications, new security risks such as prompt injection, jailbreaks, and misuse have
become increasingly salient. This dissertation presents the first comprehensive sys-
tematization of knowledge for LLM prompt security, introducing unified multi-level
taxonomies for attacks, defenses, and vulnerabilities, as well as formal threat models
and robust evaluation frameworks. The open-source resources and curated benchmarks
developed as part of this research—including the JAILBREAKDB dataset and evalu-
ation tools—provide the community with much-needed infrastructure for reproducible
and systematic security assessment in LLMs.

Collectively, these contributions offer both a unified theoretical framework and
a practical toolkit for certifying, evaluating, and improving the trustworthiness of ma-
chine learning systems. They bridge significant gaps between theory and practice, un-
cover the inherent trade-offs and limitations of current approaches, and lay the ground-
work for future research in robust and secure artificial intelligence.

Looking ahead, several promising avenues remain open for exploration. First, the
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extension of universal certification methods to structured, multi-modal, or sequential
data—such as graphs, time series, or multi-modal fusion—represents a rich direction
for further study. Second, as adversarial threats continue to evolve, the development
of dynamic, adaptive, and context-aware certification techniques will be crucial for
maintaining robustness in ever-changing environments [416]. Third, scaling up certi-
fiable defenses and attack evaluation frameworks to support ultra-large-scale models
and datasets, particularly in the realm of generative Al [417], remains an important
and challenging task. Finally, as Al systems become ever more intertwined with soci-
etal processes, addressing questions of fairness [418], privacy [419, 420], and explain-
ability [421] in the context of robust machine learning will require interdisciplinary
approaches that draw upon insights from computer science, statistics, law, and ethics.
In conclusion, this dissertation aspires to advance both the theoretical under-
standing and practical deployment of trustworthy machine learning. By providing gen-
eral, automated, and empirically validated certification frameworks; pioneering new
paradigms for attack evaluation; and systematizing the security of emerging Al tech-
nologies, this work seeks to support the safe, ethical, and robust adoption of Al systems
in service of society. It is my hope that the results and ideas presented herein will inspire

and enable further advances in the ongoing quest for trustworthy artificial intelligence.
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Chapter 7

Appendix

7.1 Preliminary

We first briefly review the recent certified robustness scheme [1] for a general classification problem by
classifying data point in R? to classes in /. Given an arbitrary base classifier f, it can be converted to a
“smoothed” classifier [1] g by adding isotropic Gaussian noise to the input x:

g(x) = arg Ir_la};( P(f(x + €) = ¢),where € ~ N(O, 0'21) (7.1)

Lemma 1. (Neyman-Pearson Lemma) Let X and Y be random variables in R? with densities px and
uy. Let f : RY — {0, 1} be a random or deterministic function. Then:
(1)IfS ={zeR?: e o t} for somet > 0and P(f(X) = 1) > P(X € 8), then P(f(Y) = 1) >

P(Y € 5); Hx(@)
(2)IfS = {zeR?: 5;8 > 1} for some t > 0 and P(f(X) = 1) < P(X € §), then P(f(Y) = 1) <
P(Y € 5).

With Lemma 4, Cohen [1] derives the certified radius when the classifier is smoothed with the
Gaussian noise. As shown in Theorem 8, when the smoothed classifier’s prediction probabilities satisfy
Equation (7.2), the prediction result is guaranteed to be the most probable class ¢4 when the perturbation
is limited within a radius R in {,-norm.

Theorem 8. (Randomized Smoothing with Gaussian Noise [1]) Let f : R — Y be any deterministic
or random function, and let € ~ N(0,0*I). Denote g as the smoothed classifier in Equation (7.1), and
the most probable and the second probable classes as ca,cp € Y, respectively. If the lower bound of the
class ca’s prediction probability pa € [0, 1], and the upper bound of the class cg’s prediction probability

s € [0, 1] satisfy:
}P’(f(x+e)=CA)2p_AZp_BZH}taXIP’(f(x+e):c) (7.2)

Then g(x + 8) = c for all ||6]l, < R, where
T -1 1
R = 5(‘1) (pa) =@ (pB)) (7.3)
where ®~! is the inverse of the standard Gaussian CDF.

Proof. See detailed proof in [1]. m]

7.2 Proofs

7.2.1 Proof of Theorem 1

Proof. We prove the theorem based on Neyman-Pearson Lemma (Lemma 4).
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Let x := xp + € be the random variable that follows any continuous distribution. ¢ be the perturba-
tion added to the input image. y = x¢ + € + ¢ is the perturbed random variable. Thus, x and y are random
variables with densities 1, and u,. Define sets:

(@)

A:={z: <ta} (7.4)
H(2)
Bz M9 (1.5)
,ux(Z)
where #4 and ¢ are picked to suffice:
P(xeA) = pa (7.6)
P(x € B) = pg (7.7)
Suppose ¢4 € Y and Pa, e € [0, 1] satisfy:
P(f(x+€) =ca) = pa Zp_BZrIlaxIP’(f(x+e):c) (7.8)
_— CFCa
Since P(f(x+€)=ca) > pa=P(xeA)and A ={z: Zi—g < t4}, using Neyman-Pearson Lemma
(Lemma 4), we have: _
P(f(y) = ca) 2Py € A) (7.9)
Similarly, we have:
P(f(y) = cp) <P(y € B) (7.10)
To guarantee P(f(y) = ca) = P(f(y) = cp), we need
P(f(y) =ca) 2Py € A) 2 P(y € B) 2 P(f(y) = cp) (7.11)

In summary, to guarantee the certified robustness on class A, Equation (7.4), (7.5), (7.6), (7.7),
(7.11) must be satisfied. The conditions can be rewritten as:

P(ﬂ”(x) < 14) = pa (7.12)
/Jx(x) -
P 5 =5 (7.13)
<(X)
P <y s Y 5 4 (7.14)
Hx(y) ()

where Equation (7.12) is from Equation (7.4) and Equation (7.6), Equation (7.13) is from Equa-
tion (7.5) and Equation (7.7), and Equation (7.14) is from Equation (7.11).
Considering the relationship y = x + §, we can derive:

Hy(X) = px(x = 6) (7.15)
Hx(y) = p(x +9) (7.16)
Hy(y) = px(y = 6) = pra(x) (7.17)
Thus, the conditions (11), (12) and (13) can be rewritten as:
P 2 g, (7.18)
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p(M > 15) = g (7.19)
Hx(x)
Hx(x) Hx(x)
P(m <ty) > P(m > tg) (7.20)

Any perturbation ¢ satisfying these conditions will not fool the smoothed classifier. In this case,
these conditions construct a robustness area in ¢ space. If we want to find a £, ball within which the
prediction is constant, the /, ball should be in this robustness area. Therefore, the certified radii is the
minimum |[|6]|, on the boundary of this robustness area. In this case, the ¢, ball is exactly the maximum
inscribed ball in the robustness area. Also, x can be replace by € in these conditions since it is in the
fraction, which means the optimization is independent to the input if given p4 and pp. Therefore, the
whole optimization problem is summarized as: T

miniénize R = |loll,

subject to P(M < th) = pa,
Hx(x)
(x=0 _
PO s 1 = 5,
()
,ux(x) < _ /Jx( )

)—tA)—P( o )—B)

If the noise is isotropic, each dimension is independent,

d
pe) = [ sl (7.21)

i=1

Thus, conditions for the isotropic noise can be rewritten as:

B A0 -
j=1 l'[x(-xj) = p_A N
Hx(xj = 65) _
M= ey 2= 7.23
(1—1[ Hx(x)) B) = PB (7.23)
/Jx( j) llx( j)
(1—[ Hx(xj+0; ) - P(l_[ p(xj+6)) 2 1p) (7.24)
Thus, this completes the proof. o

7.2.2 Binary Case for Theorem 2

Theorem 9. (Universal Certified Robustness (Binary Case)) Let f : R? — Y be any deterministic or
random function, and let € follows any continuous distribution. Let g be defined as in (7.1). Suppose the
most probable class c4 € Y and the lower bound of the probability p, satisfy:

(7.25)

l\)l'—‘

P(f+¢€)=ca A2 PAZ

Then g(x + 6) = cx for all ||6]|, < R, where R is given by the optimization:



265

miniémize R =loll,

subject to IE”(/’M < t4) = Pa,
/Jx(x) -

Hx(x) 1

IED _— <t = —

Gaare =W =3

7.2.3 UniCR (Binary Case)

Similar to the binary case of Theorem 9, the binary case of the two-phase optimization can be easily
derived:

R = |46, where 6 € arg min ||A6]|,
6

s.t. A =argmin|K|
2

(x— 16
]P’(lL <t4) =pa
Hx(x) -
_p ™ 1
k=P v =™ 2
1
Paz3

7.2.4 UniCR Bound

The certified radius R approximated by the two-phase optimization is tight if achieving the optimality.
Under this assumption, we analysis the confidence bound for the certification. We follow [1] to compute
the probabilities p4 and pp using Monte Carlo method with sample number n. The confidence is 1 — «y,

where py >= a(l)/ . To estimate the auxiliary parameters 74 and ¢g, we use Dvoretzky—Kiefer—Wolfowitz

inequality [422] to bound the CDFs of the random variables "";lx(_j)‘” and " ’Zx(fj 5+ then determine the 7,4
and 7 using Algorithm 10. ‘ '

Lemma 2. (Dvoretzky-Kiefer—Wolfowitz inequality(restate)) Let X, X2, ..., X, be real-valued indepen-
dent and identically distributed random variables with cumulative distribution function F(-), where
n € N.Let F, denotes the associated empirical distribution function defined by

] n
Fald) =~ Z Lix<ox, X €R (7.26)

i=1

The Dvoretzky—Kiefer—Wolfowitz inequality bounds the probability that the random function F,
differs from F by more than a given constant A € R* :

P(sup |Fo(x) — F(x)| > A) < 2”2 (7.27)
xeR

We use the Lemma 5 to estimate the CDFs in algorithm 10. In the robustness condition, we need
to estimate 4 probabilities with confidence 1 — 272" as well as the pa and pp with confidence 1 — ay.
Therefore, the confidence that deriving the correct radius is at least (1 — @)*(1 - 26’2”A2)4. In Figure 7.1,
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we show the confidence on a varying number of samples when A = 0.1 and a¢ = 0.999. As the number
of samples increases to around 400 (all our experiments use more than 400 samples), our confidence is
very close to Cohen’s confidence [1]. Thus, the confidence is nearly 1 in all our experiments.

1.0
0.9
0 0.8
=
3 0.7
=
ug 0.6
© 0.5
0.4 —— Cohen et al.
0.3 Ours

10? 103 104
n

Fig. 7.1: Confidence vs. number of Monte Carlo samples.

7.2.5 Optimization Convergence

We analysis the convergence of the two-phase optimization and the certification accuracy in this section.
On one hand, the optimality of the scalar optimization can be asymptotically achieved by binary search.
On the other hand, it is hard to find the minimum [|46]|, in the highly-dimensional space, but some
special symmetry in the direction of ¢ (e.g., spherical symmetry that is also found in [3, 23]), can help
approximate the certified radius. The detailed algorithms are presented in Section 3.1. The defense
performance of such universally approximated certified robustness against different real-world attacks
is the same as certified robustness (as shown in Appendix 7.4.2). Thus, such negligible approximation
error is close to 0, but result in many significant new benefits in return.

7.3 Algorithms

7.3.1 Computing 74 and ¢

We present the algorithm to compute the ps and pp in Algorithm 10.

Algorithm 10 Computing 7, and 7

Input: Lower bound of the probabilities, p4; upper bound of the probabilities, pg;
perturbation scalar, A; perturbation, J; noise PDF, Uy, number of samples, n (for
Monte Carlo).

Output: The auxiliary parameters, 74 and .

1: Sample n noise vectors € € R"™ from a discrete version of the PDF u,.

: Calculate % for each noise sample using u,, 4, and 6.

2
3: Estimate the CDF ® of ’% using the Monte Carlo method.
4: return t, = ®~'(p,) and tz = ®~'(pp), using the inverse CDF @.
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7.3.2 Scalar Optimization

We use the binary search to find a scale factor that minimizes |K| (the distance between & and the ro-
bustness boundary). When K = 0, the perturbation ¢ is exactly on the robustness boundary. Fixing the
direction of ¢, we find two scalars such that K > 0 and K < 0. Specifically, we start from a scalar A,
and compute K. If K > 0, then the scaled perturbation 4,6 is within the robustness boundary, thus we
enlarge the scalar to find a 4, such that K < 0 and vice versa. After that, we iteratively compute the K
using A = %(/la + Ap): if K > 0, we let 4, = 4; otherwise, we let 1, = 1. We repeat this iteration until K
is less than a threshold or the number of iterations is sufficiently large. The procedures are summarized
in Algorithm 11.

Algorithm 11 Scalar Optimization

Input: Lower bound of the probabilities, p; upper bound of the probabilities, pg;
perturbation scalar, A; perturbation, ¢; noise PDF, u,; number of samples in Monte
Carlo method, n; threshold for K, K,,; number of iterations for binary search, N

Output: The scalar A that minimizes |K|

1: Find initial scalars A, and A, such that K(1,) > 0 and K(1;,) <0
20 A Aty
: 2

3: Compute K using A4

4: while N > 0 and |K| > K,, do

if K > 0O then
A« A

else

/lh — A
Ag+Ap
2
10: Compute K using A

: N —N-1
return A

A AR

A«

7.3.3 Direction Optimization

We show how to initialize the positions for different £, norms in PSO. Since some noise follows PDFs
with symmetry [3, 23], we set the initial position of particles by considering this, e.g., setting the initial
positions w.r.t. £, for p € R* as [0, ...,0,4,0,...,0] and the initial positions w.r.t. s as [a,a,aq,...,a],
where a is a small random number. Although the search space is highly-dimensional, empirical results
show that the radius given by PSO can accurately approximate the theoretical radius given by other
methods, e.g., Cohen’s [1] (see Figure 4 in main context). Notice that, for more complicated PDFs
without symmetry (which is indeed difficult for deriving the certified radius), PSO can also approximate
the certified radius with more particles and iterations.

7.3.4 Noise Optimization Algorithms

With the UniCR for estimating the certified radius, we can further tune the noise PDF to each input or
the classifier. Specifically, let u(x, @) denote the noise PDF, where « is a set of hyper-parameters in the
function, i.e., @ = [a], @2, ..., @y ]. We simply use grid-search algorithm to find the best hyper-parameters
in the classifier smoothing (C-OPT). For the input noise optimization (I-OPT), we use the Hill-Climbing
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Fig. 7.2: An example of the Robustness Score.
algorithm to find the optimal hyper-parameters in the function for each input. During the algorithm

execution, hyper-parameter for the input is iteratively updated if a better solution is found in each round,
until convergence. The procedures for the Hill Climbing algorithm are summarized in Algorithm 12.

Algorithm 12 I-OPT with Hill Climbing

Input: Input data, x; PDF of noise distribution, u,; universally approximated certi-
fied robustness, UniCR(+); initial hyper-parameters «; optimization range of hyper-
parameters, [L, H]; optimization step of hyper-parameters, S.

Output: The optimal hyper-parameters, @opimal-

1: Initialize the certified radius: Ry « UniCR(x, u(@))
2: for each hyper-parameter @; in @ do
3: if L; <a;,+S,; < H; then

4: R « UniCR(x,,u(a | a; = a; + Si))
5: if " > R, then

6: Update @ with @; < a; + S ;

7 R() — KR

8: elseif L; < a; — S, < H; then

9: R « UniCR(x,u(e | a; = a; - S 1))
10: if " > R, then
11: Update @ with @; <« a; — S;
12: R() «— R
13: else
14: break
15: else
16: break

return @opima < @

7.4 More Experimental Results

7.4.1 Metrics

We show the illustration of Robustness Score in Figure. 7.2
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7.4.2 Defense against Real Attacks

We evaluate our UniCR’s defense accuracy against a diverse set of state-of-the-art attacks, including uni-
versal attacks [30], white-box attacks [31, 32], and black-box attacks [10, 33]. We compare UniCR with
other state-of-the-art certified schemes [1, 3, 24] against £, £, and ¢ perturbations. The certified radius
R for each image in the test set (10,000 images in total) are computed beforehand, and the perturbation
generation is constrained by [|6]|, = R for all the attack methods. We define the defense accuracy as
the rate that the smoothed classifier can successfully defend against the perturbations with the £, size
identical to the the certified radius:

accy = E”b‘”p:R[M] (728)
where ¢4 = g(x), N is the total test number. In this defense study, we use 500 samples for both Monte
Carlo method and testing.

Table 7.1 shows the defense accuracy on the smoothed classifier. The attack with % is re-
scaled to the required norm (perturbation size R) based on their perturbation formats. UniCR universally
provides a 100% defense accuracy against all the ¢, ¢, and ¢, perturbations generated by all the state-
of-the-art attacks. These results validate our universally approximated certified robustness ensures the
same defense performance as certified robustness in practice.

Table 7.1: Defense against real attacks on CIFAR10 (results on MNIST & ImageNet
are similar and not included due to space limit).

Defense Accuracy (%) Gaussian* Procedural* [30] Auto-PGD [31] Wasserstein* [32] Square* [33] HSJ* [10]

Teng’s [24] ¢;-norm R 100.00 100.00 100.00 100.00 100.00 100.00
Our £;-norm R 100.00 100.00 100.00 100.00 100.00 100.00
Cohen’s [1] £,-norm R 100.00 100.00 100.00 100.00 100.00 100.00
Our £,-norm R 100.00 100.00 100.00 100.00 100.00 100.00
Yang’s [3] {w-norm R 100.00 100.00 100.00 100.00 100.00 100.00
Our {,-norm R 100.00 100.00 100.00 100.00 100.00 100.00

7.4.3 List of PDFs

The PDFs used in our experimental are summarized in Table 7.2.

Table 7.2: List of noise distributions.

Distribution Probability Density Function
Gaussian o eI/l

Laplace o e~ /al

Hyperbolic Secant o sech(|x/al)

General Normal o eI/l

Cauthy o ﬁ

Pareto « e
Laplace-Gaussian Mix. o ﬁe*‘x/”‘l +( _,5')e*|«‘/0|2
Exponential Mix. o eBlx/al' =(1-Plx/al

7.4.4 Efficiency for Radius Derivation

We show the runime of our algorithms on deriving the certified radius for the inputs with various input
dimensions in Figure 7.3. For the common input dimensions, e.g., 24 x 24 for MNIST, 3 x 32 x 32 for
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CIFARI10, and 3 x 224 x 224 for ImageNet, it takes less than 10 seconds for certifying an image on aver-
age. Comparing with the theoretical certified radius deriving, our method’s running time is undoubtedly
larger since their radius is pre-derived. However, with the significant benefits on the universality and
the automatically deriving, we believe the cost of the extra running time is worthwhile and acceptable in
practice.

e MNIST
CIFAR10
ImageNet

= = = = N
~ o N @ S °
n o [ =) n o

Certification Time (s)

d
o
L 2

10 10% 103 10* 10> 10°
Input Dimension

Fig. 7.3: Runtime of UniCR vs. input sizes (with RTX3080 GPU).

7.4.5 Any p (besides 1, 2, o)

Existing methods [1, 24] usually focus on the certified radius in a specific norm, e.g., {1, £, or { norms.
Some methods [3, 23] provide certified robustness theories for multiple norms but specific settings are
usually needed for deriving the certified radii in different norms. None of the existing methods can
automatically compute the certified radius in any £, norm. In this section, we show our UniCR can
automatically approximate the certified radii for various p, in which p is a real number greater than 0.

In the experiments, we set the probability p4 = 0.9 and draw the lines of certified radius w.r.t.
different p for p > 0. We show the results computed with different noise distributions in Figure 7.4. We
observe that when p € (0, 2], the certified radius for different p are approximately identical. This finding
also matches the theoretical results in Yang et al. [3], in which the certified radii in £; and £, norm are
exactly the same for multiple distributions. When p > 2, we observe that the certified radius decreases
as p increases.
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Fig. 7.4: Radius vs. various ¢, pert.
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Fig. 7.5: pa-R curves of General Normal, Laplace-Gaussian Mixture, and Exponential
Mixture noise with a varying 3.

7.4.6 Evaluations on Complicated PDFs

We provide a fine-grained evaluation on the complicated distributions [423], e.g., General Normal,
Laplace-Gaussian Mixture, and Exponential Mixture noises with various S. It shows that the Gaus-
sian (i.e., 8 = 2 for General Normal, 8 = 0 for Laplace-Gaussian Mixture and Exponential Mixture) is
the optimal noise in these S setting. We also observe the “crash” on Laplace-based distributions when
Pa is small.

7.4.7 Certification on Non-Smoothed Classifier

Besides certifying inputs with the smoothed classifier, our input noise optimization (I-OPT) can certify
input with a standard classifier without degrading the classifier accuracy on clean data (on the contrary,
existing works have to trade off such accuracy for certified defenses).

Specifically, since our I-OPT allows the noise for the input certification to be different from
the noise used in training, a special case of the training noise is no noise (cc = 0). This means that
we can certify a naturally-trained classifier (standard classifier). This provides an obvious benefit that
the classifier can still execute normal classification on clean data with high accuracy since the standard
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Table 7.3: Certified accuracy on standard classifier.

radius R 00 01 02 03 04 05 06 07 08

Yang’s [3] vs. £;-norm 10.6 104 104 98 88 82 54 22 1.0
Ours vs. £1-norm 988 47.0 224 178 138 102 7.0 38 1.0
Cohen’s [1] vs. £,-norm 106 104 104 96 88 82 56 22 1.2
Ours vs. £,-norm 98.8 46.0 224 176 138 98 70 38 1.2

Yang’s [3] vs. {w-norm (at R/255) 10.6 10.6 10.6 104 104 104 104 104 104
Ours vs. {-norm (at R/255) 98.6 924 694 61.6 53.6 46.0 378 274 244

classifier is trained without noise. Also, with I-OPT, we can tune the noise for the input to maintain
the prediction accuracy. Thus, any classifier can be certifiably protected against perturbations without
degrading the general performance on clean data.

To maintain the performance on standard classification, we add a condition while performing
I-OPT:

g(x +6) = f(x) (7.29)

We show this application on a standard ResNet110 classifier trained on CIFAR10 (see Table 7.3).
For the baselines, we use Gaussian noise (o0 = 0.35) and its corresponding theoretical radius [1, 3] for
certification. Our method uses I-OPT with General Normal noise and initializes it with the same o.
While approximating the certified radius with UniCR, we generate 4, 000 samples with the Monte Carlo
method on CIFARI10.

The table shows that over 98.6% of the inputs are certified by our method with a radius R > 0.
This means that over 98.6% of the samples are certifiably protected while only 10.6% of inputs are
certified by the baselines, which is nearly the accuracy by random guessing. This significant improve-
ment emerges since the I-OPT could optimize the noise PDF for each input even though the classifier
is not trained with noise (non-smoothed classifier). Although the certified radii are low compared to
smoothly-trained classifiers, it provides a certifiable protection on perturbed data while maintaining the
high accuracy for classifying clean data.

7.5 Visual Examples of I-OPT

We present some examples of I-OPT on the ImageNet dataset against ¢;, ¢, and ¢, perturbations, re-
spectively (see Figure 7.6). In the first case (¢; perturbations), without executing the I-OPT, our UniCR
certifies the input with a radius R = 1.24. Our I-OPT optimizes the distribution as the right-most figure
shows, then the certified radius is improved to 1.48 with our UniCR. Similarly, in the rest cases, we show
I-OPT can improve the certified radius significantly by optimizing the noise distribution. Especially, we
improve the radius from 0.35 to 1.30 in the second case.

7.6 Discussions

7.6.1 Universal Certified Robustness

It might be impractical to make a universal framework satisfy all the theoretical conditions w.r.t. all
¢, perturbations, especially p can be any positive real number. Thus, we admit that UniCR may not
strictly satisfy certified robustness all the time due to the approximated optimization. However, extensive
empirical results confirm that our derived radii highly approximate the theoretical certified radii against
different £, perturbations. In addition, the defense performance against real attacks also illustrate that our
method is as reliable as different theoretical certified radii. We believe that with the negligible error in
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practice, UniCR can be deployed as a universal framework to significantly ease the process of achieving
certified robustness in different scenarios.

7.6.2 Certifying Perturbed Data with Randomized Smoothing

Randomized smoothing usually assumes that the input is clean and empirical defenses [7, 152] are not
applied, if the input data is perturbed before certification, then certification in I-OPT might be inaccurate.
Indeed, the certification in traditional randomized smoothing (e.g., [1]) methods also depend on the
inputs (since p, is different for different inputs), they might be inaccurate if the input data is perturbed,
either. Thus, randomized smoothing focuses on certifying clean inputs rather than correcting perturbed
inputs. We will study this interesting problem on certifying both clean and perturbed inputs in the future.

7.6.3 Can existing methods adopt noise optimization?

A question here is that if the noise optimization can improve the certified radius, can the theoretical
methods provide personalized randomization for each input? The personalized randomization is actually
not adaptable in the theoretical methods since they cannot automatically derive the certified radius for
different noise distributions, especially for uncommon distributions, e.g., e~ 1051 Instead, our UniCR
can automatically derive the certified radius for any distribution within the continuous parameter space.

7.6.4 Extensions

We evaluate our UniCR on the image classification. Indeed, our UniCR is a general method that can
be directly applied to other tasks, e.g., video classification [94, 424], graph learning [425], and natural
language processing [426].

7.7 Proof of Theorem 3

‘We restate Theorem 3:

Theorem 10 (Asymmetric Randomized Smoothing via Universal Transformation). Let f : R? — C
be any deterministic or randomized function. Suppose that for the multivariate random variable with
isotropic noise X = x + € in Theorem 2, the certified radius function is R(-). Then, for the corresponding
anisotropic input Y = x + €' X + pu, if there exist ¢, € C and p,’, pg’ € [0,1] such that:

P(f(¥)=ch) 2 pa’ 2 pp’ 2 maxP(f(¥) = ¢) (3.5

then for the anisotropic smoothed classifier g’(x + ") = argmaXx.ec P (f(Y + ¢') = ¢), we can guarantee
g'(x +0") = ¢, for all perturbations ¢’ € R? such that:

5o

L, <R(pa'75) (3.6)
provided that T is invertible.

Proof. Let X = x + €, where € € R4 follows an isotropic noise distribution. Let ¥ = x + Ze + u, where
T e R is an invertible covariance matrix, and u € R? is a mean offset vector.
Given the input x, covariance matrix X, and mean offset u, define:

W =u+x—2x (7.30)
Then, the anisotropic input can be written as:

Y=S(x+e)+u =X +u (7.31)
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Define a transformation 4 : R? — R as:
hz) =2z+u (7.32)

This transformation maps the isotropic input z to the anisotropic space.
Given any deterministic or randomized function f : RY — C, define the anisotropic smoothed
classifier as:
g'(x) = arg mEaCxIP’(f (x+XZe+u)=c) (7.33)
C

Suppose that for the anisotropic random variable Y, there exist ¢/, € C and p4’, pg’ € [0, 1] such
that: T

P(f(Y)=CA)ZP_A'ZP_B'nggxp(f(Y)=C) (7.34)

By the transformation 4, the condition in Equation (7.34) is equivalent to:

P(f(Y)=c)) =P(fEX+u)=c)) (7.35)
= P(f (h(X)) = c}) (7.36)
> &’ >pg > nla,xIP’(f (h(X)) = ¢) (7.37)

Consider a new classifier f : R? — C defined as:

'@ = f(h(z)) (7.38)

This classifier maps the isotropic input z to the class space C through the transformation A.
From Equations (7.36) and (7.37), we have:

P('(X) =¢)) 2 pa’ 2 ps’ 2 max P (f'(X) = ¢) (7.39)

This is the prerequisite condition in the standard isotropic randomized smoothing theory (e.g., Theo-
rem 2).
Therefore, we can obtain the robustness guarantee with isotropic certified radius R such that:

arg r?e%xIP’(f'(X +6)=c)=c} (7.40)
subject to 6], < R (pa". 5 (7.41)
By the definition of /4 in Equation (7.32) and the fact that ¥ = h(X), Equation (7.40) is equivalent
to:
arg %?EalcxIP’ (f X+6)=c) (7.42)
= arg r?e%x P(f(h(X+0)=c) (7.43)
= argmax P(fEX+0+u)=c) (7.44)
= arg I‘EE%XP(f EX+X5+u)=rc) (7.45)
= arg rile%xIP’(f Y+3%6)=c)=c, (7.46)

Define ¢’ = X8, with § = 216" since X is invertible.
Substituting ¢ = !¢’ into the condition lloll, <R (p_A', p_B'), we obtain:

5o

L <R(ps'.7¥) (7.47)



275

Table 7.4: ALM (binary-case) for randomized smoothing with independent anisotropic
noise. d is the dimension size. ®~! is the inverse CDF of Gaussian distri-
bution. A is the scalar parameter of the isotropic noise. o is the anisotropic
scale multiplier.

Distribution PDF Adv. Anisotropic Guarantee ALM
Gaussian [1] o eTlE 6 6@ il <A@~ (pa”)) \/ [T, iA@' (pa)
Gaussian [3] o o313 4 6@l < /l(d)fl([’iA')) \dl L, 0_[/1((1)71(&:))

le 1600l <A@ (paN/ VA JJTIL, oA @ (pa))/ Vd

Laplace [24] oc el & ls@olh < -2log2(1 - pa’)) ML, oidlog2(1 - pa’))
Exp. £« [3] oc ¢l b 6@ crlly < 2dA(pa’ — 1) 2JTIL, oida(pa’ = )
lo 16 @l < uog(@) Jne, (r,»/llog(@)
Uniform £, [67] o< I(llzlle <) £ 6@l <2A(ps’ = 3) 2L sidpa’ = )
lo 160 0le <2201 = {3 - pa) 23TIL (1 = {3 = pa)
PowerLaw (3]« b 6 5@l < 2(p, - 1) 2L o2 (pa = 3)

Therefore, the guarantee in Equations (7.40) and (7.41) is equivalent to:

arg ma}:xIP(f(Y +6)=c)=c, (7.48)
CE
subject to |[=!¢’ , < R(pa'.P5) (7.49)

By Equation (7.33), we have:
g (x+¢)=arg maCxIP’ (fx+d8)=c)=c, (7.50)
CEl
for all & € R? satisfying ”Z‘%‘)”Hp < R(pA’,p_B').
This completes the proof. O
7.8 Binary case of Theorem 3

Theorem 11 (Universal Transformation for Anisotropic Noise). Let f : R — C be any deterministic
or random function. Suppose that for the isotropic input X in Theorem 2, the certified radius function
for the binary case is R(-). Then, for the corresponding anisotropic input Y suchthatY = x + €' o+, if
there exist ¢/, € C and pa’ € (1/2,1] such that:

(7.51)

N —

P(f(Y)=c}) > ps’ >

Then g'(x + ¢’) = argmax.cc P(f(Y) = ¢) = ¢, for all |6’ @ oll, < R(pa’) where g’ denotes the
anisotropic smoothed classifier, ¢’ denotes the perturbation injected to g'. o

Proof. The proof for the binary case is similar to the proofs for the multiclass-case (see Appendix 7.7).
O

7.9 Additional Metric for Certified Region (Binary-case)

How to develop a general metric for evaluating the robustness region for randomized smoothing with
anisotropic noise is an important but challenging problem. We observe that the guarantee in Theorem 3
forms a certified region, within which the perturbation is certifiably safe to the smoothed classifier. The
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{p-norm bounding on the scaled perturbation ¢’ @ results in the anisotropy of the certified region around
the input. We illustrate the asymmetric certified region for different £,-norm guarantees in Figure 3.2. It
shows that if the ¢ space is a 2-dimension space, then the guarantee of asymmetric RS draws a rhombus,
ellipse, and rectangle in ¢, ¢», and {., norms, respectively. Within the asymmetric region, we can find
an isotropic region that also satisfies the robustness guarantee (a subset of the anisotropic region), which
represents an explicit certified radius as depicted in Corollary 3.2.

However, evaluating the performance of randomized smoothing with anisotropic noise via Eq.
(3.9) in Corollary 3.2, although formally guaranteed with robustness, fails to capture the full certified
regions.

Specifically, Eq. (3.9) evaluates the performance only based on the blue region in Figure 3.2, but
the Eq. (3.6) in Theorem 3 actually guarantees that all the ¢ (perturbations) within the green region do
not change the perturbation. Therefore, to fairly and accurately evaluate the performance of certification
via anisotropic noise, we need to develop an auxiliary metric that can cover the entire certified region in
highly-dimensional ¢ space as a complement besides the certified radius.

From another perspective, evaluating the performance of randomized smoothing can be consid-
ered as evaluating the size of the robust perturbation set S (n, p).

Consider the Euclidean structure, S (d, p) is a finite set in d-dimensional Euclidean space. There-
fore, we leverage the Lebesgue measure [427] to compute the size of S (d, p) (see Theorem 4).

@rd+iyd
r(1+%)
Then, when comparing the Lebesgue measure in the same norm ¢, and the same space R?, the constant
term can be ignored. Also, the R factor can lead to infinite numeral computation, thus we also scale the
Lebesgue measure by calculating the d-th root. As a result, we define the Alternative Lebesgue Measure

(ALM) of the robust perturbation set with the same d and p as:

We observe that for a fixed d and p, the factor in the Lebesgue measure is a constant.

(7.52)

Table 7.4 presents the ALM formulas of common RS methods.
Alternative Lebesgue Measure' vs Radius. When the multipliers of the scale parameter for anisotropic
noise oy = 0, = ... = 1, the noise turns into the isotropic noise and the alternative Lebesgue measure
turns into the certified radius R. Therefore, the alternative Lebesgue measure can be treated as a gen-
eralized metric compared to the certified radius. This generalization based on the certified radius also
enables us to fairly compare the randomized smoothing based on anisotropic noise with isotropic noise.

Note that the new metric ALM is not developed to bound the perturbation, but to accurately
measure the certified guarantees of randomized smoothing with anisotropic noise.

7.10 Proof of Theorem 4

Proof.

Definition 3 (d-dimensional Generalized Super-ellipsoid). The d-dimensional generalized super-ellipsoid
ball is defined as

d
.
E(d.p) = (61.62..80) 2 ) 1= < 1.p; > 0) (7.53)
=1

Definition 4 (Euler Gamma Function). The Euler gamma function is defined by

Q) = f N e %da (7.54)
0

' ALM is like the normalized radius of the certified region in all d dimensions.
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There are some properties of I': 1) For all B > 0, BI'(B) = T'(B + 1), 2) For all positive integers n,
[(n)=@m-1), and 3)T(1/2) = /n.
Lemma 3 (Lebesgue Measure of Generalized Super-ellipsoids [428]). The Lebesgue measure of the
generalized super-ellipsoids defined in Definition 3 is given by

[, el (1 + )
——r 5 pi>0d=123, . (7.55)

Ve, p) =24
I+ 3L, o

We leverage Lemma 3 to prove Theorem 3. Let p; = p, the d-dimensional robust perturbation set
is equivalent to

d
0;
S(d.p) = (61,6260 ) |2l < 1) (7.56)
=1 !

The Lebesgue measure in Lemma 3 will be

Veld. py 2 Ly R+ 1) B (2RT(1 + 1)) leoy-.
EE ST TRV I+ 9

p>0,d=1,2,3,.. (7.57)

E

Thus, this completes the proof. O

7.11 Additional Experiments

7.11.1 Anisotropic noise vs. isotropic noise

We also present the performance comparison of the anisotropic and isotropic RS on ImageNet in Fig-
ure 7.7. It shows that similar to the results in the MNIST and CIFAR10, the pattern-wise and dataset-wise
anisotropic noise can improve the performance of certified accuracy w.r.t. the ALM moderately, while
the certification-wise anisotropic noise can significantly boost the performance with the best optimality.

7.11.2 Universality of Pattern-wise and Dataset-wise Methods

Similar to the certification-wise noise, pattern-wise and dataset-wise noise are also universal to different
¢, norms and different PDFs. As shown in Figure 7.8, the pattern-wise and dataset-wise anisotropic noise
can also significantly boost the performance of isotropic RS on various settings.

7.12 Proofs

7.12.1 Proof of Theorem 6

The proof of Theorem 6 is based on the Neyman-Pearson Lemma, so we first review the Neyman-Pearson
Lemma.

Lemma 4. (Neyman-Pearson Lemma) Let X and Y be random variables in R? with densities ux and
uy. Let £ : R? = (0, 1} be a random or deterministic function. Then:

(1)IfS ={zeR?: 1’11—8 <t} forsomet>0and P(f(X) =1)>PX €S), then P(f(Y) =1) >
P(Y €S),

2)IfS ={ze€ RY : 5;—8 >t} for somet > 0and P(f(X) = 1) <PX € S), then P(f(Y) =1) <
P(Y € §).



278

Let x € R? be any clean input with label y. Let noise € be drawn from any continuous distribution
©(0,k). Let x¥' € R be any input. Denote X = x' + €, and X5 = x' + 6 + €. Let f : R? — R! be any
deterministic or random function. For each input x, we can consider two classes: y or # y, so the problem
can be considered as a binary classification problem. Let the lower bound of randomized parallel query
on x’" denoted as Q(x’) = puq,. Define the half set:

-4,
SRS LI (7.58)
@(z, K)
where the auxiliary parameter 7 is picked to suffice:
"+e-0,
P(X e A)=pfETET00 Pads (7.59)

P(X' + €K)
Suppose pagy and the ASP Threshold p satisfy paay > p, then
PLA(X) # yl 2 paay = P(X € A) (7.60)

Using Neyman-Pearson Lemma (considering X5 = X + ¢ as ¥ in Neyman-Pearson Lemma, and
# y as class 1), we have:
PLf(Xs) # y] 2 P[X;s € A] (7.61)

which is equal to
(X' + €,K)
BlACX) £ g1 > Pl PE TER 7.62
LX) # 4] 2 Pl s < 7] (7.62)
If P(% <71) > p, we can guarantee that
PLf(Xs) # 4] 2 p (7.63)

which means the probability of classifying X as adversarial examples is greater than p. Therefore, the
distribution of X can be guaranteed to have the attack success probability larger than p.
Considering Eq. (7.59), we have 7 = ®~(p,4,),

where ®~! is the inverse CDF of random variable M Therefore, substitute 7 in P[m <
@(x'+€,K) (X' +€+5,K)
7] > p, we have
D, [P~ (paar)] = p (7.64)
where @, is the CDF of random variable 25*<9_ The ratios can be further simplified as
(X' +€e+5,K)
"+ €e-6,k —-0,K
o + €= 6,0 _ ple=5,K) 7.65)
o(x’ + €,K) w(€,K)
X + €K €,K
o( ) ¢le,k) (7.66)

(X +€+6,K) @€+ 0,K)
Now we complete the proof of Theorem 6.

7.12.2 Certifiable Attack: Gaussian Noise

Corollary 11.1. (Certifiable Adversarial Shifting: Gaussian Noise) Under the same condition with
Theorem 6, and let € be a noise drawn from Gaussian distribution N(0,0). Then, if the randomized
query on the adversarial input satisfies Eq. (4.5):

PLf(x" +€) # yl 2 paay = Q(x') > p (7.67)
Then PLf(X" + 0 + €) # y] > p is guaranteed for any shifting vector 6 when
811> < o[ (pags) = @' (p)] (7.68)

where ®~! denotes the inverse of the standard Gaussian CDF.



279

X2
Proof. The Gaussian distribution is u(x) o e 27, thus

u(x —0) = 0=/ (7.69)
u(x)

Let 7 := exp((2®; (paa,)d — 6%)/(20%)), where @' denotes the inverse Gaussian CDF with
variance o-. Let random variables X := x’ + € and X5 := X’ + € + 6. Then we have:

_ o HX =0)
P(X € A) = P[ e <7] (7.70)
= Plexp((2X6 — 6%)/(202))] < (7.71)
expl2®; (paan)d — 6)/(207)] (7.72)
= PIX < O, (paar)] (7.73)
= Pads (7.74)
(7.75)
Using Neyman-Pearson Lemma, we have:
Pf(Xs) # yl = P[(Xs) € A] (7.76)
Since
_ o M)
P[X;s € A] = IED[# X165 = 7] (7.77)
= Plexp((2X6S + 6)/(202))] < (7.78)
expl2®; (paan)s = 6)/(20)] (7.79)
= P[2X6 + 6 < 20, (paa)d — 67)] (7.80)
= PIX < O, (paav) = 1I6]I] (7.81)
X 5
P2 < 07 () - 1 (7.82)
g — a

where ®@~! denotes the inverse standard Gaussian CDF.
To guarantee that P[ f(Xs) # y] > p, we need:

lIsl|

X
P[X; € Al = P[— < ©7' (paaw) = —] (7.83)
o — O
>p (7.84)
(7.85)
which is equivalent to
81l < o[ (paas) = @~ (p)] (7.86)
This completes the proof of Corollary 11.1.
O

7.12.3 Proof of Theorem 7
If the Condition Eq. (4.5) is satisfied, we have

Padv 2 P (7.87)
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For any direction w, our goal is to find the ¢ in this direction with maximum ||6]|,. When ||5]|» = 0,
we have
O, =0_ (7.88)

Thus, we have

D, [P (Paar)] = Padv = P (7.89)

Then, we prove that when [|0]|, increase, we will get @, [D! (paan)] decrease.

Since ®_ is the CDF of the random variable %, and ¢(x) decreases when |x| increases, when

[16]l, = oo, we have % — 0, and - (pua) — O.

Since @, is the CDF of the random variable 2<% when ||6]l, — o0, 29 _; o0, 50 @, — 0.
p(e+0,6) @(e+0,k)
Therefore, when ||6]|, — oo, we have

D[ D! (paar)] = 0 < p (7.90)

When ||6]|, — 0, we have
D, [P (Paar)] = Padv = P (7.91)

Since ®_ and @, is continuous function, between O and oo, there must be some § such that
(D+[q):1(padv)] =D

Now we prove that the binary search algorithm can always find the § solution, then we show
how to bound the adversarial attack certification. We use Monte Carlo method to estimate the p,4, as
well as the CDFs ®@_ and ®,. To bound the empirical CDFs, we leverage Dvoretzky-Kiefer-Wolfowitz
inequality [422].

Lemma 5. (Dvoretzky—Kiefer—-Wolfowitz inequality (restate)) Let X, X>, ..., X, be real-valued inde-
pendent and identically distributed random variables with cumulative distribution function F(-), where
n € N.Let F, denote the associated empirical distribution function defined by

1 n
Fal) =~ Z Ly« x € R (7.92)
i=1

The Dvoretzky—Kiefer—Wolfowitz inequality bounds the probability that the random function F,
differs from F by more than a given constant A € R* :

Plsup |F,(x) — F(x)| > A] < 272 (7.93)
xeR

Let the Monte Carlo sampling number N,,,. Each shifting is an independent certification, and there
are a lower-bound estimation and two CDF estimations in each certification. Suppose the confidence of
lower-bound estimation is (1—a), then the certification confidence should be at least (1—a)(1 —2e~ 2Nt )2

7.13 Denoising with Diffusion Models

The certifiable adversarial examples sampled from Adversarial Distribution are noise-injected inputs
that still might be perceptible when the noise is large. We further leverage the recent innovation for image
synthesis, i.e., diffusion model [130], to denoise the adversarial examples for better imperceptibility. The
key idea is to consider the noise-perturbed adversarial examples as the middle sample in the forward
process of the diffusion model [85, 86]. This is shown to improve the imperceptibility and the diversity
of the adversarial examples.
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Table 7.5: Summary of all parameter settings

Experiments General Randor Parallel Query | __Smoothed Self-supervised L Bin-search I

P o a N Tinit Y Niax  Mmax n A N, Ny Q M n e e N

‘Comparison with empirical attack under Blacklight detection 10% 0.025 0.001 50 3/255 3/255 85 10 3/255 50 85 15 0.1 20 0.05 0.01 0.0025 72
Comparison with empirical attack against RAND pre-processing defense 10% 0.025 0.001 50 3/255 3/255 85 10 3/255 50 85 15 0.1 20 0.05 001 00025 72
Comparison with empirical attack against RAND post-processing Defense | 10% 0025 | 0.001 50 3/255 10 3255 50 |85 15 01 20 005 001 00025 72
Comparison with empirical attack against TRADES adversarial training 10% 0025 | 0.001 50 3/255 10 3255 50 |85 15 0.1 20 005 001 00025 72
Certifiable Attack against Feature Squeezing 90% 0.25 0.001 1000 3/255  3/255 10 3/255 1000 85 15 0.1 20 0.05 001 0025 72
Certifiable Attack against Randomized Smoothing and Adaptive Denoiser 90% 0.25 0.001 1000 3/255  3/255 10 3/255 1000 85 15 0.1 20 0.05 001 0025 72
Ablation study: Certifiable attack vs. different noise variance 90% 0.10-0.50 | 0.001 500/1000 3/255 10 3/255 500/1000 | 85 15 0.1 20 0.05 001 01l 72
Ablation study: Certifiable attack vs. different ASP Threshold p 50 - 95% 0.25 0.001 500/1000 3/255 10 3/255 500/1000 | 85 15 0.1 20 0.05 001 0025 72
Ablation study: Certifiable attack vs. different Localization/Shifting 90% 025 0001 50011000 |3/255 3/255 10 3/255 500/1000 | 85 15 01 20 005 001 0025 72
Ablation study: Certifiable attack vs. different noise PDF 90% - 0001 500/1000 | 3/255 3/255 10 3/255 500/1000 | 85 15 0.1 20 005 001 - 72
Ablation study: Certifiable attack w/ and w/o Diffusion Denoise 90% 0.25 0.001 500/1000 3/255  3/255 10 3/255 500/1000 | 85 15 0.1 20 0.05 001 0.025 72

Specifically, the closed-form sampling in the forward process at timestep ¢ in [130] can be written

x = Vaxo + V1 - ae (7.94)

where xp = x is a clean image, @, is the parameter indicating the transformation of the image in the
forward process, and ¢ is a noise drawn from the standard normal distribution N(0, 1). The certifiable
adversarial examples when adding noise € can be expressed as:

as:

Xaay =X +5+ € (7.95)

We can then consider x,4, as the sample x, in Eq. (7.94) by transforming x4, to \/g,xadu and
satisfying these conditions: (1) x’ + ¢ = xp and (2) y@,0 = /1 — @;. Then, we have a;, = ﬁ to bridge
diffusion model and the certifiable attack.

By finding the corresponding time step ¢ and @,, we can leverag the reverse process R(-) of the
diffusion model to denoise x,4,:

X g = RRC-RNTXaa))) (7.96)

Note that the reverse denoising process can be plugged into our attack framework by simply
replacing x,4, with x/ , in all processes. It will not affect the guarantee since the denoising process can be

part of the classification model, i.e., constructing a new target model f”(x4q4,) = f(R(R(...R( \/g,xadv))))
given any f.

7.14 Additional Experiments

7.14.1 Additional Experimental Settings

Table 7.5 summarizes all parameter settings.

7.14.2 More Results of Black-Box Attacks against SOTA Defenses
More Results on Attacking Blacklight
See Results in Table 7.8-Table 7.15.

More Results on Attacking RAND-Pre
See Results in Table 7.16-Table 7.23.

More Results on Attacking RAND-Post
See Results in Table 7.24-Table 7.31.
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7.14.3 Attacking Other Empirical and Certified Defenses
Attacking Empirical Feature Squeezing Detection

We also evaluate the certifiable attack against adversarial detection. Specifically, we select the Feature
Squeezing [61] method, which modifies the image and detects the adversarial examples according to the
difference of model outputs. To position the performance of the detection, we compare the certifiable
attack with the C&W empirical attack [92]. In this experiment, Gaussian noise was adopted, and param-
eters are set as o = 0.25 and p = 90%. We draw the ROC curve in Figure 7.9. As the results show,
the certifiable attack is less detectable than the C&W attack w.r.t. Feature Squeezing (with lower ROC
scores), possibly because the prediction of empirical adversarial examples is less robust to image modi-
fication (empirical adversarial examples tend to be some special data points near the decision boundary).
After the modification, it tends to output a different result. The outputs of certifiable adversarial examples
are more consistent after the modification since their neighbors tend to be adversarial as well.

Attacking Randomized Smoothing-based Certified Defense

Randomized smoothing trains the classifier on inputs with Gaussian noises. We evaluate the certifiable
attack on the classifier trained with the same noise. Specifically, we use the Gaussian noise with o = 0.12
to 0.50 in the classifier training and o = 0.25 in the certifiable attack. Table 7.6 shows that the noise-
trained classifier, especially when the model is trained with the same noise parameter as the adversary,
can significantly degrade the performance of certifiable attacks. Noticeably, the smoothed training in-
creases the perturbation sizes, especially the Mean Dist. £, significantly, and doubles the number of RPQ,
which means the smoothing training can obstacle the certifiable attack to find a Adversarial Distribution.
It also reduces the certified accuracy of the certifiable attack significantly. However, the certifiable attack
can still guarantee that 87.20% of the test samples can be provably misclassified. Without performing
the randomized smoothing certification against the certifiable attack, we can conclude that the certified
accuracy of randomized smoothing with o = 0.25 will be at most 12.80% since at least 87.20% of the
RandAEs are guaranteed to generate successful AEs with 90% probability.

Table 7.6: RS-based defense against our attack on CIFAR10. o = 0.25, p = 90%

Defense Para. | Dist. £, | Mean Dist. £, | # RPQ Cert. Acc.
none 12.95 2.34 14.35 91.21%
o =0.12 13.93 6.72 23.93 88.40%
o =0.25 16.07 11.84 33.93 87.20%
oy = 0.50 15.84 10.12 29.57 90.60%

7.14.4 Diffusion Model for Denoising

We implement the diffusion model [130] with the linear schedule. We train a diffusion model and an
UNet with 3 x 32 x 32 dimension for CIFAR10 and 3 x 64 x 64 dimension for ImageNet and denoise the
certified Adversarial Distributionsamples injected by Gaussian noise with oo = 0.25. The experimental
results are shown in Table 7.7. Although the diffusion denoise increases the number of queries and Mean
Dist. £,, the perturbation of AE samples is significantly reduced due to the denoise. It is worth noting
that the AEs generated by the diffusion model are unique due to the stochastic reverse process. This
difference enables the certifiable attack to generate diverse AEs while ensuring the ASP guarantee.
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Table 7.7: Performance of Certifiable Black-box Attack with Diffusion Denoise (p =
90%, o = 0.25). Diffusion Denoise can significantly reduce the perturbation
size when the noise scale is very large.

Dataset | denoise | Dist. £, Mean Dist. £, #RPQ Certified Acc.
CIEARIO w/o 12.95 2.34 14.35 91.21%

w/ 9.04 10.38 30.89 91.30%
magenie w/o 24.32 0.72 5.60 99.8%

w/ 8.48 7.30 12.85 100.00%

Table 7.8: Attack performance under Blacklight detection on VGG and CIFARIO0
(Clean Accuracy: 90.3%)

Query Pert. Det. #Q Det.  Model Dist.
Attack Type Type Rate % toDet. Cov. % Acc. #Q %)
Bandit Score  {y 100.0 1.0 69.2 0.0 59 477
NES Score (s 100.0 8.6 21.2 0.0 264  1.33
Parsimonious Score 100.0 2.0 96.7 0.0 107 4.90
Sign Score  {s 100.0 2.0 92.4 0.0 83 490
Square Score  { 100.0 2.0 75.9 0.0 25 4.90
Z0SignSGD Score  {y 100.0 2.0 50.6 0.0 267 1.29
GeoDA Label /s 100.0 1.0 89.7 0.2 377 3.08
HSJ Label /s 100.0 7.7 92.2 0.0 353 294
Opt Label /. 100.0 8.6 83.4 37.1 2571 1.04
RayS Label /. 100.0 5.8 78.6 0.0 226 4.82
SignFlip Label /. 100.0 8.7 56.0 0.0 68 391
SignOPT Label /. 100.0 8.6 89.1 21.0 1112 1.15
Bandit Score 0 100.0 1.0 98.9 0.0 121  2.62
NES Score 0, 100.0 8.5 32.6 0.0 823 0.53
Simple Score ¢, 100.0 1.0 99.8 0.0 779 0.77
Square Score 100.0 2.0 78.7 0.0 26 4.47
Z0SignSGD Score 100.0 2.0 53.4 0.3 1631 0.48
Boundary Label £ 100.0 7.6 67.4 217 315 270
GeoDA Label ¢4, 100.0 1.0 89.7 0.1 230 2.80
HSJ Label £ 100.0 7.6 90.9 0.0 188  2.49
Opt Label £ 100.0 8.6 65.1 326 675 239
SignOPT Label £ 100.0 8.6 77.7 2477 510 1.89
PointWise Label Opt. | 100.0 1.0 99.5 0.0 764 2.06
SparseEvo Label Opt. | 95.7 1.0 100.0 0.0 9569 2.40
CA (sssp) Label Opt. 0.0 00 0.0 6.2 393 375
CA (bin search) Label Opt. 0.0 00 0.0 0.0 473 5.20
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Table 7.9: Attack performance under Blacklight detection on ResNet and CIFAR10
(Clean Accuracy: 92.1%)

Query Pert. Det. #Q Det Model Dist.
Attack Type Type Rate % toDet. Cov.% Acc. #Q 12
Bandit Score (s 100.0 1.0 67.9 0.0 32 490
NES Score  {y 100.0 8.5 20.7 0.0 256 1.36
Parsimonious Score (s 100.0 2.0 96.3 0.0 83 5.01
Sign Score  {w 100.0 2.0 922 0.0 94 499
Square Score  {w 100.0 2.0 71.6 0.0 17 499
Z0SignSGD Score  {y 100.0 2.0 50.6 0.0 248 130
GeoDA Label (o 100.0 1.0 89.6 9.8 215 2.84
HSJ Label (s 100.0  361.1 85.2 0.5 683 3.17
Opt Label (o 89.0 9.0 85.3 50.5 2290 0.86
RayS Label (o 100.0 5.8 78.9 0.0 251 4.82
SignFlip Label (s 99.5 246.8 56.3 0.5 389 422
SignOPT Label (s 92.5 8.4 88.4 31.0 1270 1.08
Bandit Score 100.0 1.0 98.7 0.0 109  2.65
NES Score £, 100.0 8.1 325 0.0 762 0.53
Simple Score 0, 100.0 1.0 99.7 0.0 703 0.78
Square Score ) 100.0 2.0 74.2 0.0 21 4.55
Z0SignSGD Score £, 100.0 2.0 533 0.0 1340 045
Boundary Label £, 100.0 3414 715 354 438 238
GeoDA Label ¢, 100.0 1.0 89.7 83 274 2.65
HSJ Label ¢, 100.0 3584 82.1 0.4 497 275
Opt Label ¢, 90.1 9.9 64.4 400 660 234
SignOPT Label ¢, 88.1 8.5 75.6 353 414 1.67
PointWise Label Opt. | 91.3 1.0 99.6 8.0 888 1.92
SparseEvo Label Opt. | 87.9 1.0 100.0 8.8 8796 2.57
CA (sssp) Label Opt. 0.0 0 0.0 83 437 395
CA (bin search) Label Opt. 0.0 ) 0.0 10.7 421  4.09

Table 7.10: Attack performance under Blacklight detection on ResNeXt and CIFAR10

(Clean Accuracy: 94.9%)

Query Pert. Det. #Q Det. Model Dist.
Attack Type Type Rate % toDet. Cov.%  Acc. #Q 12
Bandit Score  {s 100.0 1.0 67.3 0.0 27 5.07
NES Score  {w 100.0 8.5 20.4 0.0 213 1.28
Parsimonious Score  {w 100.0 2.0 97.3 0.0 104 5.16
Sign Score  {s 100.0 2.0 93.6 0.0 75 515
Square Score  {w 100.0 2.0 69.7 0.0 15 5.5
Z0SignSGD Score  {y 100.0 2.0 50.6 0.0 222 1.27
GeoDA Label (s 100.0 1.0 89.9 10.1 197 222
HSJ Label {s 100.0  148.1 85.9 0.0 383  2.65
Opt Label (s 88.4 8.5 78.1 433 1644 0.87
RayS Label (o 100.0 5.4 81.4 0.0 391 4.77
SignFlip Label (s 100.0  165.8 41.5 0.0 205 343
SignOPT Label (s 92.7 8.6 92.5 260 780 0.92
Bandit Score 100.0 1.0 98.8 0.0 110 2.81
NES Score £, 100.0 8.8 32.4 0.0 608 0.48
Simple Score 100.0 1.0 99.7 0.0 595  0.71
Square Score ) 100.0 2.0 74.2 0.0 20 4.69
Z0SignSGD Score £, 100.0 2.0 53.4 0.6 1376 0.46
Boundary Label £, 100.0  161.4 56.2 14.8 186 271
GeoDA Label ¢, 100.0 1.0 90.3 102 165 2.13
HSJ Label ¢, 100.0 1383 83.9 0.0 287 2.16
Opt Label ¢, 88.4 8.6 60.8 372 480 1.65
SignOPT Label ¢, 88.4 8.6 87.5 327 387 1.17
PointWise Label Opt. | 97.6 1.0 97.6 23 1084 2.01
SparseEvo Label Opt. | 95.0 1.0 100.0 26 9506 3.11
CA (sssp) Label Opt. 0.0 o 0.0 8.3 437 395
CA (bin search) Label Opt. 0.0 0 0.0 10.7 421 4.09
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Table 7.11: Attack performance under Blacklight detection on WRN and CIFARI10

(Clean Accuracy: 96.1%)

Query Pert. Det. #Q Det Model Dist.
Attack Type Type Rate % toDet. Cov.%  Acc. #Q 12
Bandit Score (s 100.0 1.0 67.4 0.0 47 5.09
NES Score  {y 100.0 8.7 20.7 0.0 295 144
Parsimonious Score (s 100.0 2.0 97.6 0.2 140 5.22
Sign Score  {w 100.0 2.0 94.6 0.0 130 521
Square Score  {w 100.0 2.0 74.5 0.0 21 521
Z0SignSGD Score  {y 100.0 2.0 50.6 0.2 300 142
GeoDA Label {w 100.0 1.0 89.6 0.1 323 2.83
HSJ Label (s 100.0 7.3 91.9 0.0 280 2.69
Opt Label (s 97.0 11.3 81.1 350 2179 1.15
RayS Label {w 100.0 4.9 81.5 0.0 309 4.87
SignFlip Label (s 100.0 83 53.0 0.0 72 375
SignOPT Label (s 88.4 8.5 89.4 280 843 097
Bandit Score £, 100.0 1.0 98.8 0.0 136 2.71
NES Score £, 100.0 8.2 325 0.0 863 0.57
Simple Score £, 100.0 1.0 99.8 0.0 813 0.83
Square Score ) 100.0 2.0 73.2 0.0 20 4.5
Z0SignSGD Score £, 100.0 2.0 533 23 1803 0.54
Boundary Label £, 100.0 7.3 62.2 167 376 285
GeoDA Label ¢, 100.0 1.0 89.6 0.0 186  2.63
HSJ Label ¢, 100.0 7.4 91.0 0.0 185 2.27
Opt Label ¢, 97.3 10.7 66.3 351 678 2.14
SignOPT Label ¢, 91.7 8.5 80.3 33.0 470 1.57
PointWise Label Opt. | 99.9 1.0 99.5 0.1 800 1.96
SparseEvo Label Opt. | 97.7 1.0 100.0 0.2 9772 283
CA (sssp) Label Opt. 0.0 0 0.0 6.8 417 3.7
CA (bin search) Label Opt. 0.0 ) 0.0 0.0 461  5.05

Table 7.12: Attack performance under Blacklight detection on VGG and CIFAR100
(Clean Accuracy: 68.6%)

Query Pert. Det. #Q Det.  Model Dist.
Attack Type Type Rate % toDet. Cov. % Acc. #Q b
Bandit Score  {y 100.0 1.0 61.5 0.0 22 3.66
NES Score  {y 100.0 8.6 21.6 0.0 178  0.80
Parsimonious Score  {s 100.0 2.0 94.0 0.0 73 3770
Sign Score  {y 100.0 2.0 84.6 0.0 44 3.68
Square Score e 100.0 2.0 64.7 0.0 9 3.68
Z0SignSGD Score  {o 100.0 2.0 50.7 0.1 184 0.79
GeoDA Label {s 100.0 1.0 89.8 0.0 154 2.07
HSJ Label (s 100.0 72 91.9 0.0 232 2.16
Opt Label (o 100.0 8.6 74.7 20.8 1463 0.97
RayS Label {s 100.0 6.6 71.7 0.0 120 4.40
SignFlip Label (s 100.0 8.7 449 0.0 30 288
SignOPT Label {w 100.0 8.5 92.3 23.0 699 0.84
Bandit Score £, 100.0 1.0 97.9 0.0 73 135
NES Score £, 100.0 8.7 324 0.0 553 031
Simple Score £, 100.0 1.0 99.4 0.0 507 0.44
Square Score 2 100.0 2.0 64.0 0.0 6 3.35
Z0SignSGD Score £, 100.0 2.0 53.6 04 1137 0.29
Boundary Label ¢, 100.0 7.3 54.0 6.3 100 2.49
GeoDA Label ¢, 100.0 1.0 90.2 0.0 125 195
HSJ Label ¢4, 100.0 7.3 91.4 0.0 147 1.74
Opt Label ¢, 100.0 8.6 63.3 19.8 563 1.51
SignOPT Label ¢, 99.4 8.5 88.7 144 446 1.13
PointWise Label Opt. | 100.0 1.0 98.9 0.0 300 142
SparseEvo Label Opt. 86.5 1.0 100.0 0.0 8647 1.88
CA (sssp) Label Opt 0.0 0 0.0 1.7 187 234
CA (bin search) Label Opt. 0.0 00 0.0 0.0 457 2770
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Table 7.13: Attack performance under Blacklight detection on ResNet and CIFAR100

(Clean Accuracy: 66.8%)

Query Pert. Det. #Q Det. Model Dist.
Attack Type Type Rate % toDet. Cov.%  Acc. #Q 12
Bandit Score (s 100.0 1.0 62.5 0.0 10 3.56
NES Score  {y 100.0 8.5 21.3 0.0 141 0.72
Parsimonious Score e 100.0 2.0 93.5 0.0 49  3.61
Sign Score  {w 100.0 2.0 82.4 0.0 31 3.59
Square Score  {w 100.0 2.0 66.2 0.0 8 3.58
Z0SignSGD Score  {y 100.0 2.0 50.7 0.0 148  0.70
GeoDA Label (o 100.0 1.0 89.5 0.0 152 221
HSJ Label (s 100.0 7.3 91.8 0.0 214 223
Opt Label (s 100.0 8.5 75.1 25.8 1442 096
RayS Label (s 100.0 6.6 70.3 0.0 109  4.02
SignFlip Label (s 100.0 8.7 49.0 0.0 39 328
SignOPT Label (s 100.0 8.5 89.5 170 749 0.88
Bandit Score 100.0 1.0 97.8 0.0 63 125
NES Score £, 100.0 8.7 325 0.0 404 0.27
Simple Score £, 100.0 1.0 99.5 0.0 371 0.39
Square Score ) 100.0 2.0 64.4 0.0 6 3.26
Z0SignSGD Score £, 100.0 2.0 535 0.1 747 0.23
Boundary Label £, 100.0 7.3 56.4 9.1 105 2.67
GeoDA Label ¢, 100.0 1.0 89.9 0.0 130 2.02
HSJ Label ¢, 100.0 7.3 91.2 0.0 151 1.81
Opt Label ¢, 100.0 8.5 63.2 21.6 567 1.58
SignOPT Label ¢, 100.0 8.5 85.8 173 472 1.20
PointWise Label Opt. | 100.0 1.0 99.2 0.0 468  1.52
SparseEvo Label Opt. | 90.9 1.0 100.0 0.0 9088 2.18
CA (sssp) Label Opt. 0.0 o0 0.0 1.4 191 239
CA (bin search) Label Opt. 0.0 ) 0.0 0.0 458  3.05

Table 7.14: Attack performance under Blacklight detection on ResNeXt and CI-
FAR100 (Clean Accuracy: 80.0%)

Query Pert. Det. #Q Det.  Model Dist.
Attack Type Type Rate % toDet. Cov. % Acc. #Q b
Bandit Score  {y 100.0 1.0 62.3 0.0 13 428
NES Score  {y 100.0 8.6 21.6 0.0 145 0.87
Parsimonious Score  {s 100.0 2.0 95.5 0.0 73 432
Sign Score  {y 100.0 2.0 87.7 0.0 47 430
Square Score e 100.0 2.0 63.7 0.0 7 4.30
Z0SignSGD Score  {s 100.0 2.0 50.7 0.0 158 0.89
GeoDA Label {s 100.0 1.0 90.1 0.1 136 191
HSJ Label (s 100.0 7.3 92.0 0.0 226 1.96
Opt Label (s 99.0 8.6 73.5 32.1 1158 0.84
RayS Label {s 100.0 6.5 75.2 0.0 175 444
SignFlip Label (s 100.0 8.8 422 0.0 27 252
SignOPT Label (s 98.8 8.5 92.7 140 616 0.79
Bandit Score £, 100.0 1.0 98.0 0.0 69 1.62
NES Score 100.0 8.7 31.7 0.0 420 0.33
Simple Score £, 100.0 1.0 99.5 0.0 409 0.48
Square Score 2 100.0 2.0 65.8 0.0 8 3.92
Z0SignSGD Score £, 100.0 2.0 53.5 0.0 1029 0.33
Boundary Label ¢, 100.0 7.3 511 5.7 53 226
GeoDA Label ¢, 100.0 1.0 90.6 0.1 120 1.84
HSJ Label ¢, 100.0 7.3 91.7 0.0 146  1.53
Opt Label ¢, 99.0 8.6 62.1 21.7 537 146
SignOPT Label ¢, 98.9 8.6 89.5 16.5 432 1.07
PointWise Label Opt. | 100.0 1.0 99.4 0.0 766  1.80
SparseEvo Label Opt. 93.8 1.0 100 0.0 9376 2.53
CA (sssp) Label Opt 0.0 o0 0.0 2.1 174 231
CA (bin search) Label Opt. 0.0 N 0.0 0.0 459  2.61
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Table 7.15: Attack performance under Blacklight detection on WRN and CIFAR100
(Clean Accuracy: 79.4%)

Query Pert. Det. #Q Det. Model Dist.
Attack Type Type Rate % toDet. Cov.%  Acc. #Q 12
Bandit Score (s 100.0 1.0 62.1 0.0 13 425
NES Score  {w 100.0 8.8 21.7 0.0 151 0.87
Parsimonious Score e 100.0 2.0 95.2 0.0 75 429
Sign Score  {w 100.0 2.0 87.2 0.0 54 426
Square Score  {w 100.0 2.0 65.1 0.0 10 4.26
Z0SignSGD Score  {o 100.0 2.0 50.6 0.0 159 0.87
GeoDA Label (o 100.0 1.0 90.0 0.0 139 1.93
HSJ Label (. 100.0 73 91.9 0.0 185 1.89
Opt Label (s 100.0 8.6 73.8 24.1 1269 0.93
RayS Label (s 100.0 6.0 74.1 0.0 165 4.20
SignFlip Label (. 100.0 8.7 43.1 0.0 29 270
SignOPT Label (s 100.0 8.6 92.9 19.0 624 0.75
Bandit Score 100.0 1.0 97.7 0.0 70 154
NES Score 100.0 8.9 31.8 0.0 442 0.32
Simple Score 0, 100.0 1.0 99.4 0.0 437 048
Square Score ) 100.0 2.0 65.2 0.0 7 3.88
Z0SignSGD Score 0, 100.0 2.0 53.6 0.5 964 0.31
Boundary Label £, 100.0 72 52.0 4.8 81 246
GeoDA Label ¢, 100.0 1.0 90.4 0.0 120 1.86
HSJ Label ¢, 100.0 73 91.5 0.0 143 1.55
Opt Label ¢, 100.0 8.6 65.2 222 586 1.35
SignOPT Label ¢, 99.9 8.5 89.0 16.7 456 1.04
PointWise Label Opt. | 100.0 1.0 99.1 0.0 469  1.57
SparseEvo Label Opt. | 914 1.0 100.0 0.0 9145 2.16
CA (sssp) Label Opt. 0.0 o0 0.0 1.6 218  2.56
CA (bin search) Label Opt. 0.0 ) 0.0 0.0 458  2.65

Table 7.16: Attack performance under RAND Pre-processing Defense on VGG and
CIFARI10 (Clean Accuracy: 87.7%)

Query Perturbation

Attack #Query Model Acc. Dist. {,

Type Type
Bandit Score lo 116 36.1 4.68
NES Score lo 612 50.7 1.69
Parsimonious Score le 565 63.7 4.79
Sign Score loo 257 55.3 4.75
Square Score loo 91 329 4.80
Z0SignSGD Score loo 644 49.9 1.72
GeoDA Label loo 324 58.1 2.58
HSJ Label [ 591 59.7 2.26
Opt Label loo 957 87.3 0.25
RayS Label lo 251 60.1 4.60
SignFlip Label loo 365 51.1 3.31
SignOPT Label lo 1411 82.0 0.30
Bandit Score 12 773 76.5 3.36
NES Score 23 1875 72.2 0.75
Simple Score ) 1693 89.3 0.14
Square Score 153 100 33.9 4.33
Z0SignSGD Score 123 2840 78.3 0.63
Boundary Label 23 43 54.4 2.46
GeoDA Label b 299 62.0 2.35
HSJ Label (23 735 56.5 3.20
Opt Label 23 807 69.4 1.92
SignOPT Label 123 586 50.9 2.76
PointWise Label  Optimized 2813 83.0 2.02
SparseEvo Label  Optimized 9492 80.8 1.62
CA (sssp) Label ~ Optimized 359 5.7 3.53
CA (bin search) | Label  Optimized 473 0.0 4.94
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Table 7.17: Attack performance under RAND Pre-processing Defense on ResNet and
CIFAR10 (Clean Accuracy 92.3%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. ¢,
Bandit Score lo 52 27.2 4.88
NES Score loo 605 49.9 1.84
Parsimonious Score lo 254 50.1 4.97
Sign Score loo 394 58.3 4.85
Square Score [ 32 21.4 4.95
Z0SignSGD Score loo 674 514 1.86
GeoDA Label [ 265 62.8 2.53
HSJ Label loo 641 64.6 2.12
Opt Label Lo 655 88.2 0.18
RayS Label loo 306 62.9 4.75
SignFlip Label lo 902 56.5 3.33
SignOPT Label loo 1086 85.6 0.24
Bandit Score 2 747 76.0 3.45
NES Score & 1808 71.2 0.77
Simple Score 153 2139 90.4 0.15
Square Score 2 44 24.2 4.49
Z0SignSGD Score 123 2822 71.6 0.64
Boundary Label ) 46 60.1 2.25
GeoDA Label 0 333 66.7 2.14
HSJ Label 4 1163 56.7 3.45
Opt Label & 724 72.8 1.93
SignOPT Label 153 442 59.1 2.47
PointWise Label  Optimized 3804 86.5 2.02
SparseEvo Label  Optimized 8709 87.3 1.78
CA (sssp) Label  Optimized 406 8.1 3.80
CA (bin search) | Label  Optimized 417 10.8 3.89

Table 7.18: Attack performance under RAND Pre-processing Defense on ResNeXt
and CIFAR10 (Clean Accuracy: 89.6%)

Query Perturbation

Attack #Query Model Acc. Dist. ¢,

Type Type
Bandit Score lo 54 259 4.81
NES Score loo 446 482 1.61
Parsimonious Score le 537 68.1 4.88
Sign Score lo 454 63.8 4.75
Square Score lo 90 24.2 491
Z0SignSGD Score [ 487 49.4 1.64
GeoDA Label loo 197 58.9 2.43
HSJ Label loo 363 59.3 2.30
Opt Label loo 771 89.8 0.30
RayS Label leo 305 65.3 4.60
SignFlip Label loo 334 54.0 291
SignOPT Label loo 895 84.9 0.33
Bandit Score 12 407 75.1 3.03
NES Score (23 1611 74.6 0.70
Simple Score %) 1692 90.2 0.14
Square Score 0 123 34.0 441
Z0SignSGD Score b 2582 80.9 0.59
Boundary Label ) 18 52.9 2.50
GeoDA Label & 146 58.9 2.32
HSJ Label (23 593 57.7 2.86
Opt Label (23 694 76.1 1.58
SignOPT Label 1% 337 67.1 1.91
PointWise Label  Optimized 4516 84.5 2.18
SparseEvo Label  Optimized 9632 87.4 1.85
CA (sssp) Label  Optimized 259 9.8 2.71
CA (bin search) | Label  Optimized 416 10.6 2.75
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Table 7.19: Attack performance under RAND Pre-processing Defense on WRN and
CIFAR10 (Clean Accuracy: 92.6%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. ¢,
Bandit Score lo 55 28.0 4.92
NES Score lo 600 51.6 1.78
Parsimonious Score lo 695 71.4 5.04
Sign Score leo 627 70.6 4.82
Square Score loo 142 28.6 5.00
Z0SignSGD Score loo 642 52.3 1.80
GeoDA Label ls 202 60.1 2.54
HSJ Label loo 468 614 2.30
Opt Label Lo 1009 90.5 0.24
RayS Label loo 454 69.2 4.62
SignFlip Label loo 280 524 3.04
SignOPT Label loo 1145 86.4 0.28
Bandit Score 2 616 77.1 3.22
NES Score & 2074 71.0 0.82
Simple Score 153 1639 92.0 0.15
Square Score 2 62 30.9 4.57
Z0SignSGD Score 123 2982 82.0 0.68
Boundary Label ) 36 56.1 2.53
GeoDA Label 0 191 60.9 2.35
HSJ Label 4 627 57.2 2.97
Opt Label & 759 73.5 1.69
SignOPT Label & 527 60.5 2.34
PointWise Label  Optimized 3721 87.2 1.90
SparseEvo Label  Optimized 9730 89.7 1.7
CA (sssp) Label  Optimized 401 6.1 3.63
CA (bin search) | Label  Optimized 461 0.0 4.80

Table 7.20: Attack performance under RAND Pre-processing Defense on VGG and
CIFAR100 (Clean Accuracy: 61.4%)

Query Perturbation

Attack #Query Model Acc. Dist. ¢,

Type Type
Bandit Score lo 9 8.8 3.28
NES Score loo 326 34.4 0.91
Parsimonious Score le 218 37.1 3.26
Sign Score lo 138 325 3.26
Square Score lo 25 9.0 3.31
Z0SignSGD Score loo 376 329 0.93
GeoDA Label loo 139 40.5 2.36
HSJ Label loo 301 43.7 2.12
Opt Label leo 908 66.1 0.38
RayS Label leo 127 46.4 4.03
SignFlip Label loo 194 439 2.64
SignOPT Label loo 997 60.3 0.46
Bandit Score l 187 439 1.43
NES Score (23 1215 48.5 0.39
Simple Score %) 1335 60.4 0.09
Square Score 143 37 10.0 2.99
Z0SignSGD Score 123 1804 54.8 0.33
Boundary Label ) 26 41.0 2.48
GeoDA Label & 150 435 2.20
HSJ Label (23 278 46.3 2.41
Opt Label (23 765 56.5 1.44
SignOPT Label 1% 390 51.1 1.93
PointWise Label  Optimized 956 513 1.07
SparseEvo Label  Optimized 8793 532 0.95
CA (sssp) Label  Optimized 168 0.9 2.25
CA (bin search) | Label  Optimized 457 0.0 2.52
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Table 7.21: Attack performance under RAND Pre-processing Defense on ResNet and
CIFAR100 (Clean Accuracy: 62.4%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. ¢,
Bandit Score lo 13 10.2 3.36
NES Score loo 279 36.4 0.92
Parsimonious Score lo 85 31.5 3.39
Sign Score loo 221 33.1 3.33
Square Score loo 12 9.7 3.48
Z0SignSGD Score loo 330 349 0.94
GeoDA Label ls 220 40.5 2.34
HSJ Label loo 472 43.6 2.17
Opt Label Lo 907 62.7 0.32
RayS Label loo 119 44.0 3.97
SignFlip Label lo 383 40.0 2.93
SignOPT Label loo 912 57.9 043
Bandit Score 2 291 47.8 1.47
NES Score & 964 51.0 0.36
Simple Score 153 1152 62.8 0.09
Square Score 2 6 10.0 3.05
Z0SignSGD Score 123 1514 552 0.30
Boundary Label ) 16 37.7 2.52
GeoDA Label 0 256 443 2.14
HSJ Label 4 381 43.8 2.56
Opt Label & 806 54.5 1.46
SignOPT Label 153 452 46.0 1.96
PointWise Label  Optimized 2051 52.4 1.21
SparseEvo Label  Optimized 9043 56.3 1.12
CA (sssp) Label  Optimized 167 1.6 2.27
CA (bin search) | Label  Optimized 459 0.0 2.81

Table 7.22: Attack performance under RAND Pre-processing Defense on ResNeXt
and CIFAR100 (Clean Accuracy: 65.0%)

Query Perturbation

Attack #Query Model Acc. Dist. ¢,

Type Type
Bandit Score lo 20 9.2 3.43
NES Score loo 311 35.3 0.95
Parsimonious Score le 359 40.7 3.54
Sign Score lo 309 38.2 3.44
Square Score lo 14 8.1 3.45
Z0SignSGD Score loo 348 332 0.97
GeoDA Label loo 152 48.6 2.06
HSJ Label loo 184 51.3 1.94
Opt Label loo 951 73.9 0.44
RayS Label Lo 203 56.7 4.23
SignFlip Label loo 132 49.3 2.32
SignOPT Label loo 798 71.8 0.45
Bandit Score 12 188 45.7 1.49
NES Score t 1117 54.3 0.41
Simple Score %) 1607 65.1 0.09
Square Score 143 31 13.9 3.19
Z0SignSGD Score 12 1964 58.3 0.35
Boundary Label ) 17 49.7 2.21
GeoDA Label & 118 52.3 2.00
HSJ Label (23 301 51.9 2.19
Opt Label 0 741 65.1 1.35
SignOPT Label 123 399 56.7 1.76
PointWise Label  Optimized 1884 559 1.20
SparseEvo Label  Optimized 9364 61.2 1.03
CA (sssp) Label  Optimized 159 1.4 221
CA (bin search) | Label  Optimized 459 0.0 243
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Table 7.23: Attack performance under RAND Pre-processing Defense on WRN and
CIFAR100 (Clean Accuracy: 65.5%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. ¢,
Bandit Score lo 12 11.1 3.52
NES Score loo 334 36.9 0.98
Parsimonious Score lo 282 432 3.60
Sign Score loo 144 439 3.51
Square Score [ 21 11.9 3.57
Z0SignSGD Score loo 383 36.9 0.99
GeoDA Label ls 136 52.1 2.21
HSJ Label l 312 52.1 2.09
Opt Label Lo 866 744 0.37
RayS Label loo 212 56.1 4.07
SignFlip Label loo 146 50.0 2.47
SignOPT Label le 929 69.6 0.39
Bandit Score 2 175 50.2 1.53
NES Score & 1131 553 0.41
Simple Score 153 1268 65.2 0.09
Square Score 2 20 13.1 3.19
Z0SignSGD Score 123 1702 57.2 0.34
Boundary Label ) 19 48.1 2.49
GeoDA Label 12 171 50.7 2.17
HSJ Label 4 250 50.3 2.34
Opt Label & 753 65.7 1.39
SignOPT Label & 395 56.0 1.81
PointWise Label  Optimized 1617 55.1 1.07
SparseEvo Label  Optimized 9157 59.1 0.85
CA (sssp) Label  Optimized 180 1.2 2.37
CA (bin search) | Label  Optimized 457 0.0 2.49

Table 7.24: Attack performance under RAND Post-processing Defense on VGG and
CIFAR10 (Clean Accuracy: 90.5%)

Query Perturbation

Attack #Query Model Acc. Dist. ¢,

Type Type
Bandit Score lo 192 10.9 4.83
NES Score loo 364 0.0 1.43
Parsimonious Score le 215 8.8 4.90
Sign Score lo 134 1.2 4.88
Square Score lo 37 0.4 4.89
Z0SignSGD Score loo 389 0.1 1.40
GeoDA Label [ 371 529 2.69
HSJ Label loo 518 53.7 243
Opt Label loo 970 78.0 0.31
RayS Label le 235 45.0 4.77
SignFlip Label loo 76 17.2 391
SignOPT Label loo 1177 342 1.13
Bandit Score l 999 25.6 3.78
NES Score 0 1137 0.1 0.59
Simple Score %) 3138 67.1 0.21
Square Score 143 41 0.2 4.47
Z0SignSGD Score b 1955 1.6 0.53
Boundary Label ) 57 52.3 2.14
GeoDA Label & 545 52.7 2.69
HSJ Label 0 234 454 2.90
Opt Label 0 641 533 2.02
SignOPT Label 143 504 34.8 2.00
PointWise Label  Optimized 1290 89.8 2.02
SparseEvo Label  Optimized 9425 383 2.27
CA (sssp) Label  Optimized 400 5.7 3.75
CA (bin search) | Label  Optimized 473 0.0 5.19
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Table 7.25: Attack performance under RAND Post-processing Defense on ResNet and
CIFAR10 (Clean Accuracy: 92.0%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. £,
Bandit Score lo 153 10.3 4.93
NES Score lo 277 0.0 1.39
Parsimonious Score lo 104 0.2 5.01
Sign Score loo 144 0.7 4.98
Square Score leo 18 0.0 4.99
Z0SignSGD Score loo 274 0.0 1.35
GeoDA Label loo 380 60.2 2.71
HSJ Label loo 792 60.7 221
Opt Label loo 658 84.9 0.21
RayS Label loo 252 46.8 4.79
SignFlip Label loo 442 17.0 4.26
SignOPT Label loo 1095 42.0 1.00
Bandit Score l, 673 20.7 3.76
NES Score 0 840 0.0 0.54
Simple Score 6 5021 64.4 0.30
Square Score 123 19 0.0 4.55
Z0SignSGD Score 43 1443 0.1 0.47
Boundary Label 43 85 64.4 1.68
GeoDA Label b 545 57.6 2.54
HSI Label b 558 48.5 332
Opt Label b 593 59.4 1.98
SignOPT Label b 397 413 1.90
PointWise Label unrestricted 1735 91.1 1.90
SparseEvo Label unrestricted | 8665 63.2 2.41
CA(sssp) Label unrestricted 425 9.1 3.90
CA(bin search) | Label unrestricted 421 10.7 4.09

Table 7.26: Attack performance under RAND Post-processing Defense on ResNeXt
and CIFAR10 (Clean Accuracy: 94.8%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. £,
Bandit Score lo 141 4.7 5.08
NES Score [ 237 0.0 1.32
Parsimonious Score le 221 2.1 5.15
Sign Score le 133 0.0 5.14
Square Score lo 23 0.4 5.14
Z0SignSGD Score [ 249 0.0 1.31
GeoDA Label lo 282 53.1 2.52
HSJ Label loo 417 574 241
Opt Label loo 683 81.6 0.36
RayS Label lo 484 52.5 472
SignFlip Label leo 287 28.1 3.35
SignOPT Label loo 760 453 0.91
Bandit Score 2 574 14.2 3.69
NES Score l 694 0.0 0.50
Simple Score 2 4075 61.7 0.29
Square Score %) 22 0.0 4.68
Z0SignSGD Score b 1459 0.6 0.47
Boundary Label l 20 51.1 2.36
GeoDA Label b 206 54.5 2.48
HSJ Label & 414 48.6 2.84
Opt Label l 542 61.2 1.70
SignOPT Label 0 357 442 1.50
PointWise Label  Optimized 2519 94.6 2.05
SparseEvo Label  Optimized 9537 78.4 2.85
CA (sssp) Label  Optimized 276 9.3 2.92
CA (bin search) | Label  Optimized 434 10.0 3.05
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Table 7.27: Attack performance under RAND Post-processing Defense on WRN and
CIFAR10 (Clean Accuracy: 96.1%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. ¢,
Bandit Score lo 157 6.2 5.12
NES Score loo 464 0.2 1.59
Parsimonious Score lo 390 21.1 5.22
Sign Score leo 330 12.4 5.02
Square Score loo 36 0.5 5.21
Z0SignSGD Score loo 464 0.4 1.56
GeoDA Label [ 186 56.9 2.58
HSJ Label loo 364 56.0 2.37
Opt Label Lo 1022 84.8 0.31
RayS Label loo 334 51.5 4.81
SignFlip Label lo 164 22.8 3.72
SignOPT Label loo 968 39.2 0.98
Bandit Score 2 727 17.5 3.81
NES Score & 1328 1.6 0.68
Simple Score 153 2536 74.7 0.21
Square Score 2 26 0.4 4.75
Z0SignSGD Score 123 2143 55 0.60
Boundary Label ) 35 54.0 2.35
GeoDA Label 0 267 58.3 2.53
HSJ Label 4 360 48.8 2.82
Opt Label & 620 59.7 1.89
SignOPT Label 153 476 43.4 1.65
PointWise Label  Optimized 1727 95.8 1.89
SparseEvo Label  Optimized 9720 59.9 2.67
CA (sssp) Label  Optimized 399 7.3 3.65
CA (bin search) | Label  Optimized 460 0.0 4.94

Table 7.28: Attack performance under RAND Post-processing Defense on VGG and
CIFAR100 (Clean Accuracy: 68.5%)

Query Perturbation

Attack #Query Model Acc. Dist. ¢,

Type Type
Bandit Score lo 35 1.0 3.67
NES Score loo 190 0.2 0.83
Parsimonious Score le 103 2.0 3.71
Sign Score lo 72 0.7 3.66
Square Score lo 8 0.1 3.66
Z0SignSGD Score loo 203 0.1 0.82
GeoDA Label loo 177 35.6 2.31
HSJ Label loo 235 36.7 2.19
Opt Label loo 756 533 0.48
RayS Label leo 116 322 4.14
SignFlip Label loo 40 14.4 2.89
SignOPT Label [ 724 29.4 0.93
Bandit Score 12 139 2.3 1.86
NES Score (23 650 0.1 0.33
Simple Score %) 2570 34.7 0.18
Square Score 143 6 0.1 3.35
Z0SignSGD Score 123 1225 0.5 0.30
Boundary Label ) 40 28.8 2.31
GeoDA Label & 205 36.3 2.31
HSJ Label (23 169 32.8 2.11
Opt Label (23 581 37.7 1.54
SignOPT Label 1% 409 27.1 1.32
PointWise Label  Optimized 494 67.5 1.38
SparseEvo Label  Optimized 8502 21.1 1.75
CA (sssp) Label  Optimized 186 1.8 2.35
CA (bin search) | Label  Optimized 582 0.0 2.67
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Table 7.29: Attack performance under RAND Post-processing Defense on ResNet and
CIFAR100 (Clean Accuracy: 67.5%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. ¢,
Bandit Score lo 46 1.0 3.57
NES Score lo 152 0.0 0.75
Parsimonious Score lo 56 0.0 3.63
Sign Score leo 39 0.0 3.57
Square Score loo 7 0.0 3.61
Z0SignSGD Score loo 159 0.0 0.72
GeoDA Label [ 245 38.7 2.49
HSJ Label loo 407 38.2 2.28
Opt Label Lo 762 51.6 0.47
RayS Label loo 99 32.7 4.03
SignFlip Label loo 47 17.5 3.25
SignOPT Label loo 839 28.2 0.97
Bandit Score 2 211 3.2 1.86
NES Score & 431 0.0 0.28
Simple Score 153 3593 36.0 0.20
Square Score 2 6 0.0 3.28
Z0SignSGD Score 123 791 0.0 0.24
Boundary Label ) 56 342 2.35
GeoDA Label 0 387 35.6 2.38
HSJ Label 4 197 332 2.40
Opt Label & 633 40.2 1.60
SignOPT Label & 413 27.0 1.53
PointWise Label  Optimized 922 65.7 1.41
SparseEvo Label  Optimized 9028 41.0 2.02
CA (sssp) Label  Optimized 187 1.8 2.36
CA (bin search) | Label  Optimized 458 0.0 3.04

Table 7.30: Attack performance under RAND Post-processing Defense on ResNeXt
and CIFAR100 (Clean Accuracy: 79.5%)

Query Perturbation

Attack #Query Model Acc. Dist. ¢,

Type Type
Bandit Score lo 46 1.3 4.28
NES Score loo 165 0.0 0.92
Parsimonious Score le 117 0.5 4.33
Sign Score lo 124 0.1 4.29
Square Score lo 8 0.1 4.32
Z0SignSGD Score loo 179 0.0 0.93
GeoDA Label loo 147 40.7 2.04
HSJ Label loo 201 414 1.91
Opt Label loo 744 64.2 0.52
RayS Label le 179 45.7 4.32
SignFlip Label loo 98 29.2 2.47
SignOPT Label loo 844 43.8 0.86
Bandit Score 12 163 3.1 2.03
NES Score (23 461 0.0 0.34
Simple Score %) 3805 452 0.23
Square Score 143 10 0.0 3.90
Z0SignSGD Score 123 1054 0.0 0.33
Boundary Label ) 20 36.6 2.15
GeoDA Label 2 143 44.3 2.02
HSJ Label (23 256 40.6 2.13
Opt Label (23 590 49.5 1.39
SignOPT Label 1% 371 38.0 1.56
PointWise Label  Optimized 1811 78.7 1.75
SparseEvo Label  Optimized 9476 62.6 2.20
CA (sssp) Label  Optimized 179 2.0 2.33
CA (bin search) | Label  Optimized 458 0.0 2.60
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Table 7.31: Attack performance under RAND Post-processing Defense on WRN and
CIFAR100 (Clean Accuracy: 79.4%)

Query Perturbation

Attack Type Type #Query Model Acc. Dist. ¢,
Bandit Score [ 35 1.8 4.26
NES Score le 170 0.0 0.89
Parsimonious Score lo 134 1.1 4.26
Sign Score loo 81 0.6 4.24
Square Score loo 10 0.0 423
Z0SignSGD Score loo 178 0.1 0.89
GeoDA Label ls 146 40.9 2.22
HSJ Label loo 224 423 2.03
Opt Label Lo 738 62.1 0.46
RayS Label loo 168 41.9 4.22
SignFlip Label lo 50 24.1 2.70
SignOPT Label loo 761 36.2 0.89
Bandit Score 2 172 3.6 2.10
NES Score & 523 0.1 0.34
Simple Score 153 2954 37.9 0.21
Square Score 2 15 0.0 3.89
Z0SignSGD Score 123 1009 0.7 0.32
Boundary Label ) 25 35.6 2.34
GeoDA Label 123 179 42.8 2.21
HSJ Label 4 214 38.0 2.18
Opt Label 123 597 46.7 1.41
SignOPT Label & 397 35.0 1.37
PointWise Label  Optimized 1145 77.1 1.50
SparseEvo Label  Optimized 9145 49.3 1.94
CA (sssp) Label  Optimized 210 1.6 2.53
CA (bin search) | Label  Optimized 457 0.0 2.65

7.14.5 Experiments on Audio Classification task

Dataset. The speaker verification task focuses on determining if a given voice sample belongs to a spe-
cific individual or ascribed identity [429]. The process for this task entails comparing two voice samples
using a speaker verification model and making a decision. We utilize the large-scale multi-speaker corpus
LibriSpeech (“train-clean-100" set), which comprises over 100 hours of read English voices from 251
speakers encompassing various accents, occupations, and age groups. Within this corpus, each speaker
has multiple voice samples spanning from several seconds to tens of seconds, sampled at a rate of 16kHz.

Model and Setting. For the speaker verification task, we use two SOTA speaker verification models:
ECAPA-TDNN [430] pre-trained by Speechbrain [431] as the target model for the model owner and
the X-vector model [432] pre-trained by Speechbrain [431] as the feature extractor. In the experiments,
we utilize the pre-trained SOTA model, which is trained on the VoxCeleb dataset [433] and VoxCeleb2
dataset [434], to perform the task of verifying if two voice samples are from the same speaker. We evalu-
ate the performance of the model on 500 pairs of voice samples randomly selected from the LibriSpeech
“train-clean-100” set. Each sample pair consists of two voice samples from a single speaker.

Table 7.32: Performance of certifiable attack with Gaussian Noise on Audio Dataset.

(p =90%)
o | Dist. {, Mean Dist. £, #RPQ Certified Acc.
0.05 | 18.35 12.67 5.42 100.00%
0.1 26.71 12.70 3.72 100.00%
0.15 | 35.82 12.63 3.12 100.00%
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Table 7.33: Performance of certifiable attack with Gaussian noise oo = 0.25 on Lib-

riSpeech

p Dist. £, Mean Dist. £, #RPQ Certified Acc.
50% | 26.64 12.55 5.31 100.00%
60% | 26.65 12.57 5.08 100.00%
70% | 26.66 12.60 4.87 100.00%
80% | 26.68 12.63 4.49 100.00%
90% | 26.71 12.70 3.72 100.00%
95% | 26.74 12.78 3.05 100.00%

Table 7.34: Attack performance of different localization/refinement algorithms on Lib-
riSpeec (o = 0.25, p = 90%).

Localization | Shifting | Dist. £, Mean Dist. £, #RPQ Cert. Acc.

random none 165.56 164.59 1.00 100.00%
random geo. 159.21 157.53 73.88  100.00%
SSSp none 26.72 12.74 1.32 100.00%

SSSP geo. 26.71 12.70 3.72 100.00%
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Fig. 7.6: Example images of applying I-OPT (based on UniCR) for smoothed classifier
against different £, perturbations on the ImageNet dataset. From the left to
right, the first figure shows the original image. The second and third figures
show the smoothed image without I-OPT and with I-OPT, respectively. The
fourth figure shows the corresponding distributions before/after I-OPT.
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Fig. 7.7: Comparison of randomized smoothing performance on ImageNet with
anisotropic noise and that with isotropic noise (Gaussian distribution for cer-
tified defense against £, perturbations, comparing with [1]).
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Fig. 7.9: ROC Curve of Detection Results by Feature Squeezing on CIFAR10. The
ROC score is 0.38 and 0.26 for the C&W attack and certifiable attack, respec-

tively

Fig. 7.10: PDF of Different Noise Distributions (o = 0.25)
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